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				People will build, despite all the disappointments, disasters and tragic mistakes, a better world. If we were not to act with this thought, we would lose faith in human beings and their capabili-ties, and then it would be better not to live, my friend. 

				Stanisław Lem, Dialogues, Kraków–Wrocław 1984, p. 287

			

		

	
		
		

	
		
			
				Introduction

				The one area that has been regulated in part by law, and which can be distinguished within the legal system, is cybersecurity. It should be as-sumed that cybersecurity is an interdisciplinary phenomenon, benefiting from the achievements of many fields (including various areas of law). However, in order to distinguish it from the entire legal and adminis-trative system (in the latter case, primarily in organizational and objec-tive terms), to identify and define the regulatory areas, it is necessary to determine the scope of activities to which this field relates (both in the subjective, objective, functional and organizational sense). Only then will it be possible to systematize the issue of legal protection of cyberspace. This preliminary study aims to address the basic issues of individual and state responsibility in cyberspace.

				Addressing the issues of cybersecurity, cybercrime and related cyber liability (later also referred to as ‘responsibility’), the following issues should be distinguished: what is cyberspace in general, and how are we held responsible for actions taken within its framework?; What regula-tions exist under international and domestic law?; How are they enforced and is it appropriate to base them on real-world regulations?; What can be defined as cybercrime?; What are the powers of organizations whose purpose is to combat cybercrime and, consequently, what are the pow-ers and duties of individuals acting in cyberspace?; Is the network user also responsible for actions on the network, or is he or she jointly liable with service providers? And also, how to weigh the individual’s interests, including the right to privacy, with the public interest, within the frame-work of which it may take actions related to the search for responsibility for actions on the network. In the background of these issues, there are questions such as current strategic policy and regulatory aspects of cy-berspace, the related challenges of ensuring security, and regulations that support the vision of a secure cyberspace.
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				The purpose of this publication is to present the areas within the Pol-ish legal system that encompass the current regulations on cybersecurity and related cyber liability. In order to conduct this analysis, the following findings are necessary: 

				determination of the detailed definitional, objective and subjective scope of cybersecurity and its classification within the national se-curity system;

				a review of national laws and regulations relating to cyber security and liability in the digital era;

				analysis and evaluation of the current Polish regulations within the sphere of cyber responsibility, taking into account constitutionally permissible restrictions of individual rights and freedoms;

				analysis and evaluation of Polish legal solutions related to cyberse-curity in the field of electronic communications (“telecom” regu-lations, including regulations on activities in ICT networks – the Act on the Provision of Services by Electronic Means and the law governing new technologies and the operation of networks and computers).

				It should be emphasized that the legal rules currently in force related to cybersecurity refer to a very narrow interpretation of the concepts of cyberspace and cybercrime. This book aims to present the areas of cur-rent regulation where the issue of cyber responsibility has been tenta-tively established. Cyber liability also extends to issues that are currently only marginally related to the operation of artificial intelligence and ro-botics law. These latter issues fall far beyond the contemporary efforts to regulate the cyber world, which mistakenly assumes that real-world regulations can be directly applied to cyberspace.

				With the development of so-called “new technologies” in virtually every area of human life, especially in medicine and biotechnology, ethi-cal and legal issues have emerged regarding the functioning of modern computers. Questions related to cybersecurity focus not only on human responsibility for actions against computers or using computers, but also on the potential responsibility of computers for actions against humans and other computers. Legal aspects of protection of personal property, including bodily integrity, previously did not encompass the protection of artificial intelligence. S. Braman highlights some U.S. policy changes 
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				that appear to address the need to regulate the status of computers. An example of such an approach is the US Telecommunications Act of 1996, which distinguishes between social policy, i.e. related to human action, and policy concerning the actions of computers.1

				The right to the integrity of ICT networks and computers is one as-pect of protection, the regulatory scope of which will expand as technol-ogy develops. It should also be noted that software itself, as a subject of copyright and patent protection, will be an important element in future regulations related to the rights of computers. The ability of computers to analyze and solve problems, including in the field of ethics, creates in-teresting issues concerning the answer to the questions of what is moral or not moral, what is good and what is evil, what is allowed and what should be forbidden in legal terms. These dilemmas are fundamental in determining the degree of responsibility. If we assume that computers are increasingly independent in their thinking and decision-making processes, can we assume that they are also aware of the existence of morality? Can the concept of morality be addressed by a machine, and do computers possess an imposed morality or develop their own? This seems to be the key to answering future questions related to responsibility for actions in cyberspace. Courts are attempting to assign responsibility for harm caused to humans by governed by artificial intelligence. Does artificial intelligence have legal personality, and thus legal capacity? Can computers be held liable for their actions? Is the owner of the software responsible for the computer? It seems that the answer to these questions is a matter of deter-mining the possession of legal personality. Various legal theorists, such as U. Pagallo, author of The Law of Robots, argues that we should distinguish between the behavior of robots as tools for human interaction and the behavior of robots as subjects in the legal sphere.2

				Recognizing a computer guided by artificial intelligence as an enti-ty responsible for causing damage seems to be a matter of time. Judge C. Karnow proposes the creation of a legal entity, which he refers to 

				
					1  S. Braman, Change of State: Information, Policy, and Power, Cambridge, MA 2009; The Telecommunications Act of 1996, Title 3, sec. 301. Retrieved from fcc.gov (2011).

					2  U. Pagallo, The Laws of Robots Crimes, Contracts, and Torts, Dordrecht–Heidelberg–New York–London 2013.
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				as “electronic personality”.3 Although manufacturers of artificial intel-ligence, after producing a robot, may try to distance themselves from responsibility for its actions, it seems, however, that they will still be li-able on a warranty basis.4 The legal doctrine of cyber responsibility will be particularly relevant in the face of life changes, under the conditions of the development of artificial intelligence. Today, too, the principles of liability are determined by the distinction formed, including in the legal sphere, between hardware and software. The potential danger posed by artificially intelligent machines increases when they become mobile. The design of artificial intelligence, as well as cyborg technologies, will be important in creating a future in which artificial intelligence will loyally and ethically work for humans. Of course, it is still possible for the law to regulate criminal or civil liability for wrongdoing or illegal acts, but the dynamics of the development of cyberspace, artificial intelligence and robotics far exceed the capabilities of regulators and legislators. Un-der these circumstances, ethical principles, dictated by considerations of public morality, will come to the fore in this sphere for a long time.Notwithstanding the above, it should be assumed that technological progress, widespread Internet access, and the transfer of real-world be-havior into virtual spaces, have led to a situation in which users’ networks have entirely new possibilities for behavior, including socially undesirable behavior. The Internet and its resources make it possible to embody the notion that an individual can be just as dangerous as a criminal organiza-tion. This does not mean that organized computer crime does not require attention, on the contrary, it often operates far more effectively than its traditional counterpart. This is because criminal organizations operating within ICT networks are difficult to track due to the characteristics of the flow of information on the Internet, the problematic nature of the system for reporting criminal activities, issues with the notification system, and the general lack of a clear, unified strategy for accountability and the as-sociated common jurisdiction agreed upon primarily at the international level.

				
					3  C. Karnow, The Encrypted Self: Fleshing Out the Rights of Electronic Per-sonalities, “UIC John Marshall Journal of Computer & Information Law” 1994, 1, p. 3.

					4  Ibidem. 
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				These problems are only one element of the complex issue of respon-sibility for actions in cyberspace. Since the issue is multifaceted, this book presents only selected problems, but it is hoped that their analysis will highlight the need for future regulatory directions. The work draws on observations and analyses of the legal state of affairs related to liability in cyberspace (cyber liability) that have been conducted over many years, selected conclusions of which have been previously published. The ac-cumulation of this body of work and its systematization made it possible to form a certain vision of the regulatory reality, which, in my opinion, requires changes, in particular in thinking of cyberspace as a free place, devoid of any regulation.

				Dynamic changes in new technologies and the related cyberspace sig-nificantly impact the process of lawmaking and application. A new sphere of normative adjudication is the Internet and the associated cyberspace. With the development of cyberspace, the threats in it are evolving and with them the rules of desired behavior, practically in every sphere of activity. Cyber threats are characterized by unpredictability and global reach, making cybersecurity a key consideration in legislative decisions affecting network users. It must still be borne in mind that cyberspace is nowadays a symbol of development, but also of freedom, including freedom of speech and the right to privacy, and any interference in the functioning of its users is associated with an attack on these values. The reissued, revised and updated Cyber Liability points out the basic prob-lems of functioning in cyberspace, which are changing in proportion to technological changes. The new legal solutions presented in the book are justified on the basis of human rights violations, but they should also be carefully evaluated in the context of their impact on individual rights and freedoms, even during times of peace and seemingly normal circum-stances.

			

		

	
		
		

	
		
			
				I Cybersecurity and cyberspace –  definition issues

				Whoever thought of an alternative form of the world, would be ridiculed by the others, quite like the few enlightened ones in Plato’s allegory of the cave.

				P. Zhai, Get Real: A Philosophical Adventure in Virtual Reality

				The concept of network security or cybersecurity embraces the protec-tion of resources – data, information and generally digital content, the protection of ICT networks and devices, such as computers, as well as the protection of the transmission of content via the network, i.e. the communication process itself. The human factor, i.e. the protection of network and computer users, should also be added here. It follows from the specific nature of network operation, if we assume theoretically that anti-virus software and firewalls do their job, that – like a vaccine against the flu virus – they will not work in the event of the emergence of new threats or modifications to those already known. Firstly, it should be noted that no software can guarantee complete data security1 Any state-ment that some software is immune to cyber-attacks is false. The core of activities leading to cyber threats continues to be the exploitation of vulnerabilities and bugs in software tools. It should certainly be stressed that human action remains an important element in this process. Per-haps this is one of the principal dilemmas affecting the future of individ-ual and collective security today. The next stage of thinking about future regulation, as already mentioned, will involve questions concerning the 

				
					1  E. Lucas, Oswoić cyberświat. Tożsamość, zaufanie i bezpieczeństwo w inter-necie, Warszawa 2017, p. 25 et seq.
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				responsibility for the actions of artificial intelligence. According to E. Lu-cas, antivirus software and firewalls are to digital security what the Magi-not Line was to the French defense against Nazi Germany – an excellent form of defence against threats of the past, but not against those of the future.2 It should be added that this author pointed out that electronic safeguards have shifted the responsibility for fraud prevention and the detection of perpetrators from the company to the customer. Such a type of protection against future cyber threats is the current regulation, which touches upon human action but underestimates technology. Aristotle (384–322 BC) believed that a distinction should be made between techné (practical skill, art) and epistemé (scientific cognition, knowledge).3 Ac-cording to this great philosopher, techné is a hindrance to the soul and human reason of free people in the practice of the virtues. This histori-cal approach of contempt for techné, which is usually not identified with concepts such as ethics, public morality or personal goods, still seems to be very relevant today, especially in the context of the right to privacy, the protection of personal rights or moral norms. In the field of mod-ern technologies, they are constantly confronted with the protection of the right to privacy, or other personal rights of a human being. How-ever, it must be remembered that behind every techné there is a human being. 

				The issue of security in cyberspace is determined by the development of new technologies, including robotics, digital processes and advances in the informatization of the state. The latter concept is a key element for the development of cybersecurity administration, which can be viewed from two perspectives. The first may relate to cyber-security adminis-tration in terms of a subject and refer to a specific set of institutions with certain competences and tasks. The other relates to positive law, applied in the implementation of the mission, goals and objectives of the state’s cyber security, from a national or international aspect. It should be stressed that the legal provisions that can be classified today as those regulating cybersecurity are very often dispersed, covering various areas of life. The problem of this dispersion has not been solved by the Act of 

				
					2  Ibidem, p. 26.

					3  See: Aristotle, Politics, transl. and ed. L. Piotrowicz, Wrocław 2005, p. 114.
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				5 July 2018 on the national cybersecurity system.4 However, the crucial issue of legal protection in the cyber security system is to determine the scope of subject and object responsibility for activities on the web. As a first step, it is necessary to define cyber security itself and to “answer the question of what its relationship to cyber liability is.”

				1. Cybersecurity and information security

				There is no generally accepted definition of cyberspace or cybersecurity. The following terms are therefore used interchangeably, often erroneous-ly: information security, computer security, IT security, tele-information security, cybersecurity and cyberspace security. These terms are not the exact same, but closely synonymous, and the boundaries between them are blurring. However, as adopted in the Cyberspace Protection Policy,5 cybersecurity is “a set of organisational-legal, technical, physical and edu-cational undertakings aimed at ensuring the undisturbed functioning of cyberspace.”6 It refers to both civilian and military tasks of counteract-ing physical threats against systems (“cyberspace” security) and virtual threats against users (security in “cyberspace”).7 Both types of threats are of importance as they affect the security of cyberspace (the former directly, the latter indirectly). Alongside cyberspace and cyber security, as increasingly popular concepts, we also find terms such as cyber-attack (the deliberate disruption of the proper functioning of cyberspace8), cy-

				
					4  (Journal of Laws of 2023, item 913) – hereinafter referred to as the Act on the national system.

					5  The document was adopted by a resolution of the Council of Ministers on 25 June 2013. It is the first strategic document on cyber security in Poland. It was drafted by the Ministry of Administration and Digitisation in cooperation with the Internal Security Agency. The policy did not cover classified ICT systems and was replaced by the National Cyber Security Framework of the Republic of Poland in 2017, https://cyberpolicy.nask.pl/cp/dokumenty-strategiczne/dokumenty-kra-jowe/20,Polityka-Ochrony-Cyberprzestrzeni-RP.html (accessed: 12 December 2018).

					6  Ibidem: p. 5.

					7  M. Terlikowski, Bezpieczeństwo teleinformatyczne wyzwaniem dla Polski, http://www.geopolityka.org/analizy/712-bezpieczenstwo-teleinformatyczne-wy-zwaniem-dla-polski (accessed: 10 November 2018).

					8  Ministry of Administration and Digitisation, Polityka..., op.cit., p. 5.
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				ber-threats (technological information threats9), cybercrime, cyberter-rorism, cyber-spying or cyber-warfare. All of these terms, both in Po-land and worldwide, are characterized by a large notional divergence and a frequent lack of precision. According to W. Kitler, the fields of security may be distinct and linked to specific sectors of the state, but there are, and will be more and more, those that are not sectoral but trans-sectoral and transdisciplinary. These include, for example, information security, cybersecurity, counter-terrorism security, security of the political system, security of classified information, etc.10 Security, as commonly under-stood, is perceived primarily in its negative sense, as a state marked by the absence of threats, but also by: the lack of danger, certainty, tranquility and protection from danger.11 However, according to W. Kitler’s defini-tion, information security itself encompasses all activities of a state aimed at ensuring its secure functioning in the information space in the internal and external dimensions.12 This is achieved by protecting the state’s in-formation resources, protecting it from hostile actions (disinformation and propaganda), and maintaining the capacity to take offensive action against the perpetrators of such actions. It should thus be assumed that information security is closely linked to the concept of telecommuni-cation security, and more precisely to tele-information security, which means the protection of information processed, stored and transmitted by means of tele-information systems against unwanted (accidental or deliberate) disclosure, modification, destruction or making its processing impossible.13 The general definition of the concept of security as a state of non-threat, peace, harmony and undisturbed functioning always refers to a certain object and to various aspects of human activity.14 The law of 

				
					9  P. Bączek, Zagrożenia informacyjne a bezpieczeństwo państwa polskiego, Toruń 2011, p. 73.

					10  See: White Book on National Security of the Republic of Poland, National Security Bureau, BBN, Warsaw 2013, p. 19.

					11  W. Kitler, Pojęcie i zakres bezpieczeństwa informacyjnego państwa, usta-lenia systemowe i definicyjne, [in:] Bezpieczeństwo informacyjne. Aspekty praw-no-administracyjne, W. Kitler, J. Taczkowska-Olszewska (eds.), Warsaw 2017, p. 38.

					12  Ibidem, p. 22.

					13  Ibidem, p. 19.

					14  Ibidem, p. 20.
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				information security touches upon issues concerning the legal protection of the telecommunications system, which includes specific data enabling the provision of services, the protection of the electronically provided services themselves and their related content and databases, as well as the very networks through which such services are transmitted.15 What is a common element to be protected, however, is a value of a specific nature – information. In legal regulations, the legislator has attempted to define criminal acts, where violations related to information and the systems processing such information occur, and to establish the scope of responsibility for illegal actions. Nevertheless, in addition to the concept of information security, the concept of cybersecurity has emerged, which can be defined as all activities – methods, procedures, legal solutions – undertaken by the relevant entities, which aim at the integration of collected, stored and processed information resources, in order to pro-tect them against unwanted, unauthorized disclosure, modification or destruction.16 This definition may seem narrowed to the issue of informa-tion protection and does not address the many other threats that may not be directly associated with any illegal use of information, but may relate to criminal actions using IT tools – software, computers or information itself. The same is true of the definition of cyber-security, which assumes it to be the resistance of information systems to actions affecting the con-fidence, integrity, availability and authenticity of the processed data or related services offered by these systems, which refers to the security of the ICT network and services provided through it (Article 2(4) of the Act on the National System).

				The term “network and information security” is defined in Regula-tion (EC) No 460/2004 of the European Parliament and of the Council of 10 March 2004 establishing the European Network and Information Security Agency as “the ability of a network or an information system to resist accidental events or unlawful or malicious actions that compro-mise the availability, authenticity, integrity and confidentiality of stored or transmitted data and the related services offered by or accessible via 

				
					15  K. Chałubińska-Jentkiewicz, M. Karpiuk, Prawo bezpieczeństwa informa-cyjnego, Warsaw 2015, p. 5.

					16  P. Potejko, Bezpieczeństwo informacyjne, [in:] Bezpieczeństwo państwa, K.A. Wojtaszczyk, A. Materska-Sosnowska (eds.), Warsaw 2009, p. 194.
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				these networks and systems.”17 It should be pointed out that information security, as only one of the elements of cyber security, has been subject to regulation on the basis of criminal provisions (see offences against in-formation chapter XXXIII of the Act of 6 June 1997 on the Penal Code18), provisions on the protection of personal data and provisions of the Act of 5 August 2010 on the protection of classified information.19 Security is affected by all social interactions and the security culture itself defines the attitude of a given community towards risk, threats and security and what values are considered important in this respect. The basic construc-tion of an ICT network – the Internet – is based on the openness of both the architecture of its infrastructure and the culture of its creators and users. “The simplicity and ease of interconnecting different comput-ers has enabled an enormous expansion in the number of users, and the open philosophy of its design has made it a hugely attractive medium that interacts on multiple levels.”20 From this perspective, ICT systems and networks may be both an object and an environment of attack, which may involve computer-assisted attacks against the security of processed information. They may also be used to violate legal rights traditionally protected by criminal law or civil law, including in particular the distri-bution of digital content prohibited by law, e.g. pornography with the participation of minors or racist/fascist propaganda, or computer piracy. In addition, they may play a merely incidental role during the commis-sion of a criminal act, for example by serving to exchange information and communication, or generally be used for additional tasks related to the criminal offence (for example, to store information on the illegal sale of drugs or arms). The problematic definition of the main terms related to cyber security is caused, among other things, by the development of new forms of committing cybercrimes. It should be noted that the first generation of cybercrimes involved attacks targeting computer-based 

				
					17  Regulation (EC) No. 460/2004 of the European Parliament and of the Coun-cil of 10 March 2004 establishing the European Network and Information Security Agency (Official Journal of the European Union L77/1 of 13 March 2004).

					18  (Journal of Laws of 2022, item 1138, as amended) – hereinafter referred to as p.c.

					19  (Journal of Laws of 2023, item 756).

					20  T. Goban-Klas, Cywilizacja medialna, Warsaw 2005, p. 151.
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				devices and networks as well as data, while the second generation was related to the development of ICT networks and attacks on their integrity and availability by so-called hackers, and the third generation concerned the process of automation of cybercrime, which is, among other things, the effect of using special software that performs the criminal act itself. The new generation of cybercrimes is therefore not committed directly by attackers but can be the result of so-called automated actions using software developed for this purpose. It must be stated that this is a new phase in cybercrime, which starts a discussion on cyber liability, includ-ing the aforementioned artificial intelligence liability. One might even say that we are entering a stage of a new, fourth generation – when the perpetrator may be an artificial intelligence acting outside of human will and supervision.

				The regulators’ approach to the issue of cybersecurity and informa-tion security stems from equating this kind of protection with the need to tackle attacks targeted at the networks themselves, which does not seem justified, especially in the context of an analysis of the concept of cyber-space.21 Cybersecurity is a concept that refers to ensuring protection and counteracting threats that affect both cyberspace itself and the way we function in it, and which concerns both the public and private sectors and their mutual relations. This position is supported by the characteristics of the concept of cybercrime itself, as a notion that generally encompasses the threats that occur in cyberspace.22 All of these phenomena take place in a parallel space, which constitutes a new field for human action, to which the behaviours and solutions applied in the real world are trans-ferred. Legislators at various levels – both international and national – introduce new regulations. This has made the phenomenon of impunity 

				
					21  For more details see: K. Chałubińska-Jentkiewicz, Cyberprzestę̨pczość jako paradygmat pojęcia bezpieczeństwa w cyberprzestrzeni, “Wojskowy Przegląd Prawniczy” 2016, No. 3(279), pp. 46–64.

					22  It should also be pointed out that one of the still major problems with regard to liability on the Internet is the issue of territorial jurisdiction, which has found application in the provisions of the Convention on Cybercrime. The problems of identifying the offender, and as is well-known, the majority of crimes are committed in countries other than the offender’s actual place of residence, hinder efforts to effectively prosecute cybercrime.

				

			

		

	
		
			
				

			

		

		
			
				I. Cybersecurity and cyberspace – definition issues

			

		

		
			
				for illegal activity on the Internet obsolete. Cyberspace is more tractable than reality in terms of adopting or creating patterns. Its vulnerability brings both convenience and entirely new challenges for the legislator. While it is easy to regulate in a manner similar to the real world, the rules established in this way are often blocked or simply ignored by users of ICT networks, in particular due to the lack of instruments to seek redress or prosecute crime.

				In the case of behavior related to the functioning of cyberspace, also because of its global character, such a relationship does not seem obvious. This is because activities in virtual space are marked by their own spe-cific culture of behavior of its users – the virtual community. Therefore, it should be assumed that the new phenomenon of security required in the context of ICT networks creates the need to take into consideration situations that may not be reflected in the world outside cyberspace. The already established concept of information security itself may refer to a strictly defined area of activities related to information security, com-munication security and security of networks enabling communication, but it does not exhaust all the issues connected with the need to pro-tect against unauthorised activities in cyberspace. According to L. Ci-borowski, information security can be defined as “information defence, which consists in preventing and obstructing the acquisition of data on the physical nature of the current and planned state of affairs and phe-nomena in their own space of operation, as well as hindering the inflow of information entropy to messages and physical destruction to data carriers.”23 Another definition of information security by M. Jabłoński and M. Mielus was constructed according to the measures to be taken in order to achieve a state of security, consisting of prevention, deter-rence, indication and warning, detection, preparation for an emergency situation and response to a possible attack.24 According to M. Kaliski, A. Kierkowska and G. Tomaszewski, “Information security is not only about the physical and technical protection of IT resources. In the first place, it is about ensuring and maintaining the confidentiality, integrity, 

				
					23  L. Ciborowski, Walka informacyjna, Toruń 1999, p. 186.

					24  M. Jabłoński, M. Mielus, Zagrożenia bezpieczeństwa informacji w orga-nizacji gospodarczej, [in:] Bezpieczeństwo informacji i biznesu. Zagadnienia wy-brane, M. Kwieciński (ed.), Kraków 2010, p. 25.
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				availability, accountability, authenticity, non-repudiation and reliability of information and the systems in which it is processed. It is also about appropriately trained and security-conscious staff, about properly defined agreements with suppliers, and about formalised continuous operation plans and procedures. Security is a process – and like any process – it requires continuous improvement.”25 Information security is also any ac-tion, system or method that seeks to secure information resources col-lected, processed, transmitted and stored in the memory of computers and ICT networks.26

				The very definition of the term cyber security encompasses all actions – methods, procedures, legal solutions – taken by the relevant actors, which aim at the integrity of the collected, stored and processed infor-mation resources in order to protect them from unwanted, unauthorised disclosure, alteration or destruction.27 However, this definition also ap-pears to be narrowed down to the issue of information protection and does not address the many other threats that may not be directly related to any illegal use of information, but may concern criminal activities us-ing IT tools or information itself. Such situations may include trafficking in prohibited goods, child pornography or scamming money.

				In view of the above definitions, it can be said that the law of infor-mation security, or information, touches upon issues related to the legal protection of the system that contains certain data enabling the provision of services, the electronic services themselves and the related content and databases, as well as the network by means of which such services are transmitted. It is an element of the system with a broader scope of definition and it is associated with activities aimed at ensuring the secu-rity of the individual, part and whole of society, as well as the state in the so-called cyberspace, or cybersecurity. The key element of this protection is the social aspect. The definition of cybersecurity should take this into account.

				
					25  M. Kaliski, A. Kierkowska, G. Tomaszewski, Ochrona informacji i zasobów relacyjnych przedsiębiorstwa, [in:] Wywiad i kontrwywiad gospodarczy wobec wyzwań bezpieczeństwa biznesu, J. Kaczmarek, M. Kwieciński (eds.), Toruń 2010, p. 34.

					26  Ibidem, p. 71.

					27  P. Potejko, op.cit., p. 194.
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				2. Cyberspace as a place for cybercrime 

				All basic forms of cybercrime are committed within the ICT network, which is becoming a kind of new layer of reality. A prime example is the world of computer games, where gameplay is conducted in a web-based manner. This is also an example of the autoregulation of activities un-dertaken in cyberspace. Of course, legislators at various levels – inter-national, national, internal – introduce their regulations for their own needs. It should be emphasised that cyberspace is more malleable than reality in terms of adopting or creating patterns. Its vulnerability brings certain facilities as well as challenges. It is facilitated by the ease with which regulations can be introduced – the law is created by a particular act and theoretically it is supposed to work. On the other hand, this is not the case, and regulations set in reality often face blocking or simple ignorance on the part of users.

				The origins of the concept of cyberspace go back 30 years. As a pi-oneering definition, one can quote the description of W. Gibson, the American author of science-fiction books with topics touching upon the limits of new technologies. In his novel Neuromancer, W. Gibson defined the concept of cyberspace as follows: “Cyberspace. A consensual halluci-nation experienced daily by billions of legitimate operators, in every na-tion, by children being taught mathematical concepts... A graphic repre-sentation of data abstracted from banks of every computer in the human system. Unthinkable complexity. Lines of light ranged in the non-space of the mind, clusters and constellations of data. Like city lights, receding.”28 Subsequently, the term gained popularity with the development of ICT networks at the turn of the 20th/21st centuries. Etymologically, the con-cept under consideration is linked to the notion of “cybernetics,” which denotes the science of control systems, as well as the associated informa-tion processing, digital content.

				
					28  W. Gibson, Neuromancer, New York 1984, p. 59. The quoted excerpt was reproduced from the following website: http://www.goodreads.com/quotes/14638-cyberspace-a-consensual-hallucinatio n-experienced-daily-by-bil-lions-of-legitimate (accessed: 5 February 2016).
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				It would seem that cyberspace can be identified with the network of ICT, but it is, according to W. Gibson, something more. The author uses a comparative parallel to the Universe, vast and inscrutable, unmeasur-able and indescribable, yet accessible to those who can move within it. This definition, although derived from fiction literature, is a foundation for further research on cyberspace in scientific terms. It should be added that the manifestation of cyberspace was depicted in the 2000 Wachows-kis’ film Matrix. In this movie, cyberspace replaced reality and became the place of the individual’s life. It can therefore be concluded that, while data is mainly exchanged in the ICT network, cyberspace is where much of the life of the information society – a society that conducts part of its life virtually – takes place.

				One of the more commonly used definitions of cyberspace is that formulated by the US Department of Defence. According to the De-partment, cyberspace is: “A global domain within the information en-vironment consisting of the interdependent networks of information technology infrastructures and resident data, including the Internet, telecommunications networks, computer systems, and embedded proces-sors and controllers.”29 This definition is devoid of the human factor and focuses solely on the technical and technological aspects of cyberspace.

				In the New Cyber Security Strategy of the Republic of Poland, it was assumed at the project level that the existing definition of cyberspace is limited to the public sector. However, the aforementioned definition refers to ICT systems, which, as already indicated, are a set of intercon-nected IT devices and software ensuring processing, storing, as well as sending and receiving data via telecommunication networks by means of a telecommunication end device appropriate for a given type of network, within the meaning of the provisions of the Act of 16 July 2004 – Tele-communications law.30

				Thus, this definition applies to all situations relating to the processing of data by means of systems and, in addition, is an area of system linkages and user relationships, indicating the broad scope of activities of all net-

				
					29  Dictionary of Military and Associated Terms, Joint Publication 1–02.

					30  (Journal of Laws of 2022, item 1648, as amended – hereinafter referred to as Telecommunications Law or t. l). 
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				work users and the networks themselves. Clearly, the legislator referred to the definition of the system itself, adopting this definition as a general one. The legal definition of a system was also introduced, among others, in Article 3.3 of the Act of 17 February 2005 on the informatisation of the activity of entities performing public tasks.31 In turn, the definition of an ICT system under the Act of 18 July 2002 on the provision of services by electronic means32 is identical to the definition adopted in the Act on informatisation,33 which regulates civil and legal relations in electronic commerce. The initiator of the assumptions proposed that the definition should be introduced into the Act on the national cyber-security system or the Act on providing services by electronic means. However, the Act of 26 April 2007 on crisis management,34 would also be a proper place. Its art. 3 sec. 2 defines critical infrastructure, which is to be understood as systems and their functionally related facilities, including buildings, equipment, installations, services that are key to the security of the state and its citizens and serve to ensure the efficient functioning of public administration authorities, as well as institutions and enterprises. Criti-cal infrastructure also conceptually includes ICT network systems. The regulators’ approach to cybersecurity stems from equating this type of protection with the need to prevent attacks targeting the networks them-selves, which seems unjustified, especially when analyzing the notion of cyberspace. Cybersecurity is a concept that refers to ensuring protection and countering threats affecting both cyberspace itself and the way we operate in it, and this applies to both the public and private sectors and their interactions. What is in favour of this position is the nature of the concept of cybercrime itself, as a concept that generally encompasses 

				
					31  (Journal of Laws of 2023, item 57, as amended – hereinafter referred to as Informatisation law). 

					32  (Journal of Laws of 2022, item 344 – hereinafter referred to as a.p.s.e.m.).

					33  Information and communication system – a set of cooperating informa-tion devices and software that ensures processing and storing as well as sending and receiving data via telecommunication networks with the use of a telecom-munication end device appropriate for a given type of network, within the mean-ing of the Act of 16 July 2004 on Telecommunication Law (Journal of Laws of 2022, item 1648, as amended).

					34  (Journal of Laws of 2023, item 122).
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				the threats arising in cyberspace. In view of the above, it can be said that law and order permeates the virtual world and tries to find its reflection there in the digital formula. For the concept of cyberspace can be formu-lated as a synthesis of all the physical and technical means of exchanging information electronically and the relationships of users with access to its resources. All these phenomena take place in a parallel space, which constitutes a new field for human activities. Behaviors and solutions ap-plied in the real world are transferred to it, but also completely new ones related to the new culture of virtual reality emerge. Every society is aware of possible threats, which is linked to a series of experiences and observa-tions, while in the case of cyberspace, which is a relatively new area, it is still not possible to define a closed catalogue of threats or to identify the group of people at risk.

				Cyber threats that may affect cyber security are diverse and dynamic. There are many types of cyber threats, but their catalogue is not closed as new types are emerging all the time. The literature provides a number of classifications, based on various definitions and criteria, but also on the pace of change.35 When considering the problem of cyber threats, it should be acknowledged that it is the mixed attacks that are the most effective in terms of techniques, which causes further problems when attempting to classify them. Nonetheless, the majority of works make similar divisions, at least with regard to the main groups. The first crite-rion is the location of the attack. In this respect, we distinguish between attacks only in cyberspace, physical attacks only (on systems or infra-structure) and attacks on both levels simultaneously, which are the most dangerous ones. Another criterion relates to the attacker. We distinguish between attacks by individual hackers, criminal groups, business entities, state intelligence or terrorist groups.36 The greatest discrepancies occur when differentiating attacks by target. This is due to the broad spectrum of threats occurring in cyberspace: from hacking into systems, through threats, paedophilia, stealing money from accounts, to attacks on critical infrastructure, espionage, or even terrorism and war in cyberspace. 

				
					35  A. Suchorzewska, Ochrona prawna systemów informatycznych wobec za-grożeń cyberterroryzmem, Warsaw 2010, p. 86.

					36  Ibidem, p. 50.
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				The most common typology of cyber threats is as follows: cyber-crime, cyberterrorism, cyberespionage and cyberwarfare.37 Cyber threats can also be divided according to the methods by which attacks are car-ried out. The most common threats in cyberspace are malware attacks (e.g. viruses, worms, Trojan horses, logic bombs, back doors or spyware). In recent years, online identity theft, or phishing, has become increas-ingly popular. This involves the creation of fake websites or impersonat-ing other people in order to gain certain benefits. Another type is cyber-stalking, which involves persistent harassment, stalking or intimidation using cyberspace, usually by sending unwanted messages. The most common methods, however, are DoS attacks, i.e. blocking access to web-sites, servers or networks by overloading them with excessive amounts of data.38 The most dangerous attacks of this type are considered to be DoS attacks, i.e. distributed DoS attacks, carried out simultaneously by many machines, previously secretly infected, which form a network of so-called bots.39 Of course, the types and techniques of threats to the security of cyberspace presented above do not fully depict the problem, but they do show that the security of cyberspace is fundamental to the functioning of modern states, and its provision is a necessity for the further development of citizens, economies, state institutions and the entire civilisation, which is heading towards the development of an in-formation society. 

				The concept of cybercrime primarily addresses issues such as risks to the dignity and privacy of the individual. The concept of cybercrime, also interchangeably referred to as “cybercrime,” “computer-related crime,” “computer crime” or “high-tech crime,”40 functions as a term used to describe legally prohibited activities carried out with the use of a com-puter on the Internet or by means of the Internet, affecting, inter alia, 

				
					37  A. Podraza, Cyberterroryzm jako wzrastające zagrożenie dla bezpieczeń-stwa międzynarodowego w XXI wieku, [in:] Cyberterroryzm zagrożeniem XXI wieku, A. Podraza, P. Potakowski, K. Wiak (eds.), Warsaw 2013, p. 54.

					38  M. Siwicki, Cyberprzestępczość, Warsaw 2013, p. 53.

					39  A. Suchorzewska, op.cit., pp. 89–90.

					40  Communication from the Commission to the European Parliament, the Council and the Committee of the Regions of 22 May 2007, Towards a general policy on the fight against cybercrime.
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				the security of the use of information technology, and has already found its place both in the doctrine of legal sciences and among experts deal-ing mainly with ICT security.41 These phenomena are a consequence of functioning in the so-called information society. Therefore, the analysis and definition of cyberspace is very broad and is directly related to the issue of state security, internal as well as external, and, above all, secu-rity of the individual. Thus, the use of cyberspace for criminal purposes is considered to be cybercrime, also referred to as Internet crime.42 Its characteristic features are the attainment of specific personal benefits (both material and non-material) and the impeding of economic and social development.43

				There are three types of crime under the term cybercrime: offences against computers and networks, offences committed with the use of computers and networks, most often directed against other people’s property, and content-related offences. The first group of offences against computers and networks encompasses hacking, unauthorised system ac-cess, illegal eavesdropping (spyware) and computer sabotage (paralysing or disrupting systems). Offences involving the use of computers include crimes against property (computer fraud, copyright infringement and infringement of related rights), identity theft, computer forgery. The last group of cybercrimes relates to content crimes, e.g. sexual offenses against a minor, offenses against honor (defamation, insult), publication of illegal content in cyberspace (incitement to terrorist attacks, incite-ment to racial hatred or violence).44 Individual cybercrimes do not pose a direct threat to the security of cyberspace as a whole. They do, however, affect citizens’ sense of security, and massive attacks could lead to insta-

				
					41  M. Czyżak, Spamming i jego karalność w polskim systemie prawnym, “Po-miary, Automatyka, Kontrola” 2009, R. 55, No. 7, https://pbn.nauka.gov.pl/po-lindex-webapp/browse/article/article-f0823176-b36b-413b-8e14-8b36a32e5fa5 (accessed: 4 May 2018).

					42 P. Sienkiewicz, Analiza systemowa zagrożeń dla bezpieczeństwa cyberprze-strzeni, “Automatyka” 2009, Vol. 13, No. 2, p. 588.

					43 M. Lakomy, Zagrożenia dla bezpieczeństwa teleinformatycznego państw – przyczynek do typologii, “E-Politikon” 2013, No. 6, p. 121.

					44  For more details see: A. Adamski, Cyberprzestępczość – aspekty prawne i kryminologiczne, “Studia Prawnicze” 2005, No. 4(167), p. 64.
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				bility of the Internet and thus the entire virtual space.45 In addition, mass takeovers of individual computers can be used to attack systems that are sensitive to the functioning of the state, which only confirms that cyber-crimes, like direct attacks on the country’s critical infrastructure, must be actively countered. Another group of threats to the security of cy-berspace is cyberterrorism, often also referred to as information terror-ism, info terrorism or hi-tech terrorism.46 The term cyberterrorism was coined by B. Collin. In a 1996 speech, “The Future of Cyberterrorism,” he described cyberterrorism as a result of the convergence of terrorism and cybernetics. Furthermore, D.E. Denning explained that: “cyberterrorism is the convergence of cyberspace and terrorism.”47 Thus, she recognised that cyberterrorism is the unlawful attack, or threat thereof, on computer systems and information networks and systems that aim to intimidate or coerce the authorities into fulfilling political or social demands, resulting in effects with the characteristics of superior force against persons and property, causing death, instilling fear, inflicting bodily harm, large-scale property damage or explosions.48 According to D.E. Denning: “Cyber-terrorism is the convergence of cyberspace and terrorism. It refers to illegal attacks and threats of attacks against computers, computer net-works and the information stored therein with the aim of intimidating or coercing a government or the public into action in order to achieve political or social objectives. To qualify as cyberterrorism, an attack should result in violence against people or property or at least cause suf-ficient damage to create fear.”49 In today’s cyber reality, cyberterrorism is unpredictable, because it is based, among other things, on the global use of the Internet. It is an instrument for organised terrorist groups to influence the operation of the state’s critical infrastructure, i.e. the 

				
					45  R. Łukaszewicz, Rozwój informatyczny a cyberterroryzm, [in:] Wojna z ter-roryzmem w XXI wieku, B. Hołyst, K. Jałoszyński, A. Letkiewicz (eds.), Szczytno 2009, pp. 112–113.

					46  T. Szubrycht, Cyberterroryzm jako nowa forma zagrożenia terrorystycz-nego, “Zeszyty Naukowe Akademii Marynarki Wojennej” 2005, No. 1, p. 174.

					47  D.E. Denning, op.cit., p. 79.

					48  See: D.E. Denning, op.cit., p. 79; T. Szubrycht, op.cit., pp. 160–161.

					49 See: D.E. Denning, op.cit., p. 79; J. Kisielnicki, Systemy informatyczne za-rządzania, p. 352.
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				country’s transport, energy, communications, water supply and financial systems.50

				Two aspects of the IT threat from cyberterrorism can be distin-guished:

				“Information technology is the tool;

				Information technology is the target.”51 

				As D.E. Denning has pointed out, cyberterrorism is a complication of terrorism and cyberspace.52 It is thus simplest to consider cyberter-rorism as terrorist activities in cyberspace.53 However, such a definition is usually broad and vague, which has resulted in the term “cyberter-rorism” becoming frequently misused with the great media coverage of the phenomenon, as it has come to include all incidents in cyberspace that have nothing to do with terrorism at all. Currently, cyberterrorism is considered to be: “a politically motivated attack or threat of attack on computers, networks or information systems, with the aim of destroying infrastructure and intimidating or coercing government and people to achieve far-reaching political and social goals.”54 Moreover, in a broader sense of the term, we can regard as cyberterrorism the use of cyberspace by terrorist organisations for communication, coordination of activities, propaganda and disinformation of the enemy, as well as for fundraising, recruiting members and for increasingly common training activities.55 Cyberterrorism, as a type of terrorism, is currently recognised as one of the main threats to the security of the state.56 This is due to the fact that it targets elements sensitive to the functioning of states, such as critical 

				
					50  A. Bógdoł-Brzezińska, M.F. Gawrycki, Cyberterroryzm i problemy bezpie-czeństwa informacyjnego we współczesnym świecie, Warsaw 2003, p. 49.

					51  T. Szubrycht, op.cit., p. 183.

					52  D.E. Denning, op.cit., p. 79.

					53  P. Sienkiewicz, Analiza systemowa..., p. 588.

					54  K. Liedel, Bezpieczeństwo informacyjne w dobie terrorystycznych i innych zagrożeń bezpieczeństwa narodowego, Toruń 2006, p. 36.

					55  A. Bógdoł-Brzezińska, M.F. Gawrycki, Cyberterroryzm i problemy bezpie-czeństwa informacyjnego we współczesnym świecie, Warsaw 2003, p. 73.

					56  Ministry of the Interior, National Anti-terrorist Programme for 2014––2019, Warsaw 2014, p. 3, https://www.msw.gov.pl/pl/bezpieczenstwo/naro-dowy-program-antyte/11920,Narodowy-Program-Antyterrorystyczny-na-lata -2014-2019.html (accessed: 2 May 2014).
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				infrastructure or government and military networks and servers. It is far easier than a conventional attack because, above all, it does not put the lives and health of the attackers at risk and is more difficult to detect during preparation. In terms of its purpose, activism and hacktivism are very similar to cyberterrorism. These terms are often confused or even used interchangeably because of the conventional line of demarcation between them.57 However, it must be recognised that not every politically motivated attack carried out over the Internet is cyberterrorism.58 Activ-ism refers to politically motivated attacks carried out over the Internet, aimed at raising the social awareness of a specific problem rather than doing any damage. Hacktivism, in turn, is the use of hacking methods with the same motives. It aims to disrupt websites, webpages or portals without inflicting serious damage. Another common threat in cyberspace is cyber espionage, i.e. the use of cyberspace to obtain sensitive informa-tion. Similar threats relate to information of value to the state, such as classified information relating to intelligence activities, military informa-tion (linked to new technologies, the arms industry, types of weapons) or economic information ( concerning the banking, energy or pharmaceuti-cal sectors). An activity similar to cyber espionage is cyber surveillance, i.e. actions, most often carried out by state institutions, using cyberspace to exercise social control over their own citizens.59 The last of the main types of cyber threats is cyber warfare. This is the use of cyberspace for warfare.60 These can be actions that complement conventional conflicts, or they can be carried out on their own. They aim to cause as much dam-age as possible to weaken the opponent. Nowadays, it is not necessary to use whole armies to dynamically paralyse the systems of an enemy country and bring about its collapse.61 Successful cyber-attacks can trig-ger a global crisis or even a prolonged armed conflict.62

				
					57  T. Szubrycht, op.cit., p. 183.

					58  A. Suchorzewska, op.cit., p. 64.

					59  P. Sienkiewicz, Analiza systemowa..., op.cit., p. 586.

					60  Ibidem, p. 587.

					61  A. Patelak, Cyberterroryzm a bezpieczeństwo Rzeczypospolitej Polskiej, cz. I: Istota, współczesne aspekty i perspektywy rozwoju cyberterroryzmu, “Biule-tyn Centralnego Ośrodka Szkolenia Straży Granicznej” 2005, No. 2, p. 84.

					62  P. Bączek, op.cit., p. 246.
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				Cybercrime, due to the increasingly widespread access to the Internet, may harm the interests of the state, which transfers some of its tasks to the field of ICT networks, and this may sometimes even lead to the state’s sovereignty being undermined.63 This is because not everyone under-stands the mechanisms of the ICT network well, which creates a kind of ignorance of one’s own security in cyberspace. This is all the more impor-tant because most crimes committed online involve the theft of informa-tion about users, which is a clear violation of the right to privacy.64 One of the most difficult tasks in cyberspace is to protect the privacy of an indi-vidual. First of all, it is necessary to look at the catalogue of fundamental rights guaranteed by the Constitution of the Republic of Poland of 2 April 1997,65 in particular Article 30, Article 31, Article 47 and Article 51.66 

				
					63  M. Siwicki, Nielegalna i szkodliwa treść Internecie. Aspekty prawno-karne, Warsaw 2011, p. 24.

					64  K. Chałubińska-Jentkiewicz, M. Karpiuk, op.cit., p. 353.

					65  (Journal of Laws of 1997, No. 78, item 483) – hereinafter referred to as the Constitution of the RP.

					66  The aforementioned articles of the Polish Constitution stipulate:Art 30: The inherent and inalienable dignity of the person shall constitute a source of freedoms and rights of persons and citizens. It shall be inviolable. The respect and protection thereof shall be the obligation of public authorities. Art 31: 1. Freedom of the person shall receive legal protection. 2. Everyone shall respect the freedoms and rights of others. No one shall be compelled to do that which is not required by law. 3. Any limitation upon the exercise of constitutional free-doms and rights may be imposed only by statute, and only when necessary in a democratic state for the protection of its security or public order, or to protect the natural environment, health or public morals, or the freedoms and rights of other persons. Such limitations shall not violate the essence of freedoms and rights. Art. 47: Everyone shall have the right to legal protection of his private and family life, of his honour and good reputation and to make decisions about his personal life. Art. 51: 1. No one may be obliged, except on the basis of statute, to disclose information concerning his person. 2. Public authorities shall not ac-quire, collect nor make accessible information on citizens other than that which is necessary in a democratic state ruled by law. 3. Everyone shall have a right of access to official documents and data collections concerning himself. Limitations upon such rights may be established by statute. 4. Everyone shall have the right to demand the correction or deletion of untrue or incomplete information, or information acquired by means contrary to statute. 5. Principles and procedures for collection of and access to information shall be specified by statute.
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				Analysing the content of the provisions included in the above-mentioned articles, it can be firmly stated that a Polish citizen has an inviolable right to the protection of his or her privacy, which can only be abolished or limited under another legal act established by and in accordance with the principles of law. What is important here is the access to data concerning oneself and the possibility to correct them or to demand their deletion if they are untrue or defamatory. This, of course, has implications in the battle against cybercrime as these constitutional provisions form the basis for further legal regulations concerning the fight against cybercrime. Cur-rently in Poland, issues of securing ICT systems are regulated sectorally or selectively, according to the tasks of various entities. Regulations on ensuring information security management system in public entities,67 combating cybercrime, preventing threats of a terrorist nature68 or crisis management69 exist. There are regulations concerning, for example, the need to secure services provided by telecommunications entrepreneurs70 or banks.71 It should be pointed out that none of the above-mentioned regulations addresses the problem in its entirety. The Act of 10 June 2016 on anti-terrorist actions72 is limited to the principles of conducting anti-terrorist actions and cooperation between authorities competent to carry out these actions. The provisions of the Crisis Management Act refer to activities related to the prevention and management of crisis situations. Acts regulating the work of law enforcement agencies, e.g. Act of 6 April 1990 on the police,73 cover issues related to preventing and combating 

				
					67  Regulation of the Council of Ministers of 12 April 2012 on the National Interoperability Framework, minimum requirements for public registers and information exchange in electronic form and minimum requirements for ICT systems (Journal of Laws of 2017, item 2247).

					68  Act of 10 June 2016 on anti-terrorist activities (Journal of Laws of 2022, item 3632).

					69  Act of 26 April 2007 on crisis management (Journal of Laws of 2023, item 122).

					70  Act of 16 July 2004 – Telecommunications Law (Journal of Laws of 2022, item 1648, as amended).

					71  Act of 29 August 1997 – Banking Law (Journal of Laws of 2022, item 2324, as amended).

					72  (Journal of Laws of 2022, item 3632).

					73  (Journal of Laws of 2023, item 171, as amended).
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				crime in cyberspace. Certain elements of a non-sanctioning nature regu-lating ICT security requirements relating to the sphere of critical infra-structure have been included in Annex No. 1 to the National Programme for Critical Infrastructure Protection (Pol. Narodowy Program Ochrony infrastruktury Krytycznej – NPOIK), adopted on the basis of the Act of 26 April 2007 on crisis management.74 The Government Centre for Security verifies the plans of critical infrastructure operators, among other things, in terms of risk assessment, security measures applied and principles of ICT protection adopted in the facilities. The issue of national critical in-frastructure protection is an exclusive competence of the Member States, closely linked to the sphere of national security, not covered by the EU treaties. Certain requirements in the area of cybersecurity, the responsi-bility of both entrepreneurs and units of the public finance sector can be found in the Act of 6 June 1997 – Penal Code, Act of 27 August 2009 on public finance,75 Act of 29 September 1994 on accounting,76 Act of 6 Sep-tember 2001 on access to public information,77 Act of 15 April 2011 on the educational information system,78 Act of 28 April 2011 on the infor-mation system in healthcare,79 Act of 14 July 1983 on the national archival resource and archives,80 Act of 29 August 1997 – Banking Law,81 Act of 5 September 2016 on trust and electronic identification services,82 Act of 18 July 2002 on the provision of electronic services,83 Act of 29 June 1995 on public statistics84 and Act of 16 April 1993 on combating unfair competition.85 These provisions form, to a limited extent, the outline of regulations concerning the issue of cyber liability.

				
					74  (Journal of Laws of 2023, item 122).

					75  (Journal of Laws of 2023, item 1270, as amended).

					76  (Journal of Laws of 2023, item 120).

					77  (Journal of Laws of 2022, item 902).

					78  (Journal of Laws of 2017, items 2159 and 2203).

					79  (Journal of Laws of 2022, item 2597).

					80  (Journal of Laws of 2022, item 1555).

					81  (Journal of Laws of 2020, item 164, as amended).

					82  (Journal of Laws of 2022, item 2324).

					83  (Journal of Laws of 2021, item 1797, as amended).

					84  (Journal of Laws of 2020, item 344).

					85  (Journal of Laws of 2023, item 773).
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				The ways in which incident handling services are provided, the prin-ciples of cooperation between entities providing such services and the ways in which computer incident response teams behave when handling an incident are set out in the Act on the national system. This Act intro-duces rules for risk management, the application of safeguards, report-ing and handling of incidents, and a continuous system of monitoring the services provided. This is the first document that comprehensively defines the rules of operation of the national cyber security system in the response, or organisational, aspect.

				3. Cyber security in strategies 

				International regulations concerning the protection and matter of cy-berspace are an increasingly high-profile topic of regulation in the global sphere. One of the main international organizations attempting to regu-late the cyberspace environment is the European Union. This organiza-tion sees the need to regulate behavior, restrictions and opportunities in cyberspace. For years, the EU has observed a trend that many aspects of political life are moving into the virtual world. Recognising this pattern, the European Union has attempted to regulate this matter, as reflected in the “Joint Communication to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions.”86 This strategy introduces a number of regulations and ideas for dealing with cyberspace. The document “Joint Communication to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions: Cybersecurity Strategy for the European Union: an open, safe and secure cyberspace” is a vi-sion with a number of guidelines, proposals, draft solutions or terms of reference for cooperation in the fight against cybercrime. The entire document focuses on activities within the Union as an organisation and its Member States. In creating the document, attention was paid to both the need for regulation and the need to stimulate socio-technical devel-

				
					86  “Joint Communication to the European Parliament, the Council, the Eu-ropean Economic and Social Committee and the Committee of the Regions: Cybersecurity Strategy for the European Union: an open, safe and secure cy-berspace,” European Commission, Brussels, 7 March 2013 (JOIN(2013) 1 Final).
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				opments concerning cyberspace. The document should serve as a kind of compendium for the development of further detailed regulations both at the level of its peer – the European – and at the national level.

				According to the Union, cyberspace should remain free as it makes na-tional borders disappear and thus diminishes social exclusion. The Inter-net is becoming a freely accessible forum for the exchange of information, views and offers, and is a new place for human interaction, but also a new arena for committing crimes.87 The European Union, committed to funda-mental human rights, democratic principles and the rule of law in the real world, transfers the same principles to its regulations on the Internet and wants to ensure that they are protected and respected without hamper-ing the development of cyberspace.88 The strategy highlights that finance, healthcare, the energy sector, transport, the labour market, information trading and many others are those sectors that have gained a new engine for growth thanks to cyberspace. Therefore, in addition to international action, it is important that it is the governments of the Member States that implement regulations for moving in and protecting cyberspace. The EU stresses in the strategy that cyberspace and the information network can also be used for the surveillance of citizens of states by their governments, a process that occurs especially in countries with an autocratic form of government, but the temptation for the state to track a citizen is so strong that even some democratic states engage in these forbidden practices. This is where the European Union can step in, and in line with the strategy it has set out the main principles of cybersecurity.89 Thus, the core values proclaimed by the EU apply in the digital world in the same way as in the physical world. The protection of fundamental rights, freedoms, personal data and privacy is the foundation for establishing further regulations and discussions. The respect for privacy, dignity and inviolability of the hu-man sphere is one of the main guidelines for the Union’s activities itself. This is directly related to the fact that the regulations undertaken by the EU and the Member States with respect to reality should also be reflect-ed and have enforcement force in the virtual world. The EU emphasises 

				
					87  Ibidem, p. 2.

					88  Ibidem, pp. 2–3.

					89  Ibidem, p. 4.
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				the importance of universal and at least technically unrestricted access to the network. It is mainly concerned with preventing digital exclusion, i.e. the lack of or limited access to resources offered by ICT networks. Democratic and effective multilateral management is the most demand-ing principle laid down by the EU. This is because it concerns cooperation in the introduction of regulations in cyberspace between both states and commercial organisations. Building a single coherent system of managing regulations and cyberspace as a whole is currently a challenge not only for the European Union itself and its Member States, but also for all entities that are involved in ICT networks. This rule implies a further principle of joint responsibility for ensuring security; each element of the cyber management system must be consistent with the others and cannot on its own generate problems for other links.

				Apart from the above-mentioned principles of ensuring cyber se-curity, the European Union has also adopted five strategic priorities in the strategy to address the challenges of modern cyberspace.90 Achiev-ing resilience against cyber threats by drastically reducing cybercrime, developing a defence policy and cybersecurity capabilities linked to the Common Security and Defence Policy, developing industrial and techno-logical resources for cyber-security, establishing a coherent international cyberspace policy for the European Union and promoting EU core values. Achieving resilience against cyber threats forces all public authorities as well as the private sector to take action to develop safeguards and coop-eration in the field of cybersecurity. It is important to bear in mind that all actions taken by the EU to this end are cross-border in nature, not only because of the nature of the organization, but also because of the very na-ture of cyberspace, which has no borders and is constantly expanding its influence. The European Union, in its concern to properly ensure immu-nity to cyber threats, has established the European Network Information Security Agency (ENISA).91 The process of achieving resilience to cyber threats is a long-term one and must be kept under constant review and

				
					90  Ibidem, p. 5.

					91  Regulation (EC) No 460/2004 of the European Parliament and of the Council of 10 March 2004 establishing the European Network and Information Security Agency (Official Journal L 77, 13 March 2004, p. 1).

				

			

		

	
		
			
				

			

		

		
			
				I. Cybersecurity and cyberspace – definition issues

			

		

		
			
				should be amenable to possible changes dictated by new challenges posed by a malleable cyberspace. Particular emphasis is placed on the protec-tion of personal data by both state institutions and private entities. The strategy also pays attention to interaction at the international level. Cy-berspace has no borders and no limits, unlike the Member States. The EU area is only seemingly boundary-free. Cyberspace is borderless and there-fore poses risks due to the unlimited possibilities of interaction. Anyone with the right skills can cause a cyber threat. Given this nature of the threats, the strategy provides guidance for future regulation in this area:92 establishing common minimum requirements for network and informa-tion security at national level, establishing coordinated mechanisms for prevention, and detection, mitigation and response to incidents. These mechanisms enable the exchange of information and mutual assistance between national network and information security competent authori-ties and will enhance private sector preparedness and involvement.

				While the above guidelines pertain directly to future and current legal regulations, looking at the nature of cyberspace, much of it involves private sector activities. However, these activities are accompanied by an eternal paradox. On the one hand, regulations introduced by the EU strategy are introduced and enforced by state authorities to ensure security, while on the other hand, a private entity handling user data or other data in cy-berspace claims the right to its inviolability and anonymity. This leads to a gap between the need for state organs to ensure security and the right to privacy and confidentiality of data. It is impossible to ensure resilience to cyber threats without informing the most vulnerable group, the end users. Anyone who has access to the web and uses it as part of their daily life – sending emails, posting on social networks, blogging – must be aware of the risks and responsibilities they face. All the measures taken to achieve cyber resilience have a common goal: to drastically reduce cybercrime. The opportunities offered by modern cyberspace are vast and increasingly cre-atively exploited by cybercriminals. Rigorous and effective legislation is needed to effectively prevent and prosecute cybercriminals. Cybercrime regulations are a very specific group of laws as they must ensure the secu-rity of network use, respect for user privacy and monitoring of user behav-

				
					92  “Joint Communication to the European Parliament...,” op.cit., p. 6.
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				iour.93 Efficient implementation and enforcement can only be achieved by increasing operational capacity to combat cybercrime. Each Member State has a law enforcement apparatus and, in the EU sense, these entities should also have the power to prosecute crimes committed in cyberspace. They should be given a range of appropriate powers, as well as adequate techni-cal means to fight cybercriminals. In addition, the EU is improving coordi-nation at its level, promoting a uniform approach to regulating cybercrime through cooperation and coordinated efforts to combat this phenomenon. Most attention was paid to communication and information systems. All actions taken – enhancing resilience, legal restrictions, cybercrime cooper-ation – must be closely linked to the Common Security and Defence Policy. The EU stresses the need to build on the legacy of previous security regu-lations and focus directly on detection, response and recovery from high-tech cyber threats. In addition, research and development activities should be carried out to respond to current and emerging cyber threats. Another EU priority is to develop industrial and technological resources for cyber security. Firstly, uniform software should be provided for electronic servic-es and network use. There is also a need to unify the market for cybersecu-rity products. This brings a number of advantages, such as the consistency and uniformity of the security system in place or the ease of introducing new safeguards and regulations. In the strategy, the Union has included the need to create a coherent way of working, to which, in addition to the Union itself, the relevant partners, international organizations, the private sector and, of course, the public will be committed. All these issues will be addressed through the EU’s foreign and internal policies and will increase in importance as cyberspace continues to grow and develop. Efficient cyber security, apart from regulating, stimulating research and development, rais-ing public awareness, also requires a division of roles and responsibilities, as cybercrime, like cyberspace itself, does not stop at national borders, it has an international dimension.94 In order for the whole system to oper-ate efficiently, the European Union has distinguished three levels at which 

				
					93  These challenges are partly addressed by the Council of Europe Con-vention on Cybercrime drawn up in Budapest on 23 November 2001 (Official Journal 2015, item 728), also known as the Budapest Convention, which will be referred to later in this study.

					94  “Joint Communication to the European Parliament,” op.cit., p. 20.
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				activities in the area of cyberspace must be coordinated: the national level, the EU level and the international level.95 The national level, in accordance with the principle of subsidiarity applied to the EU’s activities, is to achieve security capabilities by its own means as far as possible. States must create or adapt their legal regulations in line with the guidelines given by the law created through EU action.96 The European Union recognises the need for regulations and creates them and seeks to ensure that they are enforced. It carries out its responsibilities through the organisations it has set up for this purpose, in particular three agencies: ENISA, Europol/EC3 and the EDA.97 These organisations cooperate with each other and have represen-tatives of the Member States in their decision-making bodies. In addition, the Union is aware of the existence of less official channels for the flow of information, which it will endeavour to regulate and turn into more or-derly.98 In its strategy, the Union assumes interaction and response in the event of a major cyber incident or attack. Such cyber incidents or attacks have a huge impact on the credibility of the organisation itself, as well as its Member States. Moreover, a serious cyber-attack targeting personal data, in addition to the damage associated with the loss of data, brings with it a loss of citizen trust in the state and the European Union. When analysing the actions taken by the European Union in the field of cyber security, it is first necessary to point out the dual-track nature of the actions performed. The EU’s work is divided into two areas according to the criterion of focus: combating cyber-attacks and maintaining critical infrastructure protection, network and information security, critical information infrastructure. In line with this division between protection on the one hand and combat-ing cyber-attacks on the other, major EU programmes and strategies are being developed. However, because there is a certain amount of common ground, such as defining basic terms, in many cases there is duplication of work and a lack of uniformity in the EU institutions’ approach to this issue. Virtual cyberspace and the information sphere have now become the arena 

				
					95  Ibidem, pp. 20–21; B. Kuś, [in:] Law on the National Cyber Security Sys-tem. Commentary, K. Chałubińska-Jentkiewicz, M. Karpiuk, J. Kostrubiec (eds.), Warsaw 2022, p. 18.

					96  “Joint Communication to the European Parliament...,” op.cit., p. 21.

					97  Ibidem.

					98  Ibidem, p. 22.
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				of activities with enormous potential, and consequently have turned into a “geographically parameter-free, immeasurable and unlimited” battlefield of hostile forces.99 This is also a challenge for security in Poland’s cyber-space. This security can be defined as: “the process of ensuring the secure functioning in cyberspace of the state as a whole, its structures, natural per-sons and legal entities, including entrepreneurs and other entities without legal personality, as well as the ICT systems and information resources at their disposal in global cyberspace.”100

				Since 2008, comprehensive preparations for the formulation of a strat-egy to counter threats in cyberspace were conducted by the then Minis-ter of the Interior and Administration and the Internal Security Agency (ABW).101 In order to ensure the security of the Republic of Poland in cyberspace, two important documents were created: the Government Cyberspace Protection Programme of the Republic of Poland for 2011––2016102 (hereinafter: the Programme) and the Cyberspace Protection Policy of the Republic of Poland103 (hereinafter: the Policy), which con-stituted the basis for the implementation of the process of protecting the cyberspace of the Republic of Poland and the preparation of legal provi-sions in this area.104

				
					99  Polish Armed Forces’ Vision 2030, Warsaw 2008, pp. 13–14, http://www.znp.wat.edu.pl/images/stories/Wizja_SZRP_2030.pdf (accessed: 24 May 2017).

					100  Cybersecurity Doctrine of the Republic of Poland, Warsaw 2015, https://www.bbn.gov.pl/pl/ prace-biura/publikacje/6818,Doktryna-cyberbezpieczenst-wa-RP.html (accessed: 12 December 2018).

					101  K.J. Jakubski, Analiza Strategii Cyberbezpieczeństwa Rzeczypospolitej Polskiej na lata 2017–2022, https://fundacjapoint.pl/2017/05/analiza-strategii--cyberbezpieczenstwa-rzeczypospolitej-polskiej-na-lata-2017-2022/ (accessed: 28 May 2017).

					102  Government Cyberspace Protection Programme of the Republic of Poland for 2011–2016, http://bip. msw.gov.pl/bip/programy/19057,Rządowy-Program-Ochro-ny-Cyberprzestrzeni-RP-na-lata-2011-2016.html (accessed: 28 May 2017).

					103  Cyberspace Protection Policy of the Republic of Poland, Warsaw 25 June 2013, https://mac.gov.pl/files/polityka_ochrony_cyberprzestrzeni_rp_wersja_pl.pdf (accessed: 24 May 2017).

					104  J. Kowalewski, M. Kowalewski, Cyberterroryzm szczególnym zagrożeniem bezpieczeństwa państwa, “Telekomunikacja i Techniki Informacyjne” 2014, No. 1––2, http:// dlibra.itl.waw.pl/dlibra-webapp/dlibra/docmetadata?id=1672 (acces-sed: 24 April 2017).
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				The programme, introduced in 2010, became the basic document presenting issues related to protecting the Republic of Poland’s cyber-space in a concise manner. The document made it possible to achieve the objectives of the EU’s Digital Agenda for Europe105 and also referred to cooperation with the European Union, in particular with the European Network and Information Security Agency (ENISA), working with the governments of the EU Member States.106

				The Programme included proposals for educational, technical, legal and organisational measures aimed at increasing the capacity to combat and prevent threats from cyberspace. It should be stressed that the stra-tegic goal of the Programme was to guarantee permanent security of the State’s cyberspace, and beyond that: to build an organisational and legal framework and to configure effective cooperation in the exchange of in-formation between public administration and other entities and users of the Polish cyberspace, including entrepreneurs.

				The programme had the following specific objectives:

				to formulate the powers of those responsible for the protection of cyberspace;

				to develop and implement a coherent cyberspace security manage-ment system for all entities of public administration and to estab-lish guidelines for non-public entities in this respect; 

				to minimise the consequences of interference with cyberspace se-curity;

				to establish a stable system of interaction and information exchange between entities responsible for cyberspace security and operators of critical ICT infrastructure and entrepreneurs providing services in cyberspace;

				
					105  In March 2009, the Government Cybersecurity Protection Programme of the Republic of Poland for the years 2009–2011 – assumptions, being a draft programme for 2011–2016, was adopted, Warsaw 2009; B. Pacek, Cyber Security Directed Activities, “Internal Security,” Jul–Dec 2012, p. 121.

					106  Government Cybersecurity Protection Programme of the Republic of Poland for the years 2009–2011, Assumptions, Warszawa, March 2009, https://www.enisa.europa.eu/topics/national-cyber-security-strategies/ncss-map/Po-land_Cyber_Security_Strategy.pdf (accessed: 24 May 2017).
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				to improve the quality of security of ICT infrastructure, including ICT critical infrastructure of the state;

				to enhance the awareness of users in the area of security methods and measures in cyberspace.107

				The objectives of the Programme were to be achieved by:

				mass activation of mechanisms among public administration units, as well as non-public entities, aimed at the early detection and pre-vention of threats to cybersecurity and proper handling of con-firmed incidents;

				mass public education and specialized education in the sphere of protecting the cyberspace of the Republic of Poland;

				organizing a system for coordinating response and counteraction to attacks and threats in cyberspace, including attacks of a cyber-terrorist nature.108

				The Programme was addressed to all users of cyberspace within the country and in locations outside its territory where institutions of the Republic of Poland operate (military contingents, diplomatic mis-sions).

				The responsibility for supervising the implementation of the Pro-gramme rested with the Council of Ministers. The Minister of Interior and Administration, on behalf of the Council of Ministers, was the entity responsible for the Programme implementation. The Minister of the In-terior and Administration, through his/her Office of the Minister, was to manage the established Inter-Regional Team for the Co-ordination of the Protection of the Cyberspace of the Republic of Poland.109

				The programme presented measures necessary for the introduction of an organisational and legal order enabling the implementation of mecha-nisms for the protection of the Republic of Poland’s cyberspace, and it was for these measures that the given timeframe was envisaged. Mean-while, the very process of protecting ICT resources was approached as 

				
					107  Government Cyberspace Protection Programme of the Republic of Po-land for 2011–2016, http://bip. msw.gov.pl/bip/programy/19057,Rządowy-Pro-gram-Ochrony-Cyberprzestrzeni-RP-na-lata-2011-2016.html (accessed: 28 May 2017).

					108  Ibidem.
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				I. Cybersecurity and cyberspace – definition issues

			

		

		
			
				a continuous and changing element, and at the same time one that was extremely important from the point of view of the functioning of the state – without the time constraints of developing a strategy.

				A similar objective was presented in the Policy.110 It was a document the content of which was identical to that of the indicated government programme and the various variants of strategies related to national se-curity active in the European Union and our country.111

				The government Programme, the result of cooperation between the then Ministry of Administration and Digitisation112 and the Internal Se-curity Agency, was adopted on 25 June 2013. At the time, it was one of the key documents in which the government administration expressed its approach to implementing a coordinated process of network and in-formation security in the country.113

				At the time, the Ministry was responsible for Poland’s ICT policy, the development of the information society, and for public projects in the field of cyberspace protection.

				The document listed areas and solutions to ensure security in cyber-space. They referred to the sphere of government administration. The Programme did not identify the entities responsible for the implementa-tion of the tasks indicated therein.114

				A similar objective was presented in the Policy. It was a document the contents of which were identical to the indicated government programme 

				
					110  Cyberspace Protection Policy of the Republic of Poland, Warsaw 25 June 2013, https://mac.gov.pl/fi-les/polityka_ochrony_cyberprzestrzeni_rp_wers-ja_pl.pdf (accessed: 24 May 2017).

					111  J. Kowalewski, M. Kowalewski, Cyberterroryzm..., op.cit., http://dlibra.itl.waw.pl/dlibra-webapp/dlibra/docmetadata?id=1672 (accessed: 24 April 2017).

					112  At the time, the Ministry was responsible for Poland’s ICT policy, the development of the information society, and for public projects in the field of cyberspace protection.

					113  M. Stempień, Ochrona cyberprzestrzeni Rzeczpospolitej Polskiej a współpra-ca państw członkowskich Unii Europejskiej, http://docplayer.pl/15658274-Ochro-na-cyberprzestrzeni-rzeczpospolitej-polskiej-a-wspolpraca-panstw-czlonkow-skich-unii-europejskiej-marta-stempien-8.html (accessed: 24 May 2017).

					114  Cyberspace Protection Policy of the Republic of Poland, Warsaw 25 June 2013, https://mac.gov.pl/files/polityka_ochrony_cyberprzestrzeni_rp_wersja_pl.pdf (accessed: 24 May 2017).
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				and the various variants of strategies related to national security operat-ing in the European Union and our country.

				As set out in the Policy, the strategic objective was to achieve an ac-ceptable level of security of the State’s cyberspace, while actions taken to achieve the strategic objective were to be the result of risk assessments carried out by authorised entities in relation to threats occurring in cy-berspace. In terms of risk management, the Policy focused on gathering information, with little suggestion as to what actions at the strategic level, particularly those related to the spending of budgetary funds, were to be taken on the basis of a report to be obtained regularly by the Minister in charge of informatization by the end of January of each calendar year. The reports should include general data on the types of threats, risks and weaknesses identified in each of the sectors in which a particular insti-tution operated and for which it was responsible. They should include information on how the risk was handled.115

				Another document that focused relatively extensively on cyber secu-rity was the 2014 National Security Strategy of Poland.116 The document stated that “ensuring the secure functioning of the Republic of Poland in cyberspace” was one of the strategic objectives in the field of security.117 Among the new threats to state security, it lists: “cybercrime, cyberterror-ism, cyber espionage, cyberconflicts involving non-state actors, and cy-berwarfare, understood as a confrontation in cyberspace between states.” The Strategy explained this trend by the growing dependence on ICT.118

				Among the solutions for strengthening defensive and offensive capa-bilities, in the field of cyber security, the Strategy listed:119

				“managing information warfare in cyberspace;

				
					115  Ibidem. 

					116  National Security Strategy of the Republic of Poland, National Seciurity Bureau (Pol. Biuro Bezpieczeństwa Narodowego – BBN) 2014, p. 19, https://www.bbn.gov.pl/ftp/SBN%20RP.pdf (accessed: 22 May 2017).

					117  A. Bógdoł-Brzezińska, M.F. Gawrycki, op.cit., p. 51.

					118  J. Kowalewski, M. Kowalewski, Cyberterroryzm..., op.cit., http://dlibra.itl.waw.pl/dlibra-webapp/dlibra/docmetadata?id=1672 (accessed: 24 April 2017).

					119  M. Stempień, Ochrona..., op.cit., http://docplayer.pl/15658274-Ochro-na-cyber-przestrzeni-rzeczpospolitej-polskiej-a-wspolpraca-panstw-czlonkow-skich-unii-europejskiej-marta-stempien-8.html (accessed: 24 May 2017).
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				developing and using appropriate public communication proce-dures in this area;

				coordination and cooperation on protective measures with private sector entities ( especially the financial, energy, transport, telecom-munications and healthcare sectors);

				identifying and preventing crimes committed in cyberspace and prosecuting their perpetrators; 

				organising preventive and precautionary measures in relation to threats in cyberspace;

				alliance cooperation, including in the field of operational activities to proactively combat cybercrime. Improving the efficiency and ef-fectiveness of national operations through the exchange of experi-ence and good practices.”120

				Another document covering cyberspace with its vision was the Cyber-security Doctrine of the Republic of Poland (hereinafter the Doctrine), which was an implementing document for the Strategy, and was pub-lished on 22 January 2015. 

				According to the document, Poland seeks to make full use of the achievements of the North Atlantic Treaty Organisation and the Euro-pean Union in securing cyberspace. The aim was to create conditions for combining and strategically directing these efforts to build an integrated system of cybersecurity for the Republic of Poland.121

				The strengthening of Poland’s cyber-security stems from the potential offered by its membership in the allied defence and security structures. This potential can be properly exploited not only through involvement in the work of international organisations, including the European Union, and activity on forums dealing with cyber-security, but also through Po-land’s bilateral cooperation with member states the structures of which are more advanced in ensuring the security of cyberspace.122

				
					120  National Security Strategy of the Republic of Poland, National Security Bureau (Pol. Biuro Bezpieczeństwa Narodowego – BBN) 2014, p. 35, https://www.bbn.gov.pl/ftp/SBN%20RP.pdf (accessed: 22 May 2017).

					121  M. Stempień, Ochrona..., op.cit., http://docplayer.pl/15658274-Ochrona--cyber – przestrzeni-rzeczpospolitej-polskiej-a-wspolpraca-panstw-czlonkow-skich-unii-europejskiej-marta-stempien-8.html (accessed: 24 May 2017).

					122  Cybersecurity Doctrine of the Republic of Poland, Warsaw 2015, https://
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				The cybersecurity doctrine indicated strategic directions of activities to ensure the security of the Republic of Poland in cyber space. At the same time, it should be treated as a unified conceptual basis, ensuring a comprehensive and coherent approach to cyber defence and cyber se-curity issues – as a common denominator for activities carried out by the security and public order services, public administration entities, the armed forces, citizens and the private sector. In this way, the cybersecu-rity doctrine could serve as a starting point for further work to strengthen Poland’s security.123

				The document recommended that the state administration should bring all documents of a strategic nature concerning cybersecurity into coherence as soon as possible. The target model would be to develop a single document: the cyberspace protection strategy of the Republic of Poland, which could play a similar role to analogous strategy documents of other countries.124

				The challenges that cyberspace poses, according to the doctrine, stem from two main sources:125 unregulated or inadequately regulated rela-tionships between the various actors in the ICT system (the cause can be poor communication, lack of information sharing, and imprecision in defining responsibilities when it comes to countering cyber threats) and legal gaps.

				According to the doctrine, legal regulations are created too slowly, are not consistent with each other and are often not properly enforced. All these factors give rise to specific risks identified in the “Doctrine of the Security of the Republic of Poland,” which include:126 the rapid develop-ment of the use of advanced IT systems by public institutions to perform tasks of critical importance for the functioning of the state, the use, for the needs of national security (military, non-military, external and inter-nal), of highly computerised technical systems of foreign production, in particular combat and support systems (including automated command 

				
					www.bbn.gov.pl/pl/prace-biura/publikacje/6818,Doktryna-cyberbezpieczenst-wa-RP.html (accessed: 27 January 2017).
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				and control systems), without gaining access to the source codes of their software, guaranteeing IT control over them, the vulnerability of public administration systems to possible actions limiting the availability and integrity and breaching the confidentiality of the processed data, inad-equate funding for teams established to coordinate responses to com-puter incidents at the national level, as well as insufficient funding for the implementation of safeguards for IT systems in operation, the ownership structure of private IT operators and service providers limiting the state’s influence on their operation, the introduction of changes without proper public consultations as part of regulations introduced in cyberspace, lack of understanding of the regulations introduced and equating them with interference in the sphere of privacy and personal freedoms.

				The current vision for building security in cyberspace is provided by the aforementioned Cyber Security Strategy of the Republic of Poland for 2017–2022,127 which is a continuation of undertakings undertaken by the government administration in the past. It is also a conceptual and executive document in relation to the Strategy. It was prepared by an inter-ministerial group comprising representatives of the Ministries of Digital Affairs, Interior and Administration, National Defence and the Government Security Centre, the Internal Security Agency, the Re-search and Academic Computer Network (Pol. Naukowa i Akademicka Sieć Komputerowa) NASK and the National Security Bureau. It received a positive opinion from the Committee of the Council of Ministers for Digitalisation, and was then submitted to the Government, where it was adopted by way of a resolution.128

				The fundamental aim of this document is to guarantee a high level of security for the public sector, the private sector and citizens in the provision or use of key and digital services. In five years’ time, Poland should be resilient to cyber-attacks with a thriving digital economy. The document also mentions the need to discuss offensive capabilities in cy-berspace.

				
					127  https://mc.gov.pl/files/strategia_cyberbezpieczenstwa_rzeczypospoli-tej_polskiej_na_lata_2017_-_2022.pdf (accessed: 14 May 2017).

					128  K.J. Jakubski, Analiza..., op.cit., https://fundacjapoint.pl/2017/05/anali-za-strategii-cyberbezpieczenstwa-rzeczypospolitej-polskiej-na-lata-2017-2022/ (accessed: 28 May 2017).
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				The intention of the new strategy is to define a sphere of action aimed at achieving a high level of resilience for ICT systems, critical infrastruc-ture operators, digital service providers, key service operators and public administration.129 Such a course of action will enable Poland to become a country immune to threats and attacks resulting from the use of cy-berspace in 2022. The cyberspace of the Republic of Poland, thanks to the synergy of internal and international activities, will constitute a calm environment enabling the performance of all tasks and functions of the state. This will enable the full use of the potential of the digital economy, while respecting the rights and freedoms of citizens.130 The provisions of the new strategy indicate a broad area of protection. The Polish govern-ment also intends to ensure the security of segments that are in private hands. The strategy also aims to increase the effectiveness of law enforce-ment and the judiciary in detecting and combating crime and espionage and terrorist activities in cyberspace. The main goal will be implemented through four specific objectives.

				The first specific objective – to achieve efficiency in harmonised na-tionwide measures for preventing, detecting, combating and minimising the effects of incidents that compromise the security of information and communication systems important for the functioning of the state – is to be accomplished through:

				“extending the ICT security of digital and critical services and in-frastructure – a concept for building security clusters;

				the adaptation of the legal environment to the challenges and needs of cyber security – the implementation of the NIS Directive for the Polish legislative order;

				increasing the effectiveness of cooperation between entities dealing with the security of the Republic of Poland’s cyberspace – consoli-dating and harmonising the activities of all entities; 

				ensuring a secure supply chain, including: storage, transport, distri-

				
					129  A. Kozłowski, Bezpieczna Polska w cyfrowej erze, http://www.cyberdefen-ce24.pl/ 555852,bezpieczna-polska-w-cyfrowej-erze-strategia-cyberbezpieczen-stwa-na-lata-2017–2022-analiza (accessed: 22 May 2017).

					130  K.J. Jakubski, Analiza..., op.cit., https://fundacjapoint.pl/2017/05/anali-za-strategii-cyberbezpieczenstwa-rzeczypospolitej-polskiej-na-lata-2017-2022/ (accessed: 28 May 2017).
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				bution, production and recycling subsystems of ICT system com-ponents;

				improving the design of the national cyber security system;

				preparing and introducing a risk management system at national level – drawing up a concise risk assessment methodology, which incorporates the specific characteristics of individual sectors, as well as key services, service providers and digital critical infrastruc-ture operators; 

				establishing procedures for alerting users of cyberspace to risks arising from cyber threats.”131

				The second specific objective – to support the capability to act pre-ventively against cyber threats – is to be carried out by:

				“achieving capability for controlling the full spectrum of military activities in cyberspace, including combating sources of threats;

				enhancing the ability to eliminate cybercrime, including terrorist incidents and cyber espionage, occurring in cyberspace – infor-mation sharing, international cooperation and better coordination between different institutions;

				establishing a secure communication system for national security purposes; 

				creating skills in the sphere of risk analysis at the national level – opening an analytical centre, the mission of which is to be fulfilled by the National Cyber Security Centre.”132

				The third specific objective – enhancing the nation’s competence and potential in the sphere of cybersecurity – is to be achieved through:

				“increasing technological and industrial resources to meet the requirements of cyber security – developing national potential through development and research in the area of ICT security within the scope of the National Centre for Research and Develop-ment;

				creating systems of interaction between the public and private sec-tors;

				
					131  Ibidem.

					132  Ibidem.
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				expanding the expertise of the cadre of key actors for the smooth operation of cybersecurity – education at expert level and state administration;

				creating conditions for the safe use of cyberspace by citizens – education and developing awareness of the dangers of the virtual world.”133

				The fourth specific objective – strengthening the international posi-tion of the Republic of Poland in the area of cyber security is to be imple-mented through:

				“intensive international interaction at the technical and operational level – developing common procedures for action within the EU and NATO and the V4 Group, joining various international CSIRT networks;

				active international cooperation at the strategic-policy level – within NATO, the UN and the EU, the Visegrad Group or with the states of the Baltic Sea region.”134

				The Cyber Security Strategy was enacted for a period of five years. The document identifies the Ministry of Digital Affairs as the body that synchronizes the institutions’ activities at the strategic level. At the opera-tional level, the importance of the NC Cyber and the National CSIRT and the need to develop them were emphasized. The new document is in line with the European Union’s NIS Directive.135 What is also an important provision of the Strategy is the obligation to subject it, two years after its adoption and in the fourth year of its validity, to verification and assess-ment of its impact, the results of which will be presented to the Council of Ministers.136 Each year the Minister of Digital Affairs will prepare a re-port on the progress of implementation of the document.137

				
					133  Ibidem.

					134  Ibidem.

					135  A. Kozłowski, Bezpieczna..., op.cit., http://www.cyberdefence24.pl/555852,bezpieczna-polska-w-cyfrowej-erze-strategia-cyberbezpieczenstwa-na-lata-2017-2022-analiza (accessed: 22 May 2017).

					136  K.J. Jakubski, Analiza..., op.cit., https://fundacjapoint.pl/2017/05/anali-za-strategii-cyberbezpieczenstwa-rzeczypospolitej-polskiej-na-lata-2017-2022/ (accessed: 28 May 2018).

					137  A. Kozłowski, Bezpieczna..., op.cit., http://www.cyberdefence24.pl/555
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				In conclusion, it should be clearly noted that the Cybersecurity Strat-egy of the Republic of Poland addresses the most important issues that have already been raised in similar documents of other countries and creates a basis for further action. One way of doing this is to develop the specific objectives in the “Action Plan for the Implementation of the Cy-bersecurity Strategy.” The introduction of the document has initiated the synchronisation of work on the individual specific areas.

				In response to the needs identified above, especially in the organiza-tional and administrative sphere, a strategic document on cybersecurity in the form of the National Cyber Security Policy Framework of the Re-public of Poland for 2017–2022 (hereinafter the National Framework) was adopted in April 2017 by Resolution No. 52/2017 of the Council of Ministers. It was drafted as a result of the work of an inter-ministerial team led by the Ministry of Digital Affairs. One of the main tasks identi-fied in the National Framework is to achieve a high level of resilience of national ICT systems for the provision of key services, digital services and public administration services. To this end, the extension of the national cybersecurity system was planned to build capacity for ongoing threat monitoring and integrated cybersecurity management on a national scale. In Poland, there are no statutory provisions specifying the detailed scope of authorities’ competences in the area of cybersecurity with regard to the sectors indicated in the Directive. The aforementioned document of a strategic nature – the National Cyber Security Policy Framework – provides for the definition of the responsibilities, duties and powers of the participants in the system and the ways in which they interact with other participants in the system. In particular, the National Framework defines the competences of competent authorities responsible for the supervision of information systems in sectors where key services and digital services are provided. Being an annex to the National Framework, the Action Plan contains a list of specific projects implemented by individual min-istries/entities. Thus, the Action Plan includes activities of a legislative nature, projects related to the development of information systems for day-to-day management of cyber security, projects of an organizational 
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				nature, such as drills, training and tests, or continuous activities related, for example, to the development of Poland’s technological potential and Poland’s participation in international cooperation in the field of cyber security. As part of the implementation of the National Framework, the Act on the national cyber security system was passed.

				4. Cyberspace – legal definition

				In Poland, as a progressive trend in recent years, borrowing words from the English language has become popular. This is also the case with cy-berspace, cybersecurity and other terms starting with the “cyber” part, including cyber liability. These words are becoming increasingly wide-spread due to their media appeal and are being used more and more often by journalists and even experts.138 However, the biggest credit for their dissemination goes to public administration documents of strategic im-portance, most notably the “Cyberspace Protection Policy of the Repub-lic of Poland,”139 which drew on English-language translations contained in US administration documents.140 Cyberspace-related phenomena are relatively new, and for this reason there are some problems in defining them unambiguously, which leads to numerous misunderstandings and terminological confusion. It is important to work out firm definitions, not only because of research problems, but above all because of legisla-tive and criminological problems.141 The phrase “cyber” does not exist as a separate word in the Polish language. It forms the basis, to which, if we add nouns or adjectives, we get terms related to communication, ICT systems or virtual space.142 The term “cyber” itself comes from the 

				
					138  A. Podraza, op.cit., p. 28.

					139  Ministry of Administration and Digitisation, Internal Security Agency, Cyberspace Protection Policy of the Republic of Poland, Warszawa 2013, http://www.cert.gov.pl/download/3/161/PolitykaOchronyCyberprzestrzeniRP148x 210wersjapl.pdf (accessed: 1 May 2018).

					140  For example, from the document Cyberspace Policy Review. Assuring a Trusted and Resilient Information and Communications Infrastructure; for more details see: K. Liderman, Information Security..., p. 60.

					141  M. Siwicki, Cyberprzestępczość..., op.cit., p. 15.

					142  Ibidem, p. 29.
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				word cybernetics, i.e. the science of structure, command, control and communication systems. However, the modern meaning is a long way from cybernetics itself. Today, there are many definitions of cyberspace. The European Commission and the US Department of Defence propose a definition stating that cyberspace is a global sphere of information exchange,143 while NATO describes it as “a time-dependent set of inter-connected information systems and the human users that interact with these systems.”144 M. Siwicki, in turn, combines both definitions, stating that cyberspace should be understood as “the digital space of processing and exchange of information processed by information and communica-tion systems and networks, together with the links between them and the relations with users.”145 The previously mentioned legal definition of “cy-berspace” in Polish law combines the above two definitions. Introduced by the amendment to the package of laws on states of emergency,146 it defines cyberspace, after referring to other legal definitions, as the space for processing and exchanging information, created by information and communication systems (i.e. a set of cooperating IT devices and software for processing, storing, as well as sending and receiving data via telecom-munication networks), together with links between them and relations with users.147 The introduction of this definition is considered to mark the beginning of legislative activities aimed at improving the security of cy-berspace. However, its main drawback is the wide scope it covers, which 

				
					143  US Department of Defence, Strategy for Operating in Cyberspace, Wash-ington, 2011, http://www.defense.gov/news/d20110714cyber.pdf (accessed: 1 May 2018).

					144  M. Grzelak, K. Lidel, Bezpieczeństwo w cyberprzestrzeni. Zagrożenia i wy-zwania dla Polski – zarys problemu, “Bezpieczeństwo Narodowe” 2012, No. 22, p. 129.

					145  M. Siwicki, Cyberprzestępczość..., op.cit., p. 16.

					146  Art. 1 par. 2 of the Act of 30 August 2011 amending the Act on martial law and the competences of the Commander-in-Chief of the Armed Forces and the principles of his subordination to the constitutional authorities of the Repub-lic of Poland and some other acts (Journal of Laws, No. 222, item 1323). This Act also amended the Act of 21 June 2002 on the state of emergency (Journal of Laws of 2017, item 1928) and the Act of 18 April 2002 on the state of natural disaster (Journal of Laws of 2017, item 1897).

					147  Ibidem.
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				means that new definitions continue to emerge. However, this does not change its nature, and the main assumptions remain the same: cyber-space is considered to be a virtual reflection of physical reality; the fifth space after land, sea, air and outer space.148 In 2013, at least 2.3 billion people – equivalent to more than a third of the world’s total population – had access to the Internet and networked devices, and what experts al-ready refer to as the “Internet of Things” (IoT) is estimated to surpass this number, changing the current concepts of the Internet.149 In cyberspace, neither time nor place plays a role. Cyberspace is extremely important for every country. This relationship is described in an extremely vivid manner in one of the US cybersecurity strategies,150 which compares it to a “human nervous system,” made up of hundreds of thousands of serv-ers, routers or switches, controlling the functioning of an entire state. Therefore, the “healthy” operation of cyberspace is fundamental to the proper functioning of critical infrastructure and, more broadly, national security.151

				The need to ensure security and public order in the virtual world has led to the emergence of new concepts in the legal field. These include ICT network and cyberspace. An ICT network may be defined by syn-thesising two legal concepts contained in Polish legislation, namely: an ICT system and a telecommunications network. The definition of an ICT system is specified in the Act of 18 July 2002 on the provision of services by electronic means.152 According to this definition, an ICT system is “set 

				
					148  See: J. Martín Ramírez, L.A. García-Segura (eds.), Cyberspace Risks and Benefits for Society, Security and Development, Springer International Publishing AG, 2017.

					149  J.M. Ramírez, Some Criminal Aspects of Cybersecurity, [in:] Cyberspace Risks and Benefits for Society, J.M. Ramírez, L.A. García-Segura (eds.), Springer International Publishing AG, 2017, p. 142.

					150  National Strategy to Secure Cyberspace, Washington 2003, p. vii, https://www.us-cert.gov/sites/default/files/publications/cyberspace_strategy.pdf (ac-cessed: 12 December 2018).

					151  Ł. Czebotar, Strategia Stanów Zjednoczonych wobec problemu bezpieczeń-stwa cyberprzestrzeni, [in:] Cyberterroryzm zagrożeniem XXI wieku, A. Podraza, P. Potakowski, K. Wiak (eds.), Warsaw 2013, p. 70.

					152  Act of 18 July 2002 on the provision of services by electronic means (Journal of Laws of 2020, item 344).
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				of cooperating information devices and software that ensures processing and storing as well as sending and receiving data via telecommunication networks with the use of a telecommunication end device appropriate for a given type of network,”153 while the notion of a telecommunications network is defined in the Act of 16 July 2004, Telecommunications Law.154 Pursuant to this Act, a telecommunication network is understood as “transmission systems and switching or routing devices, as well as other resources which enable the sending, receiving or transmission of signals by means of wires, radio waves, optical waves or other means using elec-tromagnetic energy, regardless of their type.”155 Therefore, it can be said that an ICT network is any type of software operated by devices with access to it, which make it possible to create and exchange data and in-formation.

				In general terms, cyberspace is “the world of information created by the Internet,” or “the communication space created by the system of In-ternet connections,” or “the electronic medium of computer networks with communication in on-line mode.”156 Indeed, the concept of cyber-space can be formulated as a synthesis of all physical and technical means enabling the exchange of information and services electronically, as well as the relations of users with access to its resources.

				In turn, the American directives – National Security Presidential Di-rective 54 and Homeland Security Presidential Directive 23 (NSPD-54/HSPD23) recognise cyberspace as a broadly defined information tech-nology network infrastructure, which, in addition to the Internet, also includes telecommunications networks, computer systems and, in ad-dition, various processors and controllers, closely linked to the critical infrastructure of the state. These systems are referred to in Anglo-Saxon nomenclature as SCADA – Supervisory Control And Data Acquisition. 

				
					153  Art. 2 p. 3 a.p.s.e.m.

					154  Act of 16 July 2004 Telecommunications Law (Journal of Laws of 2022, item 1648, as amended).

					155  Art. 2 t.l.

					156  R. Białoskórski, Cyberzagrożenia w środowisku bezpieczeństwa XXI wie-ku. Zarys problematyki, Warsaw 2011, p. 14, as cited by: J. Kisielnicki, Cyberter-roryzm jako element zagrożenia współczesnej cywilizacji, http://www.dobrauczel-nia.pl/279 (accessed: 2 February 2018).
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				Systems that belong to SCADA are excellent targets for cyber-terrorist attacks, particularly due to their role. These systems are an offshoot of automated control systems for industrial facilities. These former systems operated in a completely autonomous manner. Physical access to them was difficult. Their developers were primarily concerned with the reliabil-ity of their operation. The use of computers and telecommunications has meant that control functions can be carried out remotely using publicly available links and computers. A fundamental disadvantage of SCADA systems is that no proper security has been developed to date157 (SCADA industrial automation systems), including industrial automation in criti-cal infrastructure facilities. Attacks in this sector can lead to physical damage to facilities of vital importance to the economy, the environment and citizens.158

				The Government Cyberspace Protection Programme of the Repub-lic of Poland for 2011–2016 defines cyberspace as “the digital space for processing and exchanging information created by ICT systems and networks, together with the links between them and the relations with users.”159 In turn, the indicated document defines the cyber space of the Republic of Poland as “the cyber space within the territory of the Polish state and in locations outside the territory where representatives of the Republic of Poland operate (diplomatic missions, military contingents).”160 Cyber space was recognised by NATO as another domain of operational activities at the NATO Summit in Warsaw in 2016. According to the Cy-ber Security Strategy of the Republic of Poland, “cyberspace” means the space for processing and exchanging information created by ICT systems together with the links between them and the relations with users (Cyber Security Strategy of the Republic of Poland for 2017–2022).161

				
					157  R. Białoskórski, Cyberzagrożenia w środowisku..., op.cit., p. 14.

					158  Assumptions of the Cyber Security Strategy for the Republic of Poland, Task Force of the Ministry of Digitisation, February 2016.

					159  Government Cyberspace Protection Programme of the Republic of Po-land for 2011–2016, Warsaw 2010, p. 6.

					160  Ibidem, p. 6.

					161  https://www.gov.pl/documents/31305/0/strategia_cyberbezpieczenstwa_ rzeczypospolitej_polskiej_na_lata_2017_-_2022.pdf/f249b627-4050-a6f4-5cd-3-351aa025be09 (accessed: 12 December 2018).
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				The abovementioned understanding of cyberspace entered the legal language with the Act of 30 August 2011 amending the Act on martial law and the competences of the Commander-in-Chief of the Armed Forc-es and the principles of his subordination to the constitutional authorities of the Republic of Poland and some other acts.162 The Polish definition of the notion of cyberspace can be found in the Act of 29 August 2002 on martial law and the competences of the Commander-in-Chief of the Armed Forces and the principles of his subordination to the constitu-tional authorities of the Republic of Poland.163 Another legal definition of the concept of cyberspace is contained in the Act of 21 June 2002 on the state of emergency.164 According to the above-mentioned Act, cyberspace is defined as the space for processing and exchanging information cre-ated by ICT systems, as defined in Article 3(3) of the Act of 17 February 2005 on the informatisation of the activity of entities performing public tasks,165 together with links between them, and relations with users.166 The same legal definition is contained in the Act of 18 April 2002 on the state of natural disasters.167 These Acts refer to behavior in the virtual sphere in which legal entities move when one of the three states of emer-gency occurs. The concept of the national cyber security system adopted in the Assumptions of the Cyber Security Strategy of the Republic of Poland includes, among other things, a redefinition of cyberspace and its extension to the realm of key operators functioning in the economic sphere.

				Cyberspace is the whole of connections in the human activity sector involving information and communication technologies. The statutory 

				
					162  (Journal of Laws No. 222, item 1323).

					163  Act of 29 August 2002 on martial law and the competences of the Com-mander-in-Chief of the Armed Forces and the principles of his subordination to the constitutional authorities of the Republic of Poland (Journal of Laws of 2022, item 2091).

					164  Act of 21 June 2002 on the state of emergency (Journal of Laws of 2017, item 1928) – hereinafter a.s.e.

					165  Act of 17 February 2005 on the informatisation of the activity of entities performing public tasks (Journal of Laws of 2023, item 57).

					166  Art. 2 par. 1a, a.s.e.

					167  Act of 18 April 2002 on the state of natural disaster (Journal of Laws of 2017, item 1897).
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				definition states that it is the space for processing and exchanging in-formation created by ICT systems, within the meaning of Article 3(3) of the Act of 17 February 2005 on the informatisation of the activity of entities performing public tasks,168 together with links between them and relations with users. Pursuant to the aforementioned Act, information and communication systems are “a set of cooperating information de-vices and software that ensures processing and storing as well as send-ing and receiving data via telecommunication networks with the use of a telecommunication end device appropriate for a given type of network, within the meaning of the Telecommunications Act.”169 End devices refer to telecommunications equipment intended to be connected directly or indirectly to network terminations. Such a definition of cyberspace was also used in the Cyberspace Protection Policy of the Republic of Poland 2013 adopted by the Council of Ministers on 25 June 2013. On a technical level, the adopted definition is not very precise. It mixes the terms “in-formation” and “data,” uses terms the dictionary meaning of which is dif-ficult to interpret in the context of the concept, e.g. space, relations, links, does not establish a definition of the term “IT devices,” nor does it refer to the information resources of cyberspace. The Policy also defines the cyberspace of the Republic of Poland by distinguishing the space of in-formation processing in IT systems within the territory of the Polish state and outside its territory in places where representatives of the Republic of Poland – posts, diplomatic military contingents – operate, ignoring that one of the essential features of the protocols used by ICT systems, in particular in the Internet, is detachment from the physical location.170

				The analysis of the concept of cyberspace in the context of cyber li-ability also requires defining the concept of cloud computing. The term cloud first appeared in a Compaq internal document in 1996.171 How-ever, it did not become firmly established in the public consciousness until after 2006, when Amazon.com launched its Elastic Compute Cloud 

				
					168  R. Białoskórski, Cyberzagrożenia w środowisku..., op.cit., p. 16.

					169  (Journal of Laws of 2023, item 57, as amended).

					170  J. Kosiński, Paradygmaty cyberprzestępczości, Warsaw 2011, p. 34.

					171  Based on: http://www.tabletowo.pl/2014/08/27/czym-jest-chmura-obliczeniowa-i-cloud-computing/ (accessed: 3 March 2018).
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				(EC2) service, a web service providing computing power in the cloud.172 The emergence of cloud computing was linked to the transformation of the service delivery model from the traditional model to one based on the principles of outsourcing.173 Up to that point, the main focus of IT entrepreneurs had been on taking care of companies’ internal resources. However, the new order was to be based on the transfer of infrastructure to external services. The first to present a thesis for a new approach to IT services was the American writer N. Carr in 2003 with the statement “IT Doesn’t Matter,” meaning that network access should be provided on the same basis as electricity or water.174 At the time of the publication of his next book, The Big Switch, in 2008, the IT industry was already entering a new era – Cloud Computing, i.e. the provision of services that did not require customers to invest in hardware, but only to connect to multi-us-er, virtual resources hosted on external servers.175 This was made possible owing to new services from Google or Salesforce, among others. In this area, we encounter the first legal problems, which are related, inter alia, to the legal liability of the entities involved in the internal transfer, including the identification of the location of data storage, the establishment of the service provider and the eternal problem of liability – jurisdiction.

				5. Jurisdiction as an element of cyber liability

				Another factor that makes it difficult to create a specific definition of cy-berspace and related cybercrime is jurisdiction. Terms are sometimes de-fined differently in different codes and laws, which is important for the ju-diciary and for network administrators who participate in the preparation of cybercrime indictments. Determining the legal order applicable to the consideration of disputes concerning the conclusion of contracts and also non-contractual obligations involves largely the same problems as iden-tifying the competent court. What remains the main issue of dispute are, 

				
					172  Based on: https://aws.amazon.com/ec2/ (accessed: 3 March 2018).

					173  T. Sullivan, N. Carr, Jak Cloud Computing zdefiniuje IT, http://www.com-puter-world.pl/artykuly/343055/Nick.Carr.Jak.cloud.computing.zredefiniuje.IT.html (accessed: 3 March 2018).

					174  Ibidem.

					175  Based on: N. Carr, The Big Switch, New York–London 2008.
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				first and foremost, territorial questions, which are sometimes decisive in resolving cases. When it comes to adjudicating contracts concluded in the online space, the doctrine of the law of the “closest contract” is often applied. This doctrine prescribes the application of the legal system of the state with which the contract has a close, natural connection.176 Similarly to what happens when determining the competent court, the parties have the opportunity to choose which law they will use when determining the law. Problems related to determining the applicable law, also in relation to cloud computing, were addressed by the European Commission in 2012. In a communication it issued, it addressed, among other things, what it considered to be the most problematic issues in the areas of legal regu-lation. According to the authors of the Communication, this is mainly due to significantly different legal frameworks of the Member States and the multitude of standards, which create confusion. On the one hand, standards are created to facilitate functioning in the cloud computing environment, while on the other hand, they often contradict the exist-ing standards or are so different that it causes problems in determining which standards should be followed.177 The choice of applicable law and jurisdiction is regulated by several legislative acts. The most important of these are: on jurisdiction, the EU Regulation – No. 44/2001 (Brussels I),178 on the choice of applicable law, EU Regulation No. 593/2008 (Rome I).179

				With regard to the choice of the law applicable to contractual obli-gations, the most important document within the European Union is Rome I, i.e. Regulation (EC) No 593/2008 of the European Parliament and of the Council of 17 June 2008 on the law applicable to contrac-

				
					176  See: P. Podrecki (ed.), Prawo Internetu, Warsaw 2007.

					177  Based on the Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions. Unleashing the potential of cloud computing in Europe, 27 September 2012. Based on: https://mac.gov.pl/files/wp-content/up-loads/2012/10/Komunikat-Komisji-wersja-pol-ska.pdf (accessed: 31 April 2015).

					178  Council Regulation (EC) No. 44/2001 of 22 December 2000 on jurisdic-tion and the recognition and enforcement of judgments in civil and commercial matters (Official Journal of European Communities L 12/1 of 16 January 2001).

					179  Regulation (EC) No. 593/2008 of the European Parliament and of the Council of 17 June 2008 on the law applicable to contractual obligations (Rome I)(Official Journal of the European Union L 177/6 of 4 July 2008).
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				tual obligations. This document replaced the Rome Convention of 1980, which had been in force until then. The first important provision of the Rome I Regulation in respect of the issues under consideration is Article 2, which states that: “any law specified by this Regulation shall be applied whether or not it is the law of a Member State.” The principle of universal application contained in this article allows the parties to choose the ap-plicable law of a third country.180 This is followed by Article 3, relating to the freedom of choice of law. According to this Article, the parties have the possibility to choose the applicable law for the whole or only part of the agreement (paragraph 1). It is important that the choice of law is unambiguous and not open to doubt. If, however, the parties fail to make a choice of applicable law, the provisions of Article 4 of Rome I will be relevant.

				For the discussion regarding information and communication net-work services, including the Computing Cloud, this article is of utmost importance. Paragraphs 1 a and b clearly specify the choice of applicable law. For contracts relating to the sale of goods and those relating to the provision of online services, the applicable law shall be the law of the country in which the seller/service provider has his/her habitual resi-dence (registered seat). Article 6, on the other hand, is relevant from the point of view of the consumer who is a party to the contract. In this case, the applicable law will be the law of the consumer’s habitual residence.181 However, this is subject to the proviso that the entrepreneur who is party to the contract conducts his or her business there. For post-contractual obligations, a separate document has been created – Regulation (EC) No 864/2007 of the European Parliament and of the Council of 11 July 2007 on the law applicable to non-contractual obligations (Rome II). This document addresses similar issues to Rome I. Like the previous docu-ment, it also contains the principle of universality (Article 3). With regard to the choice of applicable law, Article 4 of the Regulation specifies that 

				
					180  Ibidem, p. 153.

					181  Article 19 par. 1 of the Rome I Regulation “For the purposes of this Regu-lation, the habitual residence of companies and other bodies, corporate or unin-corporated, shall be the place of central administration. The habitual residence of a natural person acting in the course of his business activity shall be his principal place of business.”

				

			

		

	
		
			
				

			

		

		
			
				I. Cybersecurity and cyberspace – definition issues

			

		

		
			
				it shall be the law of the country “in which the damage occurs irrespec-tive of the country in which the event giving rise to the damage occurred and irrespective of the country or countries in which the indirect conse-quences of that event occur.”182 Regulation (EC) 864/2007 also includes important specific provisions. These concern, among other things, the violation of intellectual property rights in non-contractual obligations. This is referred to in Article 8 of the document, which indicates that the applicable law in the case of infringement of intellectual property “shall be the law of the country for which protection is claimed.”183

				It is of the utmost importance to determine which court has juris-diction to rule on a particular case in order to reach a correct decision. We also often come across the term jurisdiction (from Latin iurisdictio), which literally means “the administration of justice.” In law, it denotes the competence, the jurisdiction, the authority of a court to rule on a case. In order for a court to rule on a case, certain conditions must be met, which are considered on a case-by-case basis. They are precisely defined in the relevant normative acts, primarily in procedural regulations. There are several types of jurisdiction to be found in the doctrine. The term “national jurisdiction,” referring to a specific country, is also often used where civil law disputes are adjudicated.184 When national jurisdiction is referred to, the so-called connecting factors determine whether a particu-lar case is linked to a particular state. In the Polish Code of Civil Proce-dure185 in Article 1103 we find information that such a connecting factor is the domicile, habitual residence or seat of the defendant in the Republic of Poland. However, the further part indicates that there are exceptions to this provision, for example, the place of performance of the obligation (Section VI of the Code of Civil Procedure).

				When adjudicating a case, the choice of the competent court is ex-tremely important. The Code of Civil Procedure states that “if a court fi-nally determines that a judgment of a court or other authority of a foreign 

				
					182  Article 4 par. 1 of the Rome II Regulation.

					183  Article 8 par. 1 of the Rome II Regulation.

					184  Based on: http://www.gazetaprawna.pl/encyklopedia/prawo/hasla/335770, jurisdiction.html (accessed: 20 May 2015).

					185  Act of 17 November 1964 Code of Civil Procedure (Journal of Laws of 2021, item 1805) – hereinafter c.p.c.
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				state is not subject to recognition in the Republic of Poland, a case decid-ed with this judgment is subject to national jurisdiction despite the lack of grounds justifying such jurisdiction, if it has a sufficient connection with the Polish legal system.”186 This means that proceedings which are conducted despite the lack of national jurisdiction are invalid. Identifying the court with jurisdiction to rule on specific cases is therefore a neces-sary condition. Territorial jurisdiction applies to offences committed in the territory of the country that considers itself competent to judge the offender. It should be borne in mind, however, that while this principle is fundamental in the non-virtual world, it has limited application to cy-berspace – in the context of its cross-border nature. Other jurisdictional principles, e.g. the principle of personal jurisdiction or effect jurisdiction (jurisdiction is exercised by the state on the territory of which the harm-ful effect of the behaviour in question is felt) or protective jurisdiction (countries for which actions carried out in cyberspace pose a direct threat or at which the content of websites is directly targeted are entitled to ex-ercise jurisdiction) do not yet apply universally in cyberspace.187

				The definition of jurisdiction as outlined above, which is linked to a specific territory, will often pose a major problem in disputes concern-ing the provision of services over the Internet, including Cloud Com-puting services. The issue will arise here primarily in relation to virtual space, which has no specific physical location or boundaries. The mere definition of “place” actually has no reference. Given the fact that cyber-space is not territorially defined, any action aimed at subordinating legal relations that emerge via the Internet to the territory of a specific state has no legal effect.188

				In cases where it is necessary to determine the competent court, there is often a situation where national law must give way to international legal acts which have been adopted by a particular country. This also applies to the Republic of Poland. Sources of universally binding law in Poland are enshrined in the Constitution,189 where their primacy over the pro-

				
					186  Ibidem, article 10991 § 2 of the c.p.c.

					187  For more details on jurisdictional rules applied in cyberspace see: J. Ku-lesza, Ius Internet. Między prawem a etyką, Warsaw 2010, p. 227.

					188  Ibidem, p. 227.

					189  Art. 87 par. 1 of the Constitution of the RP.
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				visions of Polish law is also specified.190 Following these principles, the provisions of Council Regulation (EC) No 44/2001 of 22 December 2000 on jurisdiction and the recognition and enforcement of judgments in civil and commercial matters, which has been replaced by the Convention of 30 October 2007 on jurisdiction and the recognition and enforcement of judgments in civil and commercial matters (also known as the new Lugano Convention), will be relevant for the choice of the competent court. Therefore, according to the order of the legal acts contained in the Constitution of the Republic of Poland, it is only when the provisions of the above-mentioned documents do not apply that the provisions of Sec-tion VI of the Code of Civil Procedure should be referred to.

				One of the most important provisions to be found in the documents presented is Article 2 of the Regulation and, by analogy, Article 2 of the Convention, which states that “persons who are not nationals of the Member State in which they are domiciled shall be governed by the rules of jurisdiction applicable to nationals of that State.”191 According to the understanding of these provisions, for legal persons and companies, their domicile will be the place where the head office or the corporate body of the company is situated.

				If one wishes to settle claims arising out of a contract, it is possible to sue a person domiciled in the territory of a Member State “in the courts for the place of performance of the obligation in question” (Article 5(1a) of the Regulation and, by analogy, Article 5(1a) of the Convention). The place of performance will be, unless otherwise agreed: “in the case of the sale of goods, the place in a Member State where, under the contract, the goods were delivered or should have been delivered; in the case of the provision of services, the place in the Member State where, under the contract, the services were provided or should have been provided.”192 These legislative acts also deal with issues relating to the competent court for non-contractual obligations. Thus, according to Article 5(3) of the 

				
					190  Art. 91 par. 1 and par. 2 of the Constitution of the RP.

					191  Council Regulation (EC) No. 44/2001 of 22 December 2000 on jurisdic-tion and the recognition and enforcement of judgments in civil and commercial matters (Official Journal of European Communities L 12/1 of 16 January 2001) – hereinafter Council Regulation No. 44/2001.

					192  Article 5 par. 1b of Council Regulation EC No 44/2001.
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				Regulation, such cases may be settled “in the courts for the place where the harmful event occurred or may occur.” The regulation relating to the agreement on jurisdiction is also extremely important. The point here is that the parties to the proceedings are free to choose the court that will decide in the event of a dispute, provided, however, that at least one of them is domiciled in a country that is party to the Convention or the Regulation (Articles 18 of the Convention and 23 of the Regulation). In consumer matters, as indicated in both documents (Article 16 of the Convention and Article 16 of the Regulation), “a consumer may bring proceedings against the other party to a contract either in the courts of the Member State in which that party is domiciled or in the courts for the place where the consumer is domiciled.”

				In most contracts concerning the supply of services, it is often possible to find a provision that indicates the competent court to adjudicate in the event of disputes.”193 This is most often the place where the supplier’s registered seat or domicile is located. Such a clause can be found, for ex-ample, in Facebook’s regulations. It reads as follows: “You will resolve any claim, cause of action or dispute (claim) you have with us arousing out or relating to this Statement or Facebook exclusively in a district court in the Northern District of California or a state court in San Mateo County. You agree to submit to the jurisdiction of those courts for the resolution of any such disputes. The provisions of this Statement and any dispute between the service and you shall be governed by the laws of the State of Califor-nia, without regard to its conflict of law provisions.”194 Salesforce.comapproached this issue in a slightly different way. Here, the determination of the competent court will depend on where the user lives and where the contracting company’s branch office is located. For users from Poland, the competent branch will be the Swiss division. Consequently, the com-petent court here will be the Swiss court, just as the applicable law will be Swiss law.195 Such provisions are often advantageous from the service 

				
					193  Raport Cloud Computing. Aspekty prawne, Ibidem.

					194  Facebook regulations available at: https://www.facebook.com/legal/terms/update.

					195  Salesforce Master Subscription Agreement Developer Service, http://www2.sfdcstatic.com/assets/pdf/misc/salesforce_Developer_MSA.pdf (accessed: 12 December 2018).
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				provider’s point of view. For the client, on the other hand, it often means that he or she has to participate in legal proceedings outside of his or her own country, which entails high costs. Therefore, it is extremely impor-tant to read the content of contracts for the provision of services via ICT networks in detail.

				There are sometimes situations where the agreements concluded do not include a provision on the choice of the competent court. In the event of a dispute, such a situation can prove to be very troublesome for the parties. Here, it is once again necessary to refer to the provisions of the above-mentioned Regulation and Convention. Article 4(1) of the Regulation indicates that “if the defendant is not domiciled in a Member State, the jurisdiction of the courts of each Member State (...) shall be determined by the law of that State.” This often poses a major problem for third country entities. For example, if a client from Poland wants to file a lawsuit against a service provider from the United States, he or she will be guided by the provisions of the Polish Code of Civil Procedure. In the area of obligations, it is possible to identify the Polish court as the competent court if the defendant has his/her domicile or habitual residence or registered seat in the Republic of Poland, as well as in situ-ations where the cases heard in the proceedings, other than those listed in Arts. 11031–11036 of the Civil Procedure Code, concern: “1) an obli-gation arising out of a legal transaction which has been performed or is to be performed in the Republic of Poland; 2) an obligation not arising out of a legal transaction which arose in the Republic of Poland; 3) the operations of an establishment or branch of the defendant located in the Republic of Poland.”196 This article implies, among other things, that if one of the parties to the contract is a consumer whose domicile or ha-bitual residence is in the Republic of Poland, the case will be subject to the jurisdiction of the Polish court.

				In contrast, the 2001 Convention on Cybercrime signed in Budapest197 lacks effective jurisdictional rules since those set out in the Convention are mainly based on territorial jurisdiction (with regard to offences com-

				
					196  Article 11037 par. 1, 2, 3 of the Code of Civil Procedure.

					197  D. Głowacka, Konwencja o Cyberprzestępczości – konieczność ratyfikacji, potrzeba rewizji, Warsaw 2012, p. 6.
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				mitted on the territory of the state that considers itself competent to prosecute the offender). However, according to D. Głowacka, it should be kept in mind that although this principle is fundamental in the non-virtual world, it is of limited application to cyberspace, in the context of its cross-border nature.198 It also lacks procedures for resolving jurisdic-tional disputes.

				As mentioned several times, services provided by electronic means are based on the possibility of using resources at any time and at any place. When contracting this type of service, the regulation of the place of performance is an important issue. This is because, in accordance with previously agreed legal acts, jurisdiction depends either on the place of performance of the service or on the place where the service was to be provided. This raises the question of which place will be the place of performance? Will it be the service provider’s registered seat, the place where the servers on which the data is stored are located, or the location of the user at the time of use? The most common solution is to assume that this place is the location of the seller or provider.199

				Another important issue concerning legal matters relating to elec-tronic services is the Internet tort, which is considered to be a type of so-called “distributed tort,” “i.e. a situation where the event causing the damage and the damage itself occur in different Member States.”200 One definition states that it is a “tort committed at a distance in relation to the Internet, in particular using websites, electronic mail or other means of distance communication. Such acts constitute a type of information tort, i.e. a tort committed by means of data transmission.”201 For cases involving an Internet tort, it is also necessary to determine the competent court. In this case, the “court of the place where the harmful event oc-curred or may occur”202 is not always appropriate as it has been attempted 

				
					198  Ibidem.

					199  P. Podrecki (ed.), Prawo Internetu, Warsaw 2006, p. 114.

					200  P. Rylski, Pojęcie “miejsce zdarzenia wywołującego szkodę” w sprawach deliktowych, na podstawie art. 5 pkt 3 rozporządzenia nr 44/01, “Studia Iuridica” 2007, Vol. XLVII, p. 13.

					201  M. Świerczyński, Delikty internetowe w prawie międzynarodowym pry-watnym, Kraków 2006, p. 19.

					202  Article 5 par. 3 of the Brussels I Regulation.
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				for years to unambiguously define the “place of the harmful event (so-called locus delicti commissi).” In Poland, this is considered to be the place where the damage occurs, but also the place where the event causing the damage occurred.203

				At this point, it is worth mentioning certain principles related to the conclusion of contracts for electronically provided services. The problem in distance contracting is the necessity to specify all issues that could become the subject of dispute between the parties. The most important matters concerning the provision of services, which should be included in the contract, include copyright issues, information on the security of entrusted data, the obligations of the service provider and the service recipient, clauses concerning the definition of the proper jurisdiction and legal order for this type of obligations. An example of the problem of con-tracting services in the Cloud Computing model is that they are tailored to multiple service recipients at the same time. Entrepreneurs provid-ing such services have to design contracts in a universal manner. These agreements are most often in the form of short contracts. By analysing them, it is even possible to create a certain pattern of such contracts as most elements are duplicated in each of them. When entering into a contract, the client does not have the possibility to negotiate its terms, as a result of which cloud computing contracts are often referred to as “inflexible.”204

				Services in the Cloud Computing model are based on the supply of services, where the service recipient expects specific solutions in their chosen model and the service provider is responsible for providing the appropriate infrastructure. This issue also requires an appropriate legal basis for the contracts to be concluded. In Polish law, the provisions on commission contained in the Act of 23 April 1964 – Civil Code205 will apply here. Article 750 of the Civil Code stipulates that “to contracts for the provision of services which are not regulated by other provisions the provisions on commission shall apply accordingly.” In Polish law, the Act

				
					203  H. Dolecki, Kodeks postępowania cywilnego. Komentarz, Vol. V, Ed. I, Warsaw 2012/Lex.

					204  Raport Cloud Computing i jego aspekty prawne, Ibidem.

					205  (Journal of Laws of 2022, item 60).
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				of 18 July 2002 on the provision of services by electronic means is of great importance with regard to the provision of services in cyberspace. This is due to the fact that services in this model are provided via an ICT network. The Act on the provision of services by electronic means fulfils the objectives of several EU normative acts, while not fully imple-menting any of them. The Polish legislator, introducing the provisions of Directive 2000/31/EC, transposed some of them to the national legal order by adopting the Act amending the Civil Code,206 thus implement-ing the solutions concerning the conclusion of agreements by electronic means and the effects of declarations of intent made, including the scope and procedure of binding the bidder with an offer made by him in elec-tronic form and the admissibility of its revocation (Articles 661–662 of the Civil Code). J. Gołaczyński recognises the need to define the notion of an electronic contract and argues that it should be understood as: “an agreement between natural or legal persons communicating by technical means (through digital communication networks) to carry out transac-tions concerning intangible goods (so-called on-line or direct electronic commerce) or to create by electronic means the basis for the delivery of tangible goods (so-called off-line performance or indirect electronic commerce).”207 According to Art. 2(4) of the Act on the provision of ser-vices by electronic means, the provision of a service by electronic means is the performance of a service provided without the simultaneous pres-ence of the parties (at a distance) by transmitting data at the individual request of the recipient of the service, transmitted and received by means of equipment for electronic processing, including digital compression, and the storage of data, which is entirely sent, received or transmitted by means of a telecommunications network within the meaning of the Act of 16 July 2004 – Telecommunications Law. The concept of a distance contract is defined in Art. 2 pt. 1 of the Consumer Rights Act208 and refers 

				
					206  Act of 14 February 2003 amending the Act – Civil Code and other acts (Journal of Laws, No. 49, item 408).

					207  J. Gołaczyński, Umowy elektroniczne – próba definicji, [in:] Prawo umów elektronicznych, J. Gołaczyński (ed.), Warsaw 2006, p. 14.

					208  Act of 30 May 2014, on consumer rights (Journal of Laws of 2017, item 683). The Act implements the provisions of Directive 2011/83/EU of the Euro-pean Parliament and of the Council of 25 October 2011 on consumer rights, 
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				to “a contract concluded with a consumer within an organised system for concluding distance contracts, without the simultaneous physical presence of the parties, with the exclusive use of one or more means of distance communication up to and including the time of conclusion of the contract.”

				Among the types of electronic contracts, A. Zwolińska distinguishes: contracts for the provision of services by electronic means (mere conduit, caching, hosting); cloud computing contracts (Infrastructure as a Service – IaaS; Platform as a Service – PaaS; Software as a Service – SaaS); elec-tronic self-performing contracts after the launch of a computer programme (Smart contract); electronic company contracts; click wrap network li-cences; digital content contracts, including a digital content contract on a durable medium or a digital content contract in electronic form.209 The application of provisions of other laws regulating the supply of services by electronic means differently from those indicated in the a.p.s.e.m. is conditioned by the rules governing the applicable law and the country-of-origin principle contained in Article 3a(1) of the a.p.s.e.m.210 Pursuant to Article 3a of the a.p.s.e.m., the provision of services by electronic means is governed by the law of the EU Member State on the territory of which the service provider resides or is established. The application of other laws is admissible only if it does not interfere with the implementation of the country-of-origin principle. The country-of-origin principle does not ap-ply in two circumstances: firstly, in relation to laws explicitly indicated in Article 3a(2) of the a.p.s.e.m. and, secondly, when the parties have selected the applicable law in the contract, with specific rules for the selection of the applicable law possibly concerning the sale of real estate. The subject of regulation of Article 3a of the a.p.s.e.m., introduced to the Act on the pro-vision of services by electronic means by the amendment of 7 November 

				
					amending Council Directive 93/13/EEC and Directive 1999/44/EC of the Euro-pean Parliament and of the Council and repealing Council Directive 85/577/EEC and Directive 97/7/EC of the European Parliament and of the Council (Official Journal of the European Union L 2011 No. 304), p. 64.

					209  A. Zwolińska, Typy umów, [in:] Sporządzanie umów elektronicznych, J. Gołaczyński (ed.), Warsaw 2017, p. 20 et seq.

					210  J. Olszewska-Taczkowska, K. Chałubińska-Jentkiewicz, Komentarz do ustawy o świadczeniu usług drogą elektroniczną, Warsaw 2018.
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				2008,211 is the implementation of the principle called the country-of-origin principle regulated in Article 3 of Directive 2000/31/EC. According to Ar-ticle 3 of the Directive: “Each Member State shall ensure that the informa-tion society services provided by a service provider established on its terri-tory comply with the national provisions applicable in the Member State in question which fall within the coordinated field.” The service provider must comply with any such equirements – relating to the provision of services by electronic means – that are imposed on it by the country in which it is resident or established. However, it should be borne in mind that this refers only to the country in which the service provider is actually established, as confirmed by the judgment of the Court of Justice of the European Union of 15 March 2012.212

				Thus, the simple formal registration of a company in a country is not sufficient in this case. What is subject to examination is the fact of car-rying on an economic activity in a given state by the service provider. The country-of-origin principle expressed in the Directive 2000/31/EC and implemented into the Polish legal system through Articles 3a and 3b of the a.p.s.e.m. constitutes the basis for the provision of services by electronic means within the territory of the European Union. However, practice shows that there is a need to introduce changes in the provisions concerning this regulation. First of all, it would seem necessary to make an editorial change in Article 3a, paragraph 1 of the a.p.s.e.m. replacing the word “and” with “or.” The current wording of the provision indicates joint application of the law of the European Union and the law of the European Free Trade Association. The explanatory memorandum to the amending Act indicates, among other things, that the amendment to the Act arises from the need to supplement the incomplete implementation of Article 3 of Directive 2000/31/EC regarding the country of origin prin-ciple (Article 3(1)) and the principle of freedom of movement of services and goods (Article 3(2)): “Member States may not, for reasons falling within the coordinated field, restrict the freedom to provide information society services from another Member State.” The Act was amended by 

				
					211  Act of 7 November 2008 amending the Act on the provision of services by electronic means (Journal of Laws No. 216, item 1371).
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				the addition of Article 3a and Article 3b, which provide a closed cata-logue of exemptions to the application of the country-of-origin principle. The regulation contained in Article 3a(1) of the a.p.s.e.m. specifies that the provision of services by electronic means is subject to the law of the Member State of the European Union and of the European Free Trade Association (EFTA) – a party to the Agreement on the European Eco-nomic Area on the territory of which the service provider resides or is established. The territoriality rule originates from the fundamental prin-ciples governing the functioning of the EU, derived from primary law, and in particular relates to the free movement of goods and the free provision of services – from the principle of freedom of movement of goods and freedom to provide services (Article 56 TFEU), and its main objective is the competitive functioning of the internal market by ensuring the free movement of information society services between the Member States. The basic premise of this rule is that the limits of the free movement of goods or provision of services are to be determined by the national law of the country of origin of the specific good or service.213

				It is also a very important obligation for each service provider to sub-mit rules and regulations for its services to the customer. These rules also set out the basic principles of liability for the services provided. Service providers based in the European Union and member states of the Eu-ropean Free Trade Agreement are legally obliged to create and present regulations. In Polish law, in accordance with the provisions of the Act (art. 8. par. 1, sec. 2, 3 of the a.p.s.e.m.), this should take place prior to the conclusion of an agreement between the parties for the provision of services, and during the term of the agreement at the customer’s ev-ery request. The regulations should specify: “types and scope of services provided by electronic means; conditions for the provision of services by electronic means, including technical requirements indispensable for the cooperation with the ICT system used by the service provider, the ban on the provision of unlawful content by the recipient of the service; condi-tions for the conclusion and termination of agreements on the provision of services by electronic means; the procedure for complaints.”214 The 

				
					213  See: J. Olszewska-Taczkowska, K. Chałubińska-Jentkiewicz, op.cit., p. 40.
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				regulations made available by service providers are, in a way, a reflection of the agreements concluded. They contain most of the provisions that can be found in contracts and with which the customer may become acquainted before signing them. It should be emphasised that more and more activities in cyberspace are regulated by contract between private companies and Internet users. The enormous complexity and non-trans-parency of the solutions, especially with regard to the rules on the appli-cable jurisdiction, may lead to a degree of legal uncertainty. Cybercrime prevention has become one of the most frequently discussed security topics. Poland, like other countries, is facing the challenge of developing legal and organisational changes that will make it possible to ensure an appropriate level of security for cyberspace and the citizens operating in it. One element of these activities will be to work out issues related to jurisdiction.

				6. Information society in a cyber security system

				One of the key concepts related to the issue of cyber security and cyber li-ability is that of the information society. Modern society is often referred to as the information society, the third wave society or the cyber society. It can be assumed that an information society is one that has the techni-cal and legal instruments, but above all the knowledge to use these in-struments. A modern society is more efficient, as well as better educated and better informed, but at the same time it bears the cost of this de-velopment related to new threats affecting especially individual privacy, personal autonomy and freedom. In the explanatory memorandum to the draft act presented by the President of the Republic of Poland amend-ing the act on martial law and the competences of the Commander-in-Chief of the Armed Forces and the principles of his/her subordination to the constitutional authorities of the Republic of Poland and certain other acts, a dynamic process of transferring human activity to the area of the so-called “cyberspace” is indicated.215 The virtual world and activi-ties taking place in it relate to the activities of individual people, but also 

				
					215  Parliamentary Paper No. 4355, Warsaw 10 June 2011, http://orka.sejm.gov.pl/Druki6ka.nsf/0/0C7D2B7644A7B3C5C12578BD00339405/$file/4355.pdf.
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				to the functioning of public administration. All processes occurring in cyberspace are becoming an indispensable element in the functioning of the individual and the state. The concept of the information society, as J. Sobczak stresses, did not emerge in an intellectual void. Its origins lie in the trends of technological determinism and scientific evolution-ism, the proponents of which, fascinated by technological achievements, stressed that this forces fundamental and irreversible changes in culture and social institutions.216 J. Sobczak notes that communication technolo-gies may not only strengthen civil society, but also enable observation and surveillance on an unprecedented scale; moreover, they may be used to manipulate and obstruct information as much as to provide access to it.217 According to T. Goban-Klas and P. Sienkiewicz, “an information society is a society that not only has developed means of processing informa-tion and communicating, but these means are the basis for the creation of national income and provide a source of livelihood for the majori-ty of the population.”218 In June 2005, the EC Commission adopted the “i2010 European Information Society 2010 Initiative,”219 which outlined the role of the communication and information technology sector in the implementation of the new EU Lisbon strategy to stimulate growth, com-petitiveness and employment. The i2010 initiative was based on three principles: 1) a Single European Information Space – by offering afford-able and secure broadband connectivity, rich and diverse content, digital services; 2) maintaining world-class research and innovation in the ICT sector by closing the gap between Europe and its leading competitors; 3) the principle of building an information society that is open to new members, provides high quality public services and promotes the quality of life. The European Commission, in its communication of 28 June 2006 

				
					216  J. Sobczak, Społeczeństwo informacyjne w dobie globalizacji, [in:] M. Do-magała, J. Iwanek (eds.), Demokracja w dobie globalizacji, Vol. 2, Aspekty teore-tyczne, Katowice 2008, pp. 52–79; idem, Problemy społeczeństwa informacyjnego w dobie globalizacji, [in:] Bariery rozwoju na progu XXI wieku. Selected problems, T. Wallas (ed.), Warsaw 2007, pp. 193–213.
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					218  T. Goban-Klas, P. Sienkiewicz, Społeczeństwo informacyjne: Szanse, za-grożenia, wyzwania, Kraków 1999.
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				on the review of the regulatory framework for electronic communications networks and services in the European Union,220 launched a study on the impact of the regulatory system on investment and economic growth. It addressed the issues of alternative approaches, improving information management, and determining whether the current model of transfer-ring responsibility to national regulators using European procedures is sufficient to achieve the goals of building the information society.

				The process of digitalisation and the development of networks is changing the circle of participants in the electronic communications market. We are talking about network providers, infrastructure provid-ers, digital content providers, network administrators, search service providers, network users and finally information users. As already in-dicated, the development of infrastructure is increasing the demand for IT services. Multimedia platforms are being created to provide various types of services that require the use of modern technological solutions, in which it is the private sector that most often invests, and which serve both to generate profit and to perform public tasks. The term “informa-tion society” was first used in 1963 by sociologist T. Umesao. The concept was then popularised by another Japanese scholar, K. Koyama, author of Introduction to Information Theory. Y. Masuda221 undertook a detailed description of the changes taking place within a society based on the in-formation and communication sector. He stated: “the civilisation we will build as we approach the end of the twentieth century will not be a mate-rial civilisation symbolised by huge constructions, but will actually be an invisible civilisation. More accurately, it should be called an information civilisation. Homo Sapiens, who at the end of the last ice age faced the beginning of the first – material civilisation, today after ten thousand years stands on the threshold of the second – information civilisation.”222 It should be added that already in 1979 the American National Academy of Sciences announced the beginning of a new period in the history of 

				
					220  COM (2006) 334 final version.

					221  Y. Masuda, Managing in the Information Society, Oxford 1990.

					222  Y. Masuda, The Information Society as Post-industrial Society, Tokyo 1981, as cited by: P. Sienkiewicz, Masowe komunikowanie w społeczeństwie informacyjnym, [in:] Mass media w systemie komunikacji społecznej w Polsce, A. Kodłaszczyk, A. Małkiewicz, R. Karpiński (eds.), Wrocław 1995.
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				the world – the information era.223 In Europe the term “information so-ciety” was introduced into general use with the publication of a report by S. Nora and A. Minc in 1978 on “trends in the development of social systems.”224 However, a popular and often used definition of the term is that of M. Bangemann. In his report we read: “(...) the information soci-ety is characterised by the preparedness and ability to use information systems and uses telecommunication services to transmit and process information remotely.”225 There are many definitions of the information society in the world literature. One of the more popular ones, taken from a report by the IBM Community Development Foundation, is a defini-tion based on the existence of these essential elements characterising the described phenomenon. The information society is marked by: a high level of use of information in everyday life by the majority of citizens and organisations; the use of homogenous or compatible information tech-nology for personal, social, educational and professional purposes; the ability to transmit, receive and quickly exchange digital data regardless of distance.226

				Polish research on the information society has yielded a variety of definitions. S. Juszczyk emphasises the professional factor, arguing that we speak of an information society when the workforce consists mostly of information workers, information is the most important, and when social relations are based on managing information.227 According to T. Goban-Klas228 we can distinguish five groups of information society definitions, each underlining a different criterion. The importance of social change 

				
					223  A. Bógdał-Brzezińska, M.F. Gawrycki, op.cit., p. 31.

					224  T. Goban-Klas, Społeczeństwo informacyjne. Szanse, zagrożenia, wyzwa-nia, Kraków 1999, p. 34.

					225  Europe and the Global Information Society, Recommendations of the Bangeman Group to the European Council, http://europa.eu.int/ISPO/infosoc/backg/bangeman. html (accessed: 3 March 2019).

					226  The Next Result-Report of the National Working Party for Social In-clusion, IMB Community Development Foundation, report from 1997: //www.whatis.techtarget. com/definition/ (accessed: 3 March 2019).

					227  This type of classification assumes that 50 per cent of GDP is generated in the information sector.

					228  T. Goban-Klas, Społeczeństwo Informacyjne i jego teoretycy, [in:] W dro-dze do społeczeństwa informacyjnego, J. Lubacz (ed.), Warsaw 1999, p. 30.
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				consisting in the incorporation of modern technologies into the mecha-nism of everyday life was also noted by John Paul II. The Pope delivered a message on the occasion of the 24th Day of Mass Media, in which he emphasised that today mass media are no longer regarded merely as spe-cific tools and techniques, but rather as part of a certain culture, still undergoing a revolution. Its implications are not yet precisely known, and its potential has so far only been partially exploited.229

				It is not easy to determine the detailed definitional scope of cyber security and cyberspace – two key concepts related to the so-called cy-ber liability – and to classify them within the whole realm of national security, due to the interdisciplinary nature of the issues related to this area. While the information security law refers to the normative issues of protecting information at various stages of its creation and disposal, both in terms of subject and object, the problem of cyber security refers not only to information and ICT but also touches on spheres of life that occur in the so-called virtual reality, under the conditions of informa-tion society development. These issues concern practically any situation related to the relationships between cyberspace users. On the one hand, it concerns the institution of responsibility, if we are talking about the functioning of the individual and the state in the web, including public affairs. On the other hand, it addresses the institution of information protection, privacy, property, and the security of individuals and the state in relationships where the digital environment is merely the backdrop for actions or omissions that have consequences far beyond cyber-reality and are felt in the real world.

				Since the purpose of this study is to indicate the mechanisms shaping cyber-responsibility, as well as its essential domain – information secu-rity based on both generally applicable and internal legal regulations, it should be emphasized that the scope of this responsibility in a democratic state under the rule of law is the law, which determines practically every activity. The law should also determine, based on the principle of pro-portionality, the sphere of cyberspace – irrespective of the findings on 

				
					229  J. Kropiwnicki, Budowa cywilizacji informacyjnej jako filar długookreso-wej strategii dla Polski do 2025, [in:] Internet, Fenomen społeczeństwa informa-cyjnego, T. Zasępa (ed.), Częstochowa 2001, p. 171.
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				the issue of jurisdiction – just as it determines the sphere of information. Cyber liability is a phenomenon that occurs in the realm subject to legal regulation – cyberspace – but it refers not only to the place itself, but above all to the relations occurring in connection with the functioning of the individual in this area. It should be noted that irrespective of the area of legal regulation – today related to information security in the broadest sense – the issue of cyber liability as an interdisciplinary phenomenon linked to the similarly interdisciplinary concept of cyber security comes to the fore.

			

		

	
		
			
				II Cyber liability – objective  and subjective scope

				Technology is a gift of God. After the gift of life it is per-haps the greatest of God’s gifts. It is the mother of civiliza-tions, of arts and of sciences.

				Freeman Dyson, 1988

				The dynamic civilizational changes observed worldwide in recent years are the result of the rapid evolution of information, information and communication technologies and the cyberspace that connects them. Under the influence of processes such as computerization, digitaliza-tion and informatization, further spheres of human activity have begun to penetrate the virtual world. This has improved the quality of life of citizens, increased the productivity of businesses and the ability of the state to function efficiently, but has also led to a progressive dependence of modern society on cyberspace. The area of cyberspace has become a place for exchange of goods and services, which has been subject to legal harmonization at the level of the European Union. According to J. Barta and R. Markiewicz, new legal problems in electronic commerce “emerged as quickly as most people developed an initial naive conviction (or hope) that the Internet would be a kind of area of freedom without rigid legal frameworks, administrative restrictions or fiscal burdens.”1 In recent years, the European Union has carried out a number of activities related to the improvement of network and information security. Due to the ubiquity of information and communication technologies and infor-mation systems, network and information security is a challenge for so-ciety as a whole. This applies to: (1) public administrations, which should 

				
					1  J. Barta, R. Markiewicz, Wstęp, [in:] Handel elektroniczny, J. Barta, R. Mar-kiewicz (eds.), Kraków 2005, p. 10.
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				address the security of their systems, not only to protect public sector information; (2) businesses, which should view network and informa-tion security more as a competitive advantage; (3) individual users, who should understand that their home systems are essential to the overall security and threat prevention process.

				One of the key issues related to cyber security is the provision of services electronically. The electronic exchange of services and goods is becoming increasingly important in the global economy, posing dan-gers previously unknown. This phenomenon is related to the increas-ingly widespread exchange of information and the emergence of goods and services that can be purchased via ICT networks. The development of electronic payment instruments has significantly contributed to the growth of e-commerce. Electronic commerce, as an element of the elec-tronic economy, which is a way of conducting business over universal ICT networks, is also an important element of the internal market of the European Union. The provision of electronic services is included in the notion of information society services. According to J. Gołaczyński, services provided by electronic means include data transmission services, which are entirely sent, received and transmitted via a telecommunica-tion network, and the service can be performed thanks to devices for electronic processing and transmission of data. Meanwhile, information society services are primarily “content delivery” rather than “transmis-sion” services.2 The definition of electronically supplied services covers business to business (B2B), business to consumer (B2C) and consumer to consumer (C2C) services. Services that are provided electronically in-clude: 1) storage of information (hosting); 2) storage and transmission of data (caching); 3) intermediary services providing access to the Internet, websites, discussion groups.

				The basic Polish act regulating the principles of the e-market is the Act on the provision of services by electronic means,3 which implements the provisions of Directive 2000/31/EC of the European Parliament and of the Council on certain legal aspects of information society services, 

				
					2  J. Gołaczyński (ed.), Ustawa o świadczeniu usług drogą elektroniczną. Ko-mentarz, Warsaw 2009, p. 15.

					3  (Journal of Laws of 2020, item 344).
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				in particular electronic commerce, in the Internal Market (Directive on electronic commerce).4 This Directive defines on-line services. The online services covered by Directive 2000/31/EC include: information services (e.g., Internet information sites), sales (of books, financial services, travel services, etc.), advertising, professional services (lawyers, doctors, estate agents), entertainment services, basic intermediation services (Internet access, transmission and hosting of information), free services financed by advertising, sponsorship, etc. Article 1 of Directive 2000/31/EC speci-fies the objectives and scope of the act. The directive was adopted with an aim to improve the functioning of the internal market by ensuring the free movement of information society services within the Member States. The objective of the Directive is to approximate, to the extent necessary for the implementation of Member State legislation on information so-ciety services in the internal market, the taking up of business activities by network service providers, commercial communications, contracts concluded by electronic means of communication, liability of network service providers, codes of good practice, out-of-court settlement of dis-putes, legal proceedings and cooperation between Member States in this field. Directive 2000/31/EC, in accordance with the assumptions of the European Commission, does not contain a full regulation of e-commerce – it performs only a supplementary function in relation to the already existing regulations in the EU law and in the law of the Member States implementing the EU acts, especially to the extent that they establish a necessary standard of protection of public health and consumer inter-ests. However, it applies in all cases where the existing regulations restrict the freedom to provide information society services and the directive ensures this freedom (subsidiarity principle).

				Obligations in terms of advertising include the following principles: advertising messages must be recognizable as advertisements, the person or company responsible for them must be clearly identifiable, promo-tional offers, games and competitions must also be clearly identifiable, and their terms and conditions should be easily accessible and presented 

				
					4  Directive 2000/31/EC of the European Parliament and of the Council on certain legal aspects of information society services, in particular electronic commerce, in the Internal Market (Directive on electronic commerce) (Official Journal of the European Union L 178/1 of 17 July 2000).
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				in a clear and accessible manner. In each EU country, electronic contracts must be given equivalent legal status to paper contracts. These agree-ments must specify, in a clear and comprehensible manner, the following considerations: the technical steps that consumers must go through in order to conclude the contract, information on whether the text of the contract will be saved by the service provider after it has been concluded and whether it will be accessible to the consumer, the ways in which con-sumers can identify and rectify typing errors before placing an order, the languages in which the agreement can be signed. Consumers must be able to retain and print the contract and the general conditions. Online orders must meet the following requirements: the service provider must confirm acceptance of the order without undue delay by electronic means (e-mail or other electronic message), the order/confirmation of accep-tance is deemed to have been accepted if the service recipient-consumer has access to it.

				The regulations in the directive on e-commerce introduce key solu-tions for liability for online activities in e-commerce services. Directive 2000/31/EC establishes the principle that operators of such services are regulated only in the EU country in which their headquarters are based – not in the country where the servers, e-mail addresses or mailboxes they use are located. Member States must ensure that service providers publish basic information about their activities (name, address, business register number, etc.) in a durable and easily accessible form. Directive 2000/31/EC points out that EU countries must ensure that legal prob-lems in the online environment are solved quickly and effectively and that sanctions are effective, appropriate and deterrent. The notion of “recipient of a service” (Pol. “usługobiorca”) contained in Article 2(d) of the Directive in the Polish version covers entities using an information society service: in particular, to search for information or to gain access to it. According to M.Z. Zieliński, “taking into account the German and English language versions of Directive 2000/31/EC, it seems reasonable to propose an interpretation of the Polish construction of the notion of recipient of a service to the effect that it also covers activities consisting in using someone else’s services in order to make information available on the web. Such an interpretation is particularly in line with the pro-EU interpretation of national law. There is no obstacle to this in the general, 
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				minimalist formulation of Article 2(7) of the a.p.s.e.m. However, there is no doubt that from the looking at third parties receiving such informa-tion, its authors (themselves recipients of services of other ISPs) may be perceived as service providers.”5

				Within the meaning of Article 2(6) of the a.p.s.e.m., a service provider is a natural person, a legal person or an organisational unit without legal personality, which provides services electronically by carrying out com-mercial or professional activities. According to this definition, a customer is a natural person, a legal person or an organisational unit without legal personality, using a service provided electronically. Anyone can be a cus-tomer, provided that he or she uses a service provided electronically or has concluded an agreement with an online service provider.6

				An Internet service provider offers services on the Internet, such as hosting, i.e. the provision of computer memory in which content is stored and which is made available over the network for use by other Internet users. When running a business involving the provision of electronic ser-vices, it is not required that the service provider has the relevant specific authorisations. Apart from the standard conditions for running a busi-ness referred to in the Act of 6 March 2018, Entrepreneurs’ Law7 – there is no obligation to report to any public administration authority on the conduct of such activity. It can also be performed it on a one-off basis. Among entities providing services by electronic means, service provid-ers who are intermediaries, the so-called intermediary service providers, are distinguished. D. Lubasz presents this as follows: 1) access provider (a provider of network access services, who performs Internet access at the user’s request); 2) network provider (ensures the operation of the hardware components of computer networks used to transmit data); 3) host provider (an Internet service provider, providing other entities with disk space on a server connected to the Internet for the purpose of stor-ing and sharing data).8 Entities that mediate services can be divided, ac-cording to the nature of the service in terms of transmission of content, 

				
					5  M.Z. Zieliński, Odpowiedzialność deliktowa pośredniczących dostawców internetowych. Analiza prawnoporównawcza, Warsaw 2013, p. 38.

					6  P. Podrecki (ed.), Prawo Internetu, Warsaw 2004, p. 178.

					7  (Journal of Laws of 2023, item 221, as amended).

					8  D. Lubasz, Handel elektroniczny. Bariery prawne, Warsaw 2013, pp. 36–37.
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				into access providers, which are entities that provide access to the Inter-net to other entities and have no influence on the scope of content stored, accessed and transmitted, and service providers, as entities that transmit, store and make available content on the ICT network.9 This division is important in determining the responsibility of individual service provid-ers. As indicated in paragraph 42 of the preamble to the E-Commerce Directive, the disclaimers of liability relate to situations where the activity of the service provider is limited to the technical process of operating and granting access to a communication network in which information made available by third parties is transmitted or temporarily stored, so that the activity takes on a purely technical nature, meaning that the information society service provider has no influence or control over the stored data.

				The legislator, both EU and national, identifies three basic types of services provided by intermediaries, on which the three-tier scope of li-ability depends.

				Mere conduit refers to services of simple transmission – consisting of passive participation in the transmission of data of an information network for the sole purpose of transmitting data, by which it can be un-derstood that the service provider itself decides neither on the recipient nor on the content of a given transmission.10 Pursuant to Article 12(1) of the a.p.s.e.m., a service provider that merely transmits information or enables access to it shall not be liable for it if: (1) it is not the initiator of the transmission of such data (it does not make the decision to initiate the data transmission); (2) it does not select the recipients; (3) it does not select and transform the specific information that is contained in the transmission.

				Such services are provided by network providers, and access provid-ers provide access to the telecommunications network.11 According to J. Gołaczyński, this exclusion of liability does not apply to entities that ini-tiate the transmission and select its recipients (e.g. the sender of messages containing advertising).12 In the light of Article 12(2) of the a.p.s.e.m., the exclusion of liability also applies to situations where the storage and 

				
					9  P. Podrecki (ed.), op.cit., p. 204.

					10  J. Gołaczyński (ed.), Ustawa o świadczeniu..., op.cit., p. 129.

					11  D. Lubasz, op.cit., p. 296.

					12  J. Gołaczyński (ed.), Ustawa o świadczeniu..., op.cit., p. 130.
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				transmission of data is automatic and short-lived and, most importantly, “if the action is aimed solely at carrying out the transmission and the data are not stored for longer than is normally necessary to complete the transmission.”

				Caching is a service for the automatic and short-term intermediate storage of data with the aim of speeding up re-access to data. Local serv-ers, so-called proxy servers, are used to store data that has been retrieved from a remote server and saved for a specific period of time for later use without the need for secondary retrieval. The purpose of this service is to increase the efficiency and speed of the system.13 The storage of data under caching differs from mere conduit mainly in terms of the period of storing the data, as in the case of caching it is considerably longer than actually necessary for the transmission to take place.14 Pursuant to the provision of Article 13(1) of the a.p.s.e.m., a service provider who provides a caching service will not be liable for the automatic and short-term intermediate storage of data if it: (1) does not alter the stored infor-mation; (2) complies with the conditions for accessing and updating it; (3) does not interfere with the use of authorised and special information techniques used in this field in collecting information on the use of the stored data; (4) immediately deletes the stored information or prevents access to it when it receives notification that it has been deleted from the initial source of transmission or access to it has been prevented, or when a court or other competent authority has ordered the deletion or preven-tion of access to it.

				Hosting refers to the provision of network-connected server memory to store various types of data that come from the recipient him or herself. The main feature of hosting, which differentiates it from mere conduit and caching, is the so-called source storage, which means storing data independently, indefinitely and making them available to other entities.15 J. Gołaczyński distinguishes two types of hosting: 1) hosting of mate-rial that is provided by a single service provider (e.g. websites); and 2) hosting of material that originates from multiple service providers (e.g. 

				
					13  Ibidem, p. 131.

					14  D. Kot, Dyrektywa Unii Europejskiej o handlu elektronicznym i jej impli-kacje dla prawa cywilnego, “Kwartalnik Prawa Prywatnego” 2001, No. 1, p. 92.
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				newsgroup material).16 In turn, P. Podrecki distinguishes: 1) website host-ing, which involves providing space on a server; and 2) website housing – supporting the client.17

				Online service providers who make a simple transmission available and providers of caching and hosting services, if they meet certain con-ditions, are not liable for the information transmitted or stored. Hosting providers are exempted from liability provided that: they do not have credible knowledge of the unlawful nature of the activity or information (knowledge premise) and they promptly take appropriate action to re-move or prevent access to the information when they obtain such knowl-edge or are notified of it.18 E-commerce is also regulated by Directive 2009/22/EC of the European Parliament and of the Council of 23 April 2009 on injunctions for the protection of consumers’ interests.19

				 The issue of e-commerce and related liability is also addressed in the Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions: A Digital Single Market Strategy for Europe COM/2015/0192 final. The strategy emphasises the need to operate sales in accordance with a common set of regulations. It is argued in the strat-egy that “Some aspects of consumer and contract law have already been fully harmonised for online sales (such as the information that should be provided to consumers before they enter into a contract or the rules governing their right to withdraw from the deal if they have second thoughts). However, other aspects of the contract (such as what remedies are available if tangible goods are not in conformity with the contract of sale) are only subject to EU rules providing minimum harmonization, with the possibility for Member States to go further. When it comes to remedies for defective digital content purchased online (such as e-books) no specific EU rules exist at all, and only few national ones.”20 The issue 

				
					16  J. Gołaczyński (ed.), Ustawa o świadczeniu..., op.cit., p. 133.

					17  P. Podrecki (ed.), op.cit., pp. 57–58.

					18  National governments cannot impose on these intermediaries an obli-gation of surveillance of a general nature applicable to the information sent or stored in order to detect and prevent unlawful activity.

					19  (Official Journal of the European Union L No. 10, p. 30).

					20  Communication from the Commission to the European Parliament, the 
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				of information society services and liability for online activities is also the subject of a number of documents that in the longer term may form the basis for legislative initiatives. Among them, the following should be mentioned first and foremost:

				Commission Decision 2005/752/EC of 24 October 2005 establish-ing an expert group on electronic commerce (Official Journal of the European Union L 282, p. 20); 

				Communication from the Commission to the European Parlia-ment, the Council, the European Economic and Social Commit-tee and the Committee of the Regions of 18 June 2009. Internet of Things: An action plan for Europe [COM (2009) 278 final];

				International Trade and the Internet, European Parliament resolu-tion of 5 February 2009 on International Trade and the Internet [2008/2204 (INI)] (Official Journal of the European Union C 67, p. 112);

				Green Paper on the Review of the Consumer Acquis (Official Jour-nal of the European Union C 61, p. 1);

				Communication from the Commission to the European Parlia-ment, the Council, the European Economic and Social Committee and the Committee of the Regions of 26 August 2010. A Digital Agenda for Europe [COM (2010) 245 final];

				Communication from the Commission to the European Parlia-ment, the Council, the European Economic and Social Committee and the Committee of the Regions of 11 January 2012. A coher-ent framework for building trust in the digital single market for e-commerce and online services [SEC (2011) 1640 final] and [SEC (2011) 1641 final], together with two working documents: online services, including e-commerce in the single market, and bringing the benefits of e-commerce to consumers;

				Green Paper on Retail Financial Services in the Single Market, Brussels, 30 April 2007. COM (2007)226;

				Proposal for a Directive of the European Parliament and of the 

				
					Council, the European Economic and Social Committee and the Committee of the Regions: A Digital Single Market Strategy for Europe, Brussels, 6 May 2015, COM/2015/0192 final.
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				Council on certain aspects concerning contracts for the online and other distance sales of goods COM/2015/0635 final – 2015/0288 (COD);

				Communication from the Commission to the European Parlia-ment, the Council, the European Economic and Social Committee and the Committee of the Regions – Tackling online disinforma-tion: a European approach COM(2018) 236 final;

				Communication from the Commission to the European Parlia-ment, the Council, the European Economic and Social Commit-tee and the Committee of the Regions – Tackling illegal content online towards an enhanced responsibility of online platforms COM(2017) 555 final.

				The above-mentioned documents highlight the need to protect con-sumers who are the recipients of electronically supplied services and to establish rules on the liability of providers of hypertext links and search engines, as well as to standardise the notification procedure. However, as a result of the development of new technologies, new technical means of providing services are still emerging and, with them, new threats to the safety of the individual – the recipient of the service – as well as to the safety of the service itself. Another key document that requires a review of existing regulations is Commission Recommendation (EU) 2018/334 of 1 March 2018 on measures to effectively combat illegal online content, which precedes the Commission’s legislative action in this area. The EC’s intention is to improve the fight against unlawful content on the Internet, in particular by increasing the activity of online platforms such as web browsers and social networks, which is linked to the line of jurisprudence of both the CJEU and national courts. The Recommendation draws at-tention to the need to effectively combat illegal content on the Web, in the context of the exclusion of liability of hosting providers (Article 14 of Directive 2000/31/EC); the need for hosting providers to define the conditions and criterion for the recognition of trusted flaggers; the devel-opment of a model for the notification of illegal content, the effectiveness of anonymous reporting and a model for out-of-court dispute resolution. The Recommendation emphasises that mechanisms for the submission of notifications to hosting providers regarding content deemed to be il-legal are an important means of combating illegal content on the inter-
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				net. Such mechanisms could facilitate notification by all entities and all citizens who wish to do so. As such, these mechanisms should be easily accessible to all users and should not be difficult to use. However, hosting providers should remain flexible, for example in terms of the format of the reports or the technology used, so that efficient solutions are taken into account and disproportionate burdens on those providers are avoid-ed. In accordance with the case law of the Court of Justice on Article 14 of Directive 2000/31/EC, notifications should be sufficiently precise and adequately substantiated so that the providers of hosting services who receive them can take an informed decision with regard to the effect that the notification will have. However, whether a given notification will re-sult in knowledge or awareness within the meaning of Article 14 of that Directive should be assessed on a case-by-case basis, bearing in mind that such knowledge or awareness may also be acquired by means other than by means of a notification.

				In the battle against illegal content on the Internet, the Commission is of the opinion that smooth, effective and appropriate cooperation be-tween competent authorities and hosting providers must be guaranteed. The support of Europol can contribute positively to such cooperation where necessary, for example in combating terrorism, child sexual abuse and exploitation, child pornography and grooming. In order to facilitate such cooperation, Member States and hosting providers should desig-nate contact points, and establish procedures for the processing of the notifications transmitted by those authorities as a matter of priority and with an appropriate degree of confidentiality as to their accuracy, taking into account their particular expertise and competence. For the effective combating of certain particularly serious offences, such as those defined in Directive (EU) 2017/54121 and Directive 2011/93/EU,22 which may be 

				
					21  Directive (EU) 2017/541 of the European Parliament and of the Council of 15 March 2017 on combating terrorism and replacing Council Framework Decision 2002/475/JHA and amending Council Decision 2005/671/JHA (Official Journal L 88, 31 March 2017, pp. 6–21).

					22  Directive 2011/92/EU of the European Parliament and of the Council of 13 December 2011 on combating the sexual abuse and sexual exploitation of children and child pornography and replacing Council Framework Decision 2004/68/JHA (Official Journal L 335, 17.12.2011, pp. 1–14).
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				brought to the attention of hosting providers in the course of their activi-ties, Member States should be encouraged to make use of the possibility provided for in Article 15(2) of Directive 2000/31/EC of introducing in legislation an obligation to notify, in accordance with the applicable law, in particular Regulation (EU) 2016/679.

				Other important changes proposed by the Commission include the aforementioned mechanism of trusted flaggers, which are to identify un-lawful content and which platforms could trust in advance; the introduc-tion of a pro-activity requirement on the part of the platforms – identi-fication of unlawful content, as well as automatic detection of unlawful content, the prohibition of general content monitoring as provided for in Art. 15 a.p.s.e.m. and Art. 15 of Directive 2000/31/EC, as well as with the “knowledge” condition as provided for in Art. 14 a.p.s.e.m. and Article 14 of Directive 2000/31/EC; the right of the content uploader to contest the removal of content (“counter notice”); the introduction of measures against the abuse of the notice-and-takedown procedure (e.g., when content for removal is requested by competitors); safeguards against the republishing of once removed content and users frequently uploading un-lawful content; encouraging the use of the content ID mechanism (allow-ing copyright owners to quickly identify their work). This phenomenon is addressed in the document “Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions. Tackling online disinformation: a European approach.”23 Online platforms are to play a central role in ensuring a safe online environment, protecting users from disinformation and enabling users to interact with different political views. The communication also calls on platforms to strongly intensify their efforts to combat disinformation on the Internet. The Commission believes that self-regulation can contribute to this goal, provided that it is effectively implemented and monitored. The aim is to significantly improve the control of ad placement, in particular to limit the revenue of those who are the source of disinformation and to reduce targeting 

				
					23  Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions. Tackling online disinformation: a European approach. Brussels 24 April 2018 (COM(2018) 236 final).
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				options of political advertising and to ensure transparency with regard to sponsored content, in particular political and topic-based advertising. This should be complemented by repositories containing comprehensive information on sponsored content, such as sponsor identities, amounts spent and selection criteria. To combat misinformation, detailed infor-mation should be provided to the user on how the algorithms that make certain information display first work, as well as the development of test-ing methodologies; providing credible fact-checking organizations and academia with access to data held by platforms (in particular through application programming interfaces), while respecting the principles of privacy, commercial confidentiality and intellectual property. Fostering accountability on the Internet, which is essential to increase trust in iden-tifiable information providers in ensuring traceability throughout the dis-semination process, and to encourage more responsible behavior on the Internet. The European Commission will also encourage the eIDAS co-operation network to promote, in cooperation with the platforms, volun-tary online systems enabling the identification of information providers based on reliable electronic means of identification and authentication, including verified nicknames, in accordance with the eIDAS Regulation. These measures would also contribute to reducing cyber-attacks, which are often combined with disinformation campaigns in hybrid threats.

				Regulations related to making digital content available on ICT net-works represent a further stage of restrictions, prompted by public and private interest considerations. The issues of content regulation, includ-ing the protection of children and young people on the Internet, the protection of privacy and access to public information, as well as the protection of intellectual property and the fight against “net piracy” re-quire separate analysis. However, it is important to point out that legisla-tion related to e-commerce will be an area where new developments will emerge regarding the regulation of digital content online, particularly in the context of liability for lawful sharing.

				1. The concept of legal liability

				Defining the concept of cyber liability first of all requires answering the question of what “legal liability” is and although this concept is a fun-
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				damental term in the legal system, there is no uniform definition.24 The main problem of defining the notion lies in the meaning of the term “li-ability.” It will have different meanings depending on the area of defini-tion. We speak of moral, political or social responsibility.25 Responsibility is derived from a specific norm prescribing a certain behavior, addressed to a specific addressee, the non-observance of which is associated with a negative state of responsibility. This applies to both situations of action and omission. The duty of the responsible party is to comply with the norm.

				According to Polish language dictionaries, responsibility (liability, odpowiedzialność) is: “a moral or legal obligation to be responsible for one’s own or someone else’s actions” or “to assume the duty of taking care of someone or something.”26 The essence of responsibility is there-fore the relationship between a factual state, the occurrence of which is related to the subject’s obligations under the norm. The specific subject is responsible when the event occurs or when it has not yet occurred. The consequences of failing to comply with the norm may be of a dif-ferent nature. These consequences may also have a different character depending on the legal situation of the subject. Civil liability is a type of legal responsibility of a pecuniary nature; a liability, a right, an obligation to bear the consequences of one’s own behavior or the behavior of oth-ers, as provided for by legal regulations.27 Criminal liability, on the other hand, is “an obligation to be accountable to the court for a criminal act.”28

				Under Article 1 of the Criminal Code (Conditions of criminal liabil-ity), only a person who commits an act forbidden under penalty by the law in force at the time when it is committed shall be subject to criminal liability. A prohibited act the social harmfulness of which is insignificant shall not constitute a criminal offense. The perpetrator of a prohibited act shall not commit an offence if no fault can be attributed to him at the time of the act. Criminal liability for a criminal offence committed by 

				
					24  E. Kruk, Sankcja administracyjna, Lublin 2013, p. 100.

					25  W. Radecki, Odpowiedzialność prawna w ochronie środowiska, Warsaw 2002, p. 59.

					26  https://sjp.pwn.pl/sjp/;2493511 (accessed: 30 December 2018).

					27  Ibidem.

					28  Ibidem.
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				omission shall be imposed only on the person who was under a specific legal obligation to prevent the effect.

				As regards legal liability, it can be assumed that its content comprises the obligations arising from legal norms. The consequences of breaching these obligations are also stipulated by law. According to W. Lang, legal liability is the principle whereby an entity bears negative consequences provided for by law for events or states of affairs subject to negative nor-mative qualification and attributed by law to the entity specified by legal regulations in a given legal order.29 As A. Błachnio-Parzych points out, “some statements of representatives of administrative law on the concept of sanctions suggest, however, the need for a broader understanding of the term ‘legal liability.’”30 It has been suggested that sanctions should be understood not only as negative consequences. This notion should also include consequences of a positive nature.31 A sanction of a positive na-ture would be a gratification, bonus or reward. What is an argument in favor of this position is the recognition of positive sanctions as an effec-tive instrument in shaping desired social attitudes. Such an understand-ing of administrative sanctions is sometimes evaluated critically but is also viewed positively.32

				The doctrine and jurisprudence, in defining a very broad scope of the notion of unlawfulness within the meaning of Article 415 of the Civil Code, and thus defining the prerequisites of liability for tort, are guided by the aim of ensuring compensation for damage in situations where it has been caused by behavior deemed reprehensible. It should be noted that acts will be considered unlawful when they are prohibited by legal regulations – re-gardless of their source, including international agreements, and any other behavior contrary to the principles of social co-existence or good conduct, i.e. norms in line with the so-called public morality. This morality has been 

				
					29  W. Lang, Spór o pojęcie odpowiedzialności prawnej, “Zeszyty Naukowe Uniwersytetu Mikołaja Kopernika: Prawo” 1969, bull. 37.

					30  A. Błachnio-Parzych, Zbieg odpowiedzialności karnej i administracyjno--karnej jako zbieg reżimów odpowiedzialności represyjnej, Warsaw 2016, p. 35.

					31  P. Chmielnicki, Sankcje publicznoprawne jako sposób formalizacji reguł określających wypłaty i koszty, [in:] M. Stahl, R. Lewicka, M. Lewicki (eds.), Sank-cje administracyjne – blaski i cienie, Warsaw 2011, pp. 32–34.

					32  For more details see: A. Błachnio-Parzych, op.cit., pp. 35–41.
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				adopted by society as a whole, as well as by particular groups of society, or-dering or prohibiting a particular behavior, without being reflected in legal norms.33 The provision of Article 415 of the Civil Code, in order to attri-bute tort liability, requires not only the determination of the unlawfulness of the perpetrator’s behavior but also his/her guilt, the so-called norma-tive concept of guilt, which considers it to be a negative assessment of the subject’s behavior, allowing the person to be charged with making a wrong decision in a given situation. Attributing guilt thus consists in examining the realm of the person’s emotions and concluding that he/she can be ac-cused of making a wrong decision in a given situation, because he/she has committed unlawful behavior, either intentionally or negligently, although he/she could have acted otherwise.34

				In order to formulate a plea of guilt, it is necessary to establish the unlawfulness of the person’s conduct. In the civil doctrine, it was assumed that it was an objective element of guilt, whereas nowadays unlawfulness is treated as a prerequisite of guilt.35 At the same time, any degree of guilt justifies the perpetrator’s liability in tort. In the science of civil law, two forms of guilt are distinguished: intentional (so-called intention) and non-intentional (negligence). The first of them, i.e. intentional fault, may occur in two forms: direct intention (so-called dolus directus), assuming that the perpetrator intended to cause damage by his/her behavior (want-ed to cause damage), and potential intention (so-called dolus eventualis), assuming that the perpetrator did not intend to cause damage but at least accepted such a possibility.36 Negligence is an act where the perpetrator does not imagine the unlawful effect, although he or she could and should have imagined it.37 The Supreme Court defined negligence as a failure to 

				
					33  B. Lackoroński, Odpowiedzialność cywilna za pośrednie naruszenia dóbr, Warsaw 2013.

					34  Judgment of the Court of Appeal in Szczecin of 6 July 2018, I ACa 164/18, LEX no. 2549913.

					35  M. Sośniak, Bezprawność zachowania jako przesłanka odpowiedzialności cywilnej za czyny niedozwolone, Kraków 1959, p. 153; Z. Banaszczyk, [in:] Kodeks cywilny, t. I: Komentarz do art. 1–449(10), K. Pietrzykowski (ed.), Warsaw 2020, uwagi do art. 415/Legalis.

					36  M. Kaliński, [in:] Prawo cywilne – część ogólna. System Prawa Prywatnego, t. 2, A. Olejniczak (ed.), Warsaw 2019, p. 21.

					37  W. Czachórski, A. Brzozowski, M. Safjan, E. Skowrońska-Bocian, Zobo-
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				exercise the diligence required in relations of a given type, necessary to avoid an effect that the perpetrator did not wish to cause, emphasizing that “the evaluation of the measure of conduct, the essence of which lies in the failure to exercise diligence, cannot be formulated at the level of non-enforceable obligations, separated from experience taking into ac-count professional rules and specific circumstances, as well as a specific type of relations (Article 355 of the Civil Code).”38

				It should also be emphasized that there is an adequate cause-and-effect relationship between the wrongdoer’s behavior and the damage, which appears to be an indispensable condition for determining the scope of liability. Moreover, this requires an examination of other prerequisites for the establishment of civil liability, which include legally relevant cir-cumstances that determine civil liability on the basis of the law, such as: a specific form of damage, a cause-and-effect relationship, guilt, unlaw-fulness or illegality of an act or omission, or reasons of equity. The perpe-trator’s act giving rise to civil liability must exhibit certain characteristics (elements) relating to the objective and subjective sides. In particular, there are elements of wrongful conduct on the objective side, which is re-ferred to as unlawfulness of the act. Unlawfulness, as the material feature of the perpetrator’s act, is traditionally perceived as a contradiction to the applicable legal order, including orders and prohibitions arising, above all, from legal norms, as well as orders and prohibitions arising from moral and customary norms, referred to as “principles of social co-existence” or “good morals.” The unlawfulness of an omission occurs only if there is an injunction to act (co-operate), a prohibition to omit or a prohibi-tion to bring about the effect that can be produced by the omission. The absence of convincing findings as to the unlawful nature of the action of a particular person eliminates the possibility of considering the liability of that person under the rules of tort liability at all.39

				
					wiązania. Zarys wykładu, Warsaw 2019, p. 151; G. Bieniek, [in:] Komentarz do kodeksu cywilnego. Księga trzecia. Zobowiązania, t. I–II, G. Bieniek (ed.), War-saw 2011.

					38  Judgment of the Supreme Court of 8 July 1998, III CKN 574/97, LEX No. 462941.

					39  Judgment of the Court of Appeal in Warsaw of 12 April 2018, V ACa 1185/17, LEX No. 2500114.
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				Within the circle of European legal culture, legal norms defining the boundaries of civil liability for infringement of goods – and thus the scope of protection against infringements of the goods of civil law enti-ties – arose in the context of settlements in the area of specific actual situations in which the goods of civil law entities were infringed.40 The price of the regulation on civil liability from the perspective of the entity whose goods have been infringed makes it possible to optimise the scope of protection provided by the general provisions of law. The legitimacy of the subject to be protected is examined. In this case, exoneration from liability may only take place after establishing the state of facts in which the circumstance resulting in the inability to provide protection to the entity whose goods have been infringed has occurred.

				Another way of establishing the prerequisites for civil liability is to assess the situation that resulted in the infringement of the subject’s goods. In this case, it is necessary to identify the legal norm that classi-fies a specific act or omission as an unlawful event. Consequently, what we are dealing with here is the dependence on the identification of the norm aimed at protecting the infringed good from the negative impact of a specific violation. The above-mentioned methods of establishing tort li-ability derive from two models of regulation, the first of which, the French model, is oriented primarily at the legal protection of civil law subjects granted in the case of infringement of their interests,41 while the other derives from the Anglo-Saxon and German legal culture, where liability is conditioned on acting against a norm aimed at protecting the specific interests of civil law subjects against conduct or event resulting in their infringement. In conclusion, it should be noted that under English law the legal protection of the injured parties as a result of indirect violations of rights is more limited.

				Due to the global nature of violations related to the functioning of cyberspace, it is necessary to take into account the differences existing between the above-mentioned models, as the discrepancy of findings as to the prerequisites for liability may affect the determination of the legal position of entities seeking protection. The specific norms, their search 

				
					40  M. Kaliński, Szkoda na mieniu i jej naprawienie, Warsaw 2021, p. 3 et seq.

					41  M. Sośniak, op.cit., p. 55.
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				and the demonstration of the circumstances envisaged therein provide a possible basis for the evasion of liability for the potentially liable entity. Thus, one of the key problems related to the principles of tort liability in the sphere of private relations is the difference in the principles governing the sphere of damages in the Anglo-Saxon common law and continental civil law systems.

				Pursuant to Article 361 § 1 of the Civil Code, the party obliged to pay compensation is liable only for the normal consequences of the act or omission from which the damage resulted. In order to establish the existence of a cause-and-effect relationship in a particular set of facts, it is necessary to determine whether an event is a necessary condition for the occurrence of the damage (the conditio sine qua non test) and whether the damage is a normal consequence of that event. Such a causal link exists when, in the given set of relations and conditions and in the ordinary course of things, without a special coincidence, the damage is the normal consequence of such events.42 In defining the concept of “in-fringement” used to denote the prerequisite for civil liability, it is nec-essary to exclude the impact by a certain entity exclusively on its own goods. Influencing only one’s own goods, as a rule, cannot lead to civil liability. The only exception is the pay-as-you-go liability, which may also arise if the injured party infringes his or her own goods.43 In the absence of a bilateral relationship, civil liability cannot be said to arise. Liability is based on a legal relationship, the content of which is also fulfilled byliability.

				An infringement of the goods of a civil law subject may have the effect of hindering or completely or partially preventing the use of its goods or the obtaining of benefits from them in accordance with their socio-economic purpose or in the manner in which they were actually used until their infringement. Where the good that is the subject of the in-fringement is not used by any entity, the effect of the infringement may be to impede or completely or partially prevent the commencement of the use or deriving of benefits from that good. The second type of effects 

				
					42  Judgment of the Court of Appeal in Warsaw of 27 October 2017, VI ACa 1603/16, LEX no. 2446548.

					43  W. Warkałło, Ubezpieczenie a odpowiedzialność odszkodowawcza, “Studia Cywilistyczne” 1970, No. XVI, pp. 115–116.
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				of infringement of goods of civil law entities, taking the form of hinder-ing or total or partial prevention from using or deriving benefits from the infringed good, may be particularly visible in the case of infringement of goods protected by exclusive rights. This is because exclusive rights do not only entitle to use and obtain benefits, but they are also correlated with the obligation of all entities other than the right holder to refrain from infringing a specific good.

				In summary, it should be assumed that civil liability is linked to two models of determining the prerequisites for civil liability. Liability itself can be spoken of in the case of the existence of a bilateral legal relation-ship, so there must be a legal connection between the subjects and the features characterizing the infringement of the goods of the subjects of civil law. These characteristics are: unlawfulness (infringement contrary to the normative system relevant in a given case: principles of social co-existence and the norms of positive law), incompatibility of the infringe-ment with the will of the subject whose goods are the subject of the in-fringement (consent is of key importance in the case of the violation of personal rights, in respect of which civil liability arises when the infringe-ment is unlawful, but the consent of the right holder as a circumstance excluding unlawfulness results in the exclusion of civil liability, which, however, does not affect the determination as to the existence of the in-fringement44), a specific form of damage, a cause-and-effect relationship, guilt or illegality of the act or omission or reasons of equity. Depending on whether we are dealing with a tangible or intangible good, the right holder may be entitled to a claim for the restitution of the previous state of affairs or payment of an appropriate sum of money (material infringe-ment), or a claim for the prohibition of future infringement of a specific good (formal infringement).

				Unlawful acts should be considered to be those which are expressly prohibited by the provisions of the law in force in Poland, regardless of 

				
					44  Consent cannot have legal significance, e.g.: in strict liability under Arti-cles 435 and 436 of the Civil Code (independent of the condition of illegality), which, pursuant to Article 437 of the Civil Code, cannot be excluded or limited; or in liability for a dangerous product, which, pursuant to Article 4499 of the Civil Code, cannot be excluded or limited either.
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				their source, which are of an abstract nature and which impose a general obligation to behave in a certain manner, as well as acts contrary to the principles of social co-existence or good morals, i.e. moral norms gener-ally accepted throughout society or a social group, which prescribe or prohibit a certain behavior, even though it is not prescribed or prohibited by a legal norm.45

				Liability related to the operation of cyberspace cannot be dis-cussed without referring to the general ius commune framework of tort liability proposed in the European Union solutions. According to B. Lanckoroński, attempts to unify the regulation of ex delicto liability would have a doubtful chance of success due to the excessively close con-nection between the regulation of ex delicto liability and the historical and cultural conditions that had a substantial impact on their specific shape. It is thus possible to establish general principles based on common reference points that set the main lines of thinking about the scope and intensity of liability for damages.46

				One such attempt is the document “Principles of European Tort Law (PETL)” and the document “von Bar’s Principles.”47 In the fundamen-tal principle of Article 1, which covers the prerequisites of liability for compensation, such as damage and a causal link, there is no basis for differentiating the legal situation of victims of indirect infringements of goods from that of direct victims. Thus, the distinction between direct and indirect infringements has no basis in the provisions that constitute the source of the general principles of civil liability.

				
					45  Judgment of the Court of Appeal in Warsaw of 25 July 2017. VI ACa 1697/16, LEX no. 2449749.

					46  B. Lanckoroński, op.cit.

					47  Polish publications on the work on unification of European private law: Ch. von Bar, Prace nad projektem europejskiego kodeksu cywilnego, “Państwo i Prawo” 2010, bull. 10, p. 43 et seq.; Idem: Od zasad do kodyfikacji: perspektywy europejskiego prawa prywatnego, “Kwartalnik Prawa Prywatnego” 2002, bull. 2, p. 311 et seq.; A. Całus, [in:] Europeizacja prawa prywatnego, Vol. I; M. Pazdan (ed.), Warszawa 2008, p. 3 et seq.; M. Dauses, Jednolite prawo cywilne w Euro-pie?, “Przegląd Prawa Handlowego” 2003, No. 6, pp. 13–19; E. Bagińska, Projekt unifikacji europejskiego prawa czynów niedozwolonych, “Państwo i Prawo” 2004, bull. 6, p. 32; J. Bełdowski, Europejskie prawo umów, “Kwartalnik Prawa Prywat-nego” 2004, bull. 3, p. 803.
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				According to the document, these differences are not due to a differ-ent legal situation, but to actual difficulties of an evidence-based nature, which are particularly prominent in light of Article 4 of the PETL. This provision is the basis for the determination of the standard of due behav-ior, the breach of which makes a guilty plea possible. It implies that in determining the standard of due behavior, the foreseeability of the dam-age and the reasonably close relationship between the causative event and the damage are taken into account. Consequently, in certain situations, indirect infringements of goods will not give rise to liability because of the impossibility of imposing a guilty plea due to the unpredictability of the damage or the lack of a close relationship between the conduct and the indirect infringement of goods from which the damage arose.

				According to Ch. von Bar’s principles, damage resulting from indirect infringements of goods caused by the death of an individual is covered by the concept of legally relevant damage. Legally relevant damage resulting from indirect infringements of goods caused by the death of an individual is both pecuniary damage caused to the property of any entity that is not directly harmed and nonpecuniary damage suffered by the relatives of the deceased due to mental suffering or deterioration of life situation.48

				In Polish law, too, there are grounds for considering the general pro-hibition of infringement of the goods of other subjects of civil law as a constitutional norm. In the literature, it is pointed out that a common feature of the deliberations concerning the regulation of civil liability for indirect infringements of goods in force in foreign countries is that they refer mainly to liability for non-self-inflicted pecuniary and non-pecu-niary damage resulting from indirect infringements of goods caused by bodily injury or causing the death of the injured person as a result of a direct infringement of his or her goods.

				In the Civil Code, according to the classification of liability by rule of fault, risk and equity, the following provisions can be mentioned:

				Fault-based liability is stipulated in the following provisions: Article 416 of the Civil Code – liability of a legal person; Article 417 of the Civil Code – liability for damage caused by public authority (here, there is also the principle of equity); Article 427 of the Civil Code – 

				
					48  See: B. Lanckoroński, op.cit.
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				fault in supervision; Article 429 of the Civil Code – fault in choice. Strict liability is based on the assumption that a person who owns equipment using natural forces that can cause danger or uses sub-ordinates to pursue his or her interests should be liable for damage resulting to other persons, even though he or she would not be at fault himself or herself.

				Strict liability is stipulated in the following provisions: Article 430 of the Civil Code – damage caused by a subordinate; Article 433 of the Civil Code – ejection, effusion, falling; Article 434 of the Civil Code – collapse of a building; Article 435 of the Civil Code – li-ability of the operator of an enterprise or establishment; Article 436 of the Civil Code – liability of the owner-like possessor of a me-chanical means of communication. In strict liability (Article 435 liability of the operator of an enterprise or establishment, Article 436 liability of the owner-like possessor of a mechanical means of transport), the perpetrator may be released from liability if he or she can prove one of three exonerating conditions: force majeure, exclusive fault of the injured party, exclusive fault of a third party, lack of fault of the person to whom the superior entrusted the per-formance of the activity.

				Equitable liability is based on the fact that in a given situation the perpetrator and the injured party are known, but the perpetrator is not at fault: for example, Article 417 of the Civil Code – liability for damage caused by public authority; Article 428 of the Civil Code – liability in the absence of duty to supervise; Article 431 of the Civil Code – damage caused by animals.

				In summary, it should be pointed out that cyber liability is associated with behavior or lack thereof in a well-defined area such as cyberspace. Thus, the meaning of the concept will depend on the area of definition, but, when determining the scope of liability in relation to acts or omis-sions related to a specific legal norm, certain prerequisites characteristic of either civil liability or criminal liability will apply. The important issue is to determine the characteristics of the breach: illegality (breach incon-sistent with the normative system relevant in a given case: principles of social co-existence and the norms of positive law), incompatibility of the violation with the will of the subject whose goods are the subject of the 
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				violation (consent is of key importance in the case of the infringement of personal goods, in respect of which civil liability arises when the in-fringement is unlawful; the consent of the right holder as a circumstance excluding unlawfulness results in the exclusion of civil liability, which, however, does not affect the determination as to the existence of the in-fringement), a specific form of damage, a causal link, fault or illegality of the act or omission or considerations of equity. The determination of liability for indirect actions will pose a problem – particularly on the basis of the two models of liability in force. It should be stressed that indirect infringements of goods will not give rise to liability because of the impossibility of alleging fault due to the unpredictability of the dam-age or the lack of a sufficiently close causal link between the conduct and the indirect infringement of goods from which the damage arose. This observation will be of key importance in the future for determining the liability of, for example, artificial intelligence.

				2. Cyber liability – a responsible entity – general profile

				The greatest task before civilization at present is to make machines what they ought to be, the slaves, instead of the masters of men.

				Havelock Ellis, 1922

				The dynamic civilizational changes occurring throughout the world in re-cent years are the result of the rapid development of information technol-ogy and the information and communication technologies that support it. As the fifth area of defence operations, cyberspace is a new sphere of impact of these processes.

				The regulators’ approach to the issue of cyberspace, cyber security and cyber liability derives from equating this type of protection with the need to counter attacks directed at the networks themselves, which seems un-justified, especially when analyzing the concept of cyberspace.49 Cyber se-

				
					49  For more details see: K. Chałubińska-Jentkiewicz, Cyberprzestępczość jako paradygmat pojęcia bezpieczeństwa w cyberprzestrzeni, “Wojskowy Przegląd Prawniczy” 2016, No. 3(279), pp. 46–64.
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				curity or network security is a term that refers to providing protection and preventing threats that affect cyberspace itself, as well as functioning in cyberspace, and this applies to both the public and private sectors and their mutual relations. On the other hand, what supports this position is the de-scription of the notion of cyber threat as a concept that generally encom-passes incidents occurring in cyberspace.50 Taking into account the already quoted definition of cyberspace as a synthesis of all physical and technical means allowing the exchange of information electronically, and the relations of users having access to its resources, it should be pointed out that cyber-space is more malleable than reality in terms of adopting or creating new rules of behavior. However, this rule does not apply to legal regulations. This vulnerability of it brings, above all, new challenges for the legislator. One of the key problems is to identify those responsible for ensuring cyber secu-rity, those responsible for illegal activities on the network, mainly related to the provision of services, and those responsible for undesirable activities, including those that are the result of computer activity. These three areas determine the three lines of research related to liability in cyberspace.

				Article 415 of the Civil Code is the general basis for civil tort liability, establishing liability for a wrongful act and the damage thereby caused to another. It can also be the basis for liability for damage in the absence of a specific legal basis (e.g. Article 427 of the Civil Code). This provision applies where damage is caused despite the absence of a contractual rela-tionship. Wrongful act is a normative term, but it covers many more legal events that are of a different nature than a classic tort. Tort liability may therefore also be attributed for non-fault behaviour, even if the damage is caused not directly in connection with a human action. Pursuant to Article 435 of the Civil Code, a person running on his/her own account an enterprise or plant set in motion by means of natural forces (steam, gas, electricity, liquid fuels, etc.) is liable for damage to persons or prop-erty caused to anyone by the operation of the enterprise or plant, unless 

				
					50  It should also be stressed that one of the still fundamental problems con-cerning online liability is the issue of territorial jurisdiction, which has made its way into the provisions of the Cybercrime Convention. The problems of identi-fying the offender with, as is well known, the majority of crimes being committed in countries other than the offender’s actual place of residence, makes it difficult to effectively prosecute cybercrime.
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				the damage was caused by force majeure or exclusively due to the fault of the injured party or a third person for whom he/she is not liable. This provision shall apply accordingly to entrepreneurs manufacturing or us-ing explosive means. The same type of liability will apply in the case of an owner-like possessor of a mechanical means of transport moved by means of natural forces (Article 436 of the Civil Code). However, when the owner-like possessor of a vehicle has given the means of communi-cation into dependent possession, the dependent possessor is liable. In the case of a collision between mechanical means of transport moved by means of natural forces, the persons mentioned may demand compensa-tion for the damage suffered from each other solely on general principles. Also, only on general principles shall these persons be liable for damage caused to those whom they transport out of courtesy. The liability set out in these two articles cannot be excluded or limited in advance. As a gen-eral rule, liability is linked to a person’s act and, above all, to the behavior established in that person’s mind, according to his or her will. Acting un-der duress or reflex cannot give rise to liability. On the other hand, when a perpetrator acts under the influence of other coercion (e.g., mental or as a result of addiction), his or her behavior may sometimes be assessed in terms of guilt.51 The person liable for an act in civil law relations may be a natural person as well as a legal person. The own act of a legal person is deemed to be the act of its organ. The formula: “Whoever caused damage to another through his fault is obliged to repair it,” modelled in turn on Article 1382 of the Napoleonic Code, orders the perpetrator to repair the damage caused to the injured party in a culpable manner. The provision under comment does not further define the causal conduct giving rise to liability for damages. A common view is that the interpretation of this provision involves liability related solely to human conduct.52 A person 

				
					51  M. Fras, M. Habdas Magdalena (eds.), Kodeks cywilny. Komentarz, t. III, Zobowiązania. Część ogólna (art. 353–534), Warsaw 2018, p. 723 et seq.

					52  For problems in defining the human act see: Czachórski, [in:] System prawa cywilnego, t. III, cz. 1, Prawo zobowiązań część ogólna, W. Czachórski, Z. Radwański (eds.), Warsaw 1981, p. 528; P. Machnikowski, [in:] System prawa prywatnego, t. 6, Prawo zobowiązań – część ogólna, A. Olejniczak (ed.), War-saw 2014, p. 385 et seq.; Z. Ziembiński, K. Daszkiewicz, S. Sołtysiński, Trójgłos o prawniczym pojęciu czynu, “Studia Prawnicze” 1971, bull. 29, p. 20 et seq.

				

			

		

	
		
			
				

			

		

		
			
				II. Cyber liability – objective and subjective scope

			

		

		
			
				may be attributed a specific act related to his or her will. Thus, processes that take place outside of a person’s consciousness will not be human acts. We will not speak about responsibility in the case of physical coercion, while the scope of free will in a situation of mental coercion will have to be determined.53 The problem arises when, contrarily, the act is connect-ed with the will, but one arising in consciousness other than that of man.

				Similarly, in the case of criminal liability – according to L. Gardocki54 – although the Criminal Code does not contain a definition of a crimi-nal offence, it can be constructed on the basis primarily of Articles 1, 2, 7 and 9 of the Criminal Code, and is linked to an act committed by a human being. According to this definition: “A criminal offence is an act (action or omission) of a person, prohibited by law under penalty as a crime or a misdemeanour, culpable intentionally or unintentionally and socially harmful to a degree higher than negligible.” The starting point is the element of the definition which defines the offence as a human act. L. Gardocki points out that “criminal liability cannot be based on a per-son’s thoughts, intentions, views alone. Of course, until they are exter-nalised or realised.” Then they take the form of specific behaviour, such as praising a crime or public promotion of a fascist or other totalitarian state system (Art. 256 of the Penal Code), or criminal threats (Art. 190 of the Penal Code). Nor can criminal liability be based on a specific physi-cal or psychological feature of a person, in particular his or her state of dangerousness in the sense of a particular person’s propensity to commit crimes. Furthermore, the emphasis that a criminal offence can only be an act also prejudges the question of possible criminal liability of entities that are not natural persons. Such entities cannot, in the light of the defi-nition of an offence, either commit an offence or incur criminal liability for it. Admittedly, in the Act of 28 October 2002 on the liability of col-lective entities for acts prohibited under penalty55 is an extension of both the notion of crime and criminal liability, the liability of collective enti-

				
					53  A. Kidyba, [in:] Kodeks cywilny. Komentarz, t. III: Zobowiązania – część ogólna, A. Kidyba (ed.), Warsaw 2014, p. 595 et seq.

					54  L. Gardocki, Pojęcie przestępstwa i podziały przestępstw w polskim pra-wie karnym, “Annales Universitatis Mariae Curie-Skłodowska Lublin – Polonia. Sectio G” 2013, Vol. LX, 2.

					55  (Journal of Laws of 2023, item 659).
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				ties was introduced. Pursuant to Article 2 of this Act, a collective entity within the meaning of the Act is a legal person and an organisational unit without legal personality, granted legal capacity by separate regulations, with the exclusion of the State Treasury, territorial self-government units and their associations. A collective entity within the meaning of the Act is also a commercial company with the share of the State Treasury, ter-ritorial self-government units or associations of such units, a company in formation, an entity in liquidation and an entrepreneur that is not a natural person, as well as a foreign organisational unit. A collective en-tity shall be liable for a prohibited act which is the conduct of a natural person: (1) acting on behalf of or in the interest of the collective entity in the exercise of a power or duty to represent the collective entity, make decisions on its behalf or exercise internal control, or in exceeding that power or failing to comply with that duty; (2) permitted to act as a result of exceeding the power or failing to comply with the duty by a person re-ferred to in point 1; 3) acting on behalf or in the interest of the collective entity, with the consent or knowledge of the person referred to in item 1; 3a) being an entrepreneur who directly cooperates with the collective entity in the pursuit of a legally permissible objective, if the conduct has brought or could have brought the collective entity an advantage, albeit a non-pecuniary one.56 Pursuant to Article 6 of the Act, the liability or non-responsibility of a collective entity under the principles set out in this Act does not exclude civil liability for damage caused, administra-tive liability or individual legal liability of the perpetrator of a prohibited act. The question of whether a criminal act must be exclusively the act of a person does not prejudge the issue of the existence of a conscious-ness and will existing outside of a person and making decisions aimed at criminal actions.

				L. Gardocki argues, however, that the punishment of entities other than natural persons provided for in the aforementioned act is of a dif-ferent nature than the criminal liability referred to in Article 1 of the Criminal Code. The legislator did not employ the terms normally used in criminal law in describing this responsibility in order to avoid its direct association with the responsibility of natural persons. It is no coincidence 

				
					56  Ibidem.
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				that these provisions do not refer to liability (without calling it criminal liability) for offenses, but for prohibited acts under penalty. Perhaps this is a solution to the legal arrangements regarding the liability of autonomous computers, making decisions without human intervention.

				It should be pointed out, however, that in the case of criminal liability we are dealing with an act committed by an entity bearing responsibil-ity for a “prohibited act under penalty,” which is understood as a human being’s, i.e. natural person’s, own behavior. In such a case, it would be difficult to establish the condition of “guilt” of the collective entity, which in the terms of “criminal liability” of natural persons is understood in a way that cannot be applied to collective entities. In contrast, the quasi-criminal liability of legal persons, which is provided for in Article 52 of the Penal Code, consists in the court obliging a legal person (or a natural person or an organisational unit without legal personality) to return in whole or in part to the State Treasury the benefit obtained as a result of an offence committed by a natural person acting on its behalf or interest.

				The development of technology and innovation, as well as new phe-nomena also related to criminal acts in cyberspace (cybercrime defined as one in which the activity of computers is an essential element – using them as a means, and finally the own activity of artificial intelligence) are causing a change in the view of the definition of legal responsibility. There arises, it seems, a legitimate concern about maintaining standards of legal protection under the new reality in social relations. This process has already begun and will require a new look at the hitherto obvious regulatory standards related to the functioning and responsibility of the information society.

				In recent years, most new regulations related to cyber security or more specifically information security refer to computers as devices that are the target of threats or used as a means for criminal acts. An example of such regulation is the UK Computer Misuse Act 1990 on securing computer material from unauthorised access or modification of 29 June 1990,57 which criminalises offences such as unauthorised access to com-puter material. A person is guilty of an offence if (a) he or she causes 

				
					57  http://www.legislation.gov.uk/ukpga/1990/18/contents (accessed: 10 No-vember 2018).
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				a computer to perform any function with intent to provide access to any programme or data stored on any computer; (b) the access he or she intends to employ is unauthorised; and (c) he or she knows when he or she causes the computer to perform that function); unauthorized access for the purpose of committing or facilitating the commission of further offenses.58 The Act was adopted partly in response to the decision in the case of R v Gold & Schifreen (1988) 1 AC 1063.59 Critics of the Act complained that it was introduced hastily and was badly thought out. However, the Act has become a model from which several other coun-tries, including Canada and the Republic of Ireland, have drawn inspira-tion when drafting their own cyber security law, as it is seen as a piece of legislation that regulates the fight against cybercrime. In the Polish legal system, such regulations are those related to computer crime (e.g., Article 269b § 1 of the Criminal Code: “Anyone who creates, obtains, transfers or allows access to hardware or software adapted to commit the offences specified under Article 165 § 1 section 4, Article 267 § 2, Article 268a § 1 or § 2 in connection with § 1, Article 269 § 2 or Article 269a, including also computer passwords, access codes or other data enabling access to the information collected in the computer system or telecommunications network is liable to imprisonment for up to three years.” Of which, Article 165 of the Penal Code refers to general endangerment, Article 267 § 2 of the Penal Code – unauthorized acquisition of information, Article 268a § 1 and § 2 of the Penal Code – destruction, deletion of computer data, Article 69 § 2 of the Penal Code – destruction, deletion of data relevant to defence, Article 269a of the Penal Code – interference with the operation of a system or network.

				Technological change and development call for consideration as to whether provisions of this type could apply to a computer with an artifi-cial intelligence architecture and thus be able to provide it with a certain level of legal protection, including immunity. The idea here is also that, depending on the specific infringement that would lead to misuse of the computer and abuse based on the actions of artificial intelligence, stan-

				
					58  See: W. Barfield, Liability for Autonomous and Artificially Intelligent Ro-bots, “Paladyn. Journal of Behavioral Robotics” 2018, Vol. 9, pp. 193–203.

					59  A. Murray, Information Technology Law: The Law and Society, 3rd ed., Oxford 2016, p. 358.
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				dards would be developed that would still allow the safe use of artificial intelligence in a human-safe manner. Some computer scientists are even demanding that machines be programmed with ethical directives – al-though today it is difficult to determine what such directives would con-tain, especially as the issue of morality itself entails diversity. It is a dis-tinguishing feature of cultural identities, and among different societies there is no consensus on what is moral and what is not. South Korea is the first country to create a Robot Ethics Charter in this area. It provides standards for robotics users and manufacturers, as well as guidelines on the ethical standards by which robots should be programmed. According to South Korea’s Ministry of Trade, Industry and Energy, this is essential because robots, especially intelligent service robots, may become part of everyday life in the near future.60 With the development of artificial intel-ligence (AI), especially in algorithm-based learning techniques that allow robots to solve problems through sophisticated analytical techniques with the use of experience, they are becoming increasingly independent of humans. Unlike many non-autonomous robots operating in everyday life, autonomous robots are able to achieve the goal they set for themselves, and in fact, to some extent, robots can learn to solve problems without any pre-programmed functions for such action. The novel behavior of au-tonomous robots – cyborgs – can be completely devoid of the influence of the human factor. People may be completely deprived of control and, consequently, agency in the area of activities related to the functioning of such computers. Under such circumstances, questions arise as to the responsibility for the actions of the machines in the event of infringement of property or causing injury. In such a case, determining who is at fault or liable for the damage caused by the robot appears to be a fundamental question regarding the future of regulation both in the field of civil rela-tions and in the area of cybercrime. At some point, it may be that the manufacturer, operator or owner of such a machine cannot be morally or legally responsible for its behavior due to the inability to accurately predict its future actions.

				This concept was expressed in the judgment Greenman v. Yuba Power Products, Inc, 59 Cal.2d 57 [LA No. 26976. 24 January 1963]. The plaintiff 

				
					60  U. Pagallo, op.cit., p. 67.

				

			

		

	
		
			
				

			

		

		
			
				II. Cyber liability – objective and subjective scope

			

		

		
			
				brought an action for damages against the manufacturer of Shopsmith, a power tool that could be used as a multi-functional device (saw, drill and wood lathe). The Shopsmith device was to be used by the plaintiff as a lathe to machine a large piece of wood to form a cup, but it inflicted serious injuries on the user while in operation. The plaintiff filed a com-plaint against the manufacturer, alleging breaches and negligence. The purpose of such liability was to ensure that the costs of injuries result-ing from defective products should be borne by the manufacturers who market such products rather than by the injured individuals. There is no doubt that the changes associated with the development of artificial intelligence require a different approach to issues of legal liability. This is a completely new challenge for lawmakers and legislators. It seems that jurisprudential practice will be crucial. The delineation of the limits of liability of intelligent devices will be one of many elements in the process of determining the boundaries of human control and monitoring of the functions of such devices. These boundaries may be different in each case. It should be noted that harmful action based on algorithms does not necessarily take place at the level of self-control but may also be the result of software solutions as such. In such a case, it is far easier to determine the individual elements of the decision-making process and the human role. However, in the context of the actions of autonomous robots, it is important to consider the neural network that is used to analyze and make autonomous decisions. In this case, this autonomy will become the premise for determining the responsibility of the machines. It can be assumed that in determining liability for damage involving robots as a product, the provisions on liability in the context of sales for product defects will apply. Consequently, various legal systems will apply here, in which product liability claims may be based on the concept of negligence, strict liability or breach of warranty depending on the jurisdiction. In the US, the law of product liability is mainly to be found in state law and the Uniform Commercial Code (UCC), in particular Article 2 of the UCC, which deals with the sale of goods. There are two important provisions in the UCC – the implied and express warranty of merchantability in the sale of goods, i.e. § 2–314 and 2–315. The basis for this liability will be the determination of product defects, which in the case of automated ro-bots can be difficult, as they may function technically and technologically 
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				flawlessly, but may still pose a hazard the consequences of which may be unknown. Among the defects, a distinction can be made between design defects, manufacturing defects and marketing defects. Design defects arise before a product is manufactured. Manufacturing defects, in turn, occur during the technological process of creating the product.

				In the current state of the law, a robot is considered a thing subject to property rights, has no rights of its own, has no legal capacity, no matter how intelligent it is and acts independently of human control. If a robot is involved in an accident, the laws that apply to things must be applied. This is an important observation; nevertheless, many currently autono-mous robots are not on sale and may be tortfeasors. It would seem that in such circumstances, the provisions of product liability law may apply. It is an inherent part of the law of product liability that a human being, who may be a factor in the design or manufacturing defect of a thing, ulti-mately causes an accident involving a robot. However, there may be times when we will not have any design or manufacturing defect as a causal factor in an accident, and in view of this, a robot involved in an injury or wrongful act that was properly, flawlessly designed, but based on a sud-den defect in the structure of the robot’s architecture or in the neural networks, will make an error in its own decision-making process, beyond the will or causation of a human.

				In the case of Flour Corp. v. Jeppesen, the Second District Court of Appeal, Division 2, California61 held that the manufacturer of a malfunc-tioning navigation system shared responsibility for a Lockheed L-1329 aircraft crash in the Lake Saranac area of New York in December 1972 while flying at an altitude of approximately 2,140 feet above mean sea lev-el (MSL), in addition to the negligence of the crew. The aircraft crashed on the side of Johnson Hill, some three and a half miles from the Adiron-dack Airport, during a manoeuvre to prepare for landing according to Adirondack Airport instrument directives. The appellant, the owner of the Lockheed jet, filed suit against the defendant, claiming breaches of warranty, negligence and products liability. The Adirondack was “defec-tive in its design or construction and contained erroneous and misleading 

				
					61  FLUOR CORPORATION, a corporation, appellant and appellee, v. JEPPE-SEN & CO., a Company, respondent. Civ. 64134; Decided: July 23, 1985.
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				information.” These defects ultimately caused the accident. According to the second position, the accident was the result of the crew’s negligence in descending below specified minimum altitudes while attempting to land in adverse weather conditions. It should be added that California has pioneered the development and expansion of the theory that manu-facturers are strictly liable for injuries to persons caused by defects in their products.62 In our landmark opinion in Greenman v. Yuba Power Products, Inc. (1963) 59 Cal.2d 57, 62, 27 Cal.Rptr. 697, 377 P.2d 897, it was held that a manufacturer is strictly liable for a wrongful act when, knowing that an article marketed to be used without inspection for de-fects, causes injury or death to a human being. (Id., 24 Cal.2d at pp. 474––475, 150 P.2d 436.) Thus, the highest court sought to relieve plaintiffs of evidence relating to negligence and remedies, and thereby „ensure that the costs of injuries resulting from defective products are borne by the manufacturers marketing such products and not by injured persons who are unable to protect themselves (Greenman v. Yuba Power Products, Inc. (1963) 59 Cal.2d 57, 63, 27 Cal.Rp. 697, 377 P.2d 897; Cronin v JBE Olson Corp. (1972) 8 Cal.3d 121, 133, 104 Cal.Rp.433, 501 P.2d 1153.)63 In pursuit of this goal, the concept of defect or defectiveness has been expanded to encompass a wide variety of injury-causing deficiencies, be-ginning with products that cause injury because they deviate from the intended result, followed by the products that are “perfectly” manufac-tured to be unsafe due to the absence of a safety device, and those that are unsafe because they lack adequate warnings or instructions (Campbell v. General Motors Corp. (1982) 32 Cal.3d 112, 120, 184 Cal.Rp. 891, 649 P.2d 224; Cavers v. Cushman Motor Sales, Inc. (1979) 95 Cal.App.3d 338, 343, 157 Cal. Rptr. 142.).

				Liability for a dangerous product is a type of tort liability. These provi-sions are regarded as a whole relating to a specific type of tort, regulated in a broader and more specialized manner than other torts, primarily because of the purpose of their introduction, namely the protection of exceptionally important interests of consumers. The obligation to provide 

				
					62  See: Escola v. Coca Cola Bottling Co. (1944) 24 Cal.2d 453, 461–468, 150 P.2d436, Concurring opinion of J. Traynor.

					63  See: W. Barfield, op.cit., pp. 193–203.
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				compensation here occurs irrespective of whether, prior to the occur-rence of the damage, any bond existed between the injured party and the entity liable under the Act, and, moreover, the compensation payment is primary and principal in nature.64 According to Article 4491 of the Polish Civil Code: “Anyone who, within the scope of his business activity, manu-factures (manufacturer) a hazardous product is liable for damage caused to any person by the product.” A product is understood to be a movable thing, even if combined with another thing. Animals and electricity are also considered to be products. A product is unsafe if it is not as safe as can be expected, taking into account the normal use of it. Whether a product is safe or not is determined by the circumstances at the time it was placed on the market, in particular the way it was presented on the market and the information given to the consumer about its character-istics.

				A product cannot be deemed unsafe just because a similar improved product was later placed on the market. The manufacturer is not liable for damage caused by a dangerous product if he or she did not place the product on the market or if the placing of the product on the market oc-curred outside the scope of his or her business activity. The manufacturer shall also not be liable if the hazardous properties of the product be-came apparent after it was placed in the market unless they resulted from a cause previously present in the product. The manufacturer is also not liable if the product’s hazardous properties could not have been foreseen, taking into account the state of science and technology at the time the product was placed on the market, or if these properties resulted from the application of legal provisions. The hazardous product that caused the damage shall be presumed to have been manufactured and placed on the market within the scope of the manufacturer’s economic activity. The manufacturer of a material, raw material or component part of a product shall be liable in the same way as the manufacturer, unless the exclusive cause of the damage was the defective design of the product or the manu-facturer’s instructions. Whoever claims to be the manufacturer by placing his or her name, trademark or other distinctive sign on the product shall 

				
					64  Judgment of the Court of Appeal in Białystok of 29 April 2016. I ACa 20/16. The essence of liability for a dangerous product, LEX No 2056671.
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				be liable like the manufacturer. The same applies to anyone who places a product of foreign origin on the domestic market in the course of his or her business (importer). If it is not known who the manufacturer is, the person who disposes of the dangerous product within the scope of his or her business activity shall be liable, unless he or she indicates the person and address of the manufacturer to the injured party within one month from the date of notification of the damage.

				At this point, it is worth noting the regulation contained in Directive 85/374 on the approximation of the laws, regulations and administrative provisions of the Member States concerning liability for defective prod-ucts.65 As this directive achieves complete harmonisation in the areas it regulates, the definition of the entities liable in its Articles 1 and 3 should be regarded as complete. Therefore – since Article 3(3) of the directive provides for the supplier’s liability where the producer cannot be identi-fied – a national regulation providing that the supplier is directly liable for product defects towards injured parties extends the group of liable parties. It should be added that, in the understanding of the CJEU, Direc-tive 85/374 on the approximation of the laws, regulations and adminis-trative provisions of the Member States concerning liability for defective products must be interpreted in such a way that the principle of national law that the supplier is liable without limitation for fault on the part of the producer does not conflict with it, since, in accordance with Article 13 of that Directive, the regime established by the Directive does not exclude the application of other contractual and non-contractual liability regimes insofar as they are based on other grounds, such as warranty for latent defects or fault.66 It should be highlighted, however, that the European Parliament, in its Resolution of 16 February 2017 with recommendations to the Commission on civil law rules on robotics (2015/2103(INL)) stated, that as far as non-contractual liability is concerned, Directive 85/374/EEC 

				
					65  Council Directive of 25 July 1985 on the approximation of the laws, regu-lations and administrative provisions of the Member States concerning liability for defective products (Official Journal L 210, 7 August 1985, pp. 29–33).

					66  Judgment of the Court of Justice of 10 January 2006 in Case C-402/03, Skov Ag v. Bilka Lavprisvarehus A/S and Bilka Lavprisvarehus A/S v. Jette Mik-kelsen and Michael Due Nielsen, http://CURIA-List of results (europa.eu) (ac-cessed: 7 August 2023).
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				only covers damage resulting from manufacturing defects of a robot, pro-vided that the injured person is able to show that damage has occurred and, in addition, to demonstrate the defectiveness of the product and the cause and effect relationship between the damage and the defect. Thus, the strict liability framework may not be sufficient to assess the existence of liability and its scope in the case of a robot.

				Irrespective of whether it would be an autonomous robot considered to be a dangerous product, or whether it would be an autonomous product functioning as a standard in society (military and police robots may meet this standard in certain circumstances), in the case of their defects (includ-ing erroneous decisions) that would result in unauthorised, criminal action – their manufacturers must ensure that their goods are suitable for their intended use when marketed to the general public, to function in society.

				There is also a view that the law which pertains to animals should apply to robots, i.e. that liability for the actions of an animal can be ad-opted to intelligent robots. The regulation of Article 431 § 1 of the Civil Code is specific to the general basis of liability for one’s own act and excludes the application of Article 415 of the Civil Code if the damage was caused by an animal. This only applies if the animal caused the dam-age “by its own urge,” i.e. spontaneously, independently of instructions given to it by a human being. Anyone who keeps or handles the animal is liable for the damage. It is therefore the person who has authority over the animal. He or she is also responsible for persons entrusted with the animal’s care (e.g., a subordinate, a household member). Authority over an animal does not have to have a legal title or be linked to an economic interest. However, one can only speak of “hoarding” when the custody is exercised on a permanent basis (not on an ad hoc, occasional basis), con-sists in supervision, maintenance and protection, and is intended for any benefit of the hoarder, if only the satisfaction of the custody. Within the meaning of Article 431 § 1 of the Civil Code, people that use an animal should also include an employer hiring an employee who, as part of his or her functions, acting in the interest of the establishment, directly uses the animal.67 Under Article 431: “Anyone who keeps or uses an animal is 

				
					67  Judgment of the Court of Appeal in Szczecin of 2 June 2016, I ACa 17/16, Legalis no. 1505005.
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				obliged to remedy any damage the animal causes irrespective of whether it was under his supervision, or had strayed or run away, unless neither he nor a person for whom he is responsible is at fault.” Even though the person who keeps or handles the animal was not responsible according to the provisions of the preceding paragraph, the injured person may claim from her/him full or partial compensation for the damage if it appears from the circumstances, and in particular from a comparison of the prop-erty status of the injured person and that person, that this is required by the principles of social co-existence.

				I. Revolidis and A. Dahi propose a few solutions in the context of liability for the actions of robots. Thus, they cite the liability status of minors and persons with limited legal capacity for physical or mental reasons;68 the liability status of Roman slaves and the liability status of animals. The authors also address the issue of the potential biology of robots, referring to the R.U.R. robot by K. Ćapek.69 The approach re-lated to the status of slaves seems interesting. As is well known, slaves were owned by both private individuals and public institutions. In ancient Rome, no one had the right to interfere in the relationship between the master and his slave. The former could punish the slave in any way he wished, or even kill him, and the situation of slaves depended on the work they performed. Slaves were classed as things (res mancipi, res vocale or instrumentum vocale – a speaking thing),70 they were completely devoid of legal subjectivity and the power to decide their own affairs. All actions of a slave were considered purely factual, devoid of legal protection. Ac-tions taken by a slave could improve the material situation of the master, but could not impair it, unless they were ordered by the master, with the responsibility for the slave’s actions being borne by his master, but up to the value of the slave’s price. These norms can be compared to today’s animal protection laws.71

				
					68  This is regulated by PETL Article 6:101.

					69  I. Revolidis, A. Dahi, The Peculiar Case of Mushroom Picking Robot: Ex-tra-contractual Liability in Robotics, [in:] Robotics Al. And the Future of Law, M. Corrales, M. Fenwick, N. Forgó (eds.), Singapore 2018, pp. 57–73.

					70  L. Schumacher, Niewolnictwo antyczne, Poznań 2005, p. 254.

					71  W. Rozwadowski, Prawo rzymskie. Zarys wykładu wraz z wyborem źródeł, Poznań 1992, pp. 89 and 249.
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				At this point, reference must be made to the European Parliament Resolution of 16 February 2017 with recommendations to the Commis-sion on civil law rules on robotics (2015/2103(INL)). The European Par-liament pointed out that Asimov’s rights, (according to which: a robot must not harm a human being or, by its failure to act, allow a human be-ing to be harmed, a robot must obey a human being’s orders unless they conflict with the First Law, a robot must protect itself as long as this does not conflict with the First or Second Law72 and a robot must not harm mankind, or by failing to act lead to harm to humanity) must be consid-ered as rights addressed to the designers, manufacturers and operators of robots, including robots with built-in autonomy and self-learning ca-pabilities, as these rights cannot be transformed into a machine code.

				The Parliament emphasised that, under the current legal framework, robots cannot be held liable for actions or failure to act which result in damage to third parties; whereas the current liability regime addresses situations where the cause of a robotic act or failure to act can be traced and attributed to a specific human actor, such as the manufacturer, opera-tor, owner or user, and where this actor could have foreseen the situation and prevented the harmful action of the robot; whereas, furthermore, manufacturers, operators, owners and users can be held liable on a strict liability basis for the action or inaction of a robot. Furthermore, under the current legal framework, product liability – where the manufacturer of a product is liable for its malfunction – and the regulations governing liability for harmful actions – where the user of a product is liable for the behaviour leading to the harm – apply to harm caused by robots or arti-ficial intelligence. However, where a robot can make decisions indepen-dently, the traditional rules will not be sufficient to establish legal liability for damage caused by this robot, as it will not be possible to identify on the basis of these rules the party responsible for providing compensation and requiring it to remedy the damage caused.

				The Parliament emphasized the need for ethical standards. In its view, the current EU legal framework should, where appropriate, be updated and supplemented with core ethical principles which would reflect the com-

				
					72  See: I. Asimov, Runaround, [in:] I. Asimov, The Robot Series, Volume I, 1942.
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				plexity of robotics and its many social, medical and bioethical implica-tions; and a clear, well-defined and effective ethical framework applicable to the development, design, manufacture, use and modification of robots is necessary to complement the legal recommendations contained in the report and the existing national and EU acquis. An appendix to the resolu-tion proposes a legal framework in the form of a charter including a code of conduct for robotics engineers, a code for ethical research committees reviewing robotics protocols and a licensing model for designers and users.

				At the same time, the recommendation indicates the need to regulate the liability of robots, assuming that civil liability for damage caused by a robot is a key issue which should also be analysed and addressed at the EU level. In the Parliament’s view, the development of robotics technol-ogy will require a greater understanding of the need for the common ground necessary in connection with combined human and robot ac-tivity, which should be based on two relationships of interdependence, namely predictability and controllability. The legal solution to the issue of civil liability for damage caused by a robot in cases other than mate-rial damage must not in any respect limit the type or extent of damage for which compensation can be obtained, nor should it limit the forms of compensation offered to an injured person solely because a non-human factor was the cause of the damage. The future legal instrument should be based on a thorough assessment by the Commission in order to de-termine whether strict liability or the risk-management approach should be applied, specifying that strict liability only requires proof of damage and a cause-and-effect relationship between the harmful functioning of the robot and the damage suffered by the person. The risk management approach does not focus on the person “who acted with negligence” as being individually liable, but on the person who can, in certain circum-stances, minimise the risk and take action with regard to the negative consequences. Liability itself should generally be proportionate to the level of instruction given to the robot and the degree of its autonomy, so the more learning capacity or autonomy the robot has and the longer it has taken to “train” the robot, the greater the liability should lie with the person providing that training. In the search for the person who is actually responsible for the robot’s harmful behaviour, the skills resulting from the robot’s “training” should not be confused with skills that depend 
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				strictly on the robot’s ability to learn autonomously. At least at the cur-rent stage of technological development, the responsibility must lie with the human and not with the robot. The proposal also includes compul-sory insurance, modelled on car insurance, but nevertheless stresses that, in contrast to road accident insurance, where human actions and errors are covered, an insurance scheme in the field of robotics should take into account all possible liability in the chain of dependency (such an insur-ance scheme could be supplemented by a fund so that damages in cases that are not covered by insurance can be remedied; it calls on the insur-ance sector to develop new products and types of offerings to match the level of progress in the field of robotics).

				The European Commission is to analyze and evaluate legal solutions, such as:

				a) creating, where appropriate and necessary with regard to certain categories of robots, a system of compulsory insurance whereby, as in the case of cars, the manufacturers or owners of robots would be obliged to take out insurance against damage potentially caused by their robots;

				b) ensuring that the indemnity fund is not only used to guarantee compensation in the event that the damage caused by a robot is not covered by insurance;

				c) allowing the manufacturer, programmer, owner or user of a robot to benefit from limitations on liability if they pay into the indemnity fund, and to take out joint insurance guaranteeing compensation in the event that the damage is caused by the robot;

				d) creating a general fund for all small autonomous robots, or creat-ing an individual fund for all categories of robots, and deciding whether the premium would be paid once at the time the robot is placed on the market, or paid periodically, over the life of the robot;

				e) ensuring that the link between a robot and its fund is made visible by means of an individual registration number to be recorded in a special EU register, which would enable all those coming into contact with the robot to be informed about the nature of that fund, the limits of liability in the event of damage to property, the names and functions of the individuals who contributed to the ro-bot and any other relevant information;
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				f) granting robots a special legal status in the long term, so that at least the most advanced autonomous robots can be given the status of elec-tronic persons responsible for repairing any damage they might cause, and possibly applying electronic personhood in cases where autonomous robots make decisions or interact independently with third parties.

				Today, the principles of liability are defined by the distinction formed, also in the legal sphere, between hardware and software. The potential danger posed by artificially intelligent machines increases when they be-come mobile. The design of artificial intelligence and cyborg technology or techniques will be important in creating a future in which artificial intelligence loyally and ethically works for humans. Of course, it is always possible for the law to regulate criminal or civil liability for misconduct, prohibited acts, but the dynamics of the development of artificial intelli-gence and robotics is far beyond the capacity of regulators and legislators. Under these circumstances, ethical principles, as dictated by consider-ations of public morality, will come into play. However, given the issue of differences in the various axiological systems around the world, de-terminations as to the moral issues involved in the operation of artificial intelligence are not and will never be easy.

				In 1997, G. Kasparov, one of the world’s greatest chess players, lost a game to Deep Blue, a specialized supercomputer programmed by IBM and constructed at a cost of $10 million. Although this fact has influenced thinking about the position of humans in cyberspace and cyber respon-sibility, it should be pointed out that today it is not man or machine that is the chess champion, but a team of humans and computers. Computers still perform actions that have been programmed, they lack intuition and creative invention. Fortunately, humans are strong at what computers are weak at, which creates a potential partnership.73

				
					73  E. Brynjolfsson, A. Mcafee, Race Against the Machine, Digital Frontier Press 2012, p. 61.
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				3. The ICT network – a place of responsibility and the subject of protection

				Any sufficiently advanced technology is indistinguishable from magic.

				Arthur C. Clarke, 1962

				The modern world is based on economic turnover in the form of goods, services and money, as well as information. Information has acquired a whole new meaning in society, as it is both a currency and a commod-ity in separate digital circulation. This has happened because new forms of communication – mobile phones, e-mail, the Internet74 – have made it 

				
					74  The Internet originated in 1969 in the United States on the backbone of the ARPANET network developed and established in 1969 by Bolt, Beranek, and Newman at the request of the Advanced Research Projects Agency (ARPA; the Advanced Research Projects Agency of the US Department of Defence). The AR-PANET network connected contractors from universities, the defence industry and the military. It was set up to facilitate research on the dissemination of in-formation. See: P. Gilster, The Internet Navigator, New York 1993, p. 52. Its main purpose was military applications. The ARPANET is considered to be the ancestor of today’s Internet. It was based on an experiment commissioned by ARPA, which was in charge of coordinating scientific research for the army. This experiment was intended to “investigate the possibility of building a computer network without a distinguished central point which could function even though some part of it was damaged. To ensure the high reliability of the ARPANET, a technique called dynamic path selection was used. If one of the lines of the network was broken (e.g. as a result of enemy action), all the connections previously using that path would be automatically reconfigured to reach the target via other, functioning lines. K. Kluczyna, ABC... Windows 98, Kraków 1999, p. 19. The experimental ARPANET was so successful that many of the organisations connected to it began to use it for daily information exchange. In 1975, ARPANET was renamed from experimental to operational and the administration of the Network was outsourced to the De-partment of Defence Communications Agency (DCA). At that time, the innovative IMP protocol was used for communication on this network, later changed to the NCP protocol, from which a whole family of TCP protocols was subsequently de-veloped, enabling reliable and very fast data transfer between stations hundreds or thousands of kilometres apart. In this way, TCP became the dominant protocol in Internet communication. The ARPANET network originally used several different 
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				simpler and faster to reach the recipient directly. It is safe to say that an ICT 

				
					ways of identifying computers, and it was only through the work of Jon Postel in the early 1980s that they were unified in their current form. In 1982–1983, Postel also created the second basic pillar of the Web and the DNS system, which links computer IP numbers to hierarchically constructed Internet domain names. 1983 was a landmark year in the history of Internet development, as it was then that the new network protocols which form the basis of today’s network, the so-called TCP/IP (Transmission Control Protocol/Internet Protocol), were introduced. The inten-sive development of the ARPANET network spurred its split. Military-related in-stitutions started to operate through the MILNET network, while the ARPANET took on research related to computer networks. The division of the network that took place in 1983 is the actual date of birth of the Internet for most people. The Internet is therefore used by all other users not associated with the military. This is when the term Internet began to be commonly used from the name of the IP protocol to refer to the two networks connected together. In 1983, the TCP/IP pro-tocols were adopted as Military Standards. In 1989, when the ARPANET project was abandoned, universities and scientific organisations took over the Internet. Commercial institutions and private individuals also began to see the benefits of using the Web, especially in view of its rapid growth. Although this was temporar-ily impeded by the National Science Foundation’s ban on the use of the Internet for commercial purposes, the ban was lifted in 1991, allowing a wider range of users to access the Web. Since then, the medium has also become a means of advertising or commerce, i.e. commercial activities. In the same year, 1991, physicist D. Connolly, wanting to share the results of his research with others concerned with particle physics, laid the foundations for HTML. In 1993, the first graphical Web browser called Mosaic was written. A year later, its co-developer M. Andreessen founded the Netscape Communications Corporation in California. Soon after the commer-cial version of the browser was released, the company brought out the advanced Netscape Commerce Server. In addition to the standard sharing of web pages with other users, it also offered the possibility of sending information via a secure en-crypted connection. Thus, also confidential data could be sent via the Web. This gave a new use to the Internet and new impetus for its further development. Today, all reputable social institutions and organisations have websites, and e-mail is one of the most popular forms of information exchange. There are various initiatives to exchange data – text, sound or video – on the Web. The constant development of Internet technologies and the increase in the number of users of the Web make this a medium with great prospects. The Internet is certainly the medium of the 21st century. Poland joined the ICT network system in 1991. The first connection took place on 17 August of that year. Initially, the Internet was exclusively an academic network, used for the needs of universities. At the time, the only operator of the Network was the NASK (Pol. Naukowa i Akademicka Sieć Komputerowa, Scien-
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				network is any kind of software, supported by devices that have access to it, which enables the user to search, create, share and exchange data and information (digital content) through network access. The ICT network is developing incredibly rapidly. This is exemplified by the proliferation of network access capabilities in the form of mobile phones, which have gone from being a basic communication tool in the 1980s, to handheld computers in less than thirty years, now exchanging masses of informa-tion in fractions of seconds. Nowadays, even pieces of jewellery such as watches or belts collect information about the wearer and send it on via the ICT network. This state of affairs – the proliferation of ICT networks and the continuous “technology boom” – has led to the emergence of the information society. It should be pointed out that the information society – the global village – is not a creation with clearly defined boundaries. The circulation of digital content via ICT networks is seemingly unlimited and uncontrolled. As the information society and the ICT network interact, co-create and profoundly interpenetrate each other, it can be stated that ac-tions taken in cyberspace have their effects in the real world and vice versa 

				
					tific and Academic Computer Network) institution, initially operating within the University of Warsaw. In December 1993, it became an independent Research and Development Unit subordinate to the Committee for Scientific Research. The years 1994–95 saw a slow expansion of the Network beyond the academic environment. However, the offer of commercial Internet access for institutions and individuals was not very attractive at the time: prices were extremely exorbitant and access was provided only via a telephone line. This meant that there were few Internet users recruited from outside academia at the time, and the use of the medium was limit-ed to e-mail and newsgroups. A breakthrough for the development of the Internet in Poland came with the “Internet in Poland” conference organised in Warsaw in September 1995. Interest in the Web began to grow among the public, especially in commercial circles. In view of such interest, in June 1996 Telekomunikacja Polska S.A. launched access to the Net, at the same time offering the use of fixed lines, without the need to dial a number (the growth took place after Polbox launched the first server for free postal accounts in December 1996). Thus, there has been an irreversible development trend of an ever-increasing number of institutions, companies and individuals connecting to the Web and using its constantly ex-panding services. The Internet is becoming more accessible and widespread, and the competition of companies offering connection to it is also making prices lower and lower. The drop in prices in turn encourages more institutions and individuals to use the services of this medium. 
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				– functioning in everyday life is one of the basic elements of cyberspace. Thus, the information society exists on two levels – in two spaces. One is the real space; the other is the newly developed cyberspace. Functioning in the real space, it is possible to predict the specific threats that society will encounter. In the case of cyberspace, which is a relatively young en-vironment that is developing very rapidly, it is not possible to give a finite catalogue of the threats that the information society will face as it moves through the ICT network. The presence of the information society in an ICT network also gives rise to the phenomenon of the transparency of the individual, which means that the activity of a particular information society entity can be traced without problems, which increases their vulnerability to the phenomenon of cybercrime.75

				The existing body of literature on computer science offers different definitions of the ICT network, the Internet, but they all have a common element: they describe the medium as a computer network. According to P. Gilster, the Internet is a huge network that entwines computer centers around the world.76 It is the largest computer network, but its size is diffi-cult to determine. Indeed, it is not so much a single network as a network of networks, and networks and their sub-networks are constantly com-municating with each other. It is a distributed network, as throughout its scale there is no distinguishable focal point overseeing its work in any way. Each fragment of the network of any size is capable of independent operation.77 According to T. Kołodziejczak and J. Zieliński, the Internet is referred to as the “worldwide computer network.” It is also referred to as a “network of networks” as it is made up of smaller networks, local and wide-area, interconnected in various ways: by special cables, telephone lines and modems, satellite links, optical fibres.78

				
					75  J. Sobczak, Społeczeństwo informacyjne w dobie globalizacji, [in:] Demo-kracja w dobie globalizacji, Vol. 2, Aspekty teoretyczne, M. Domagała, J. Iwanek (eds.), Katowice 2008, pp. 52–79; idem: Problemy społeczeństwa informacyjnego w dobie globalizacji, [in:] Bariery rozwoju na progu XXI wieku. Wybrane proble-my, T. Wallas (ed.), Warsaw 2007, pp. 193–213.

					76  P. Gilster, The Internet Navigator, New York 1993, p. 51.

					77  A. Michałowska, S. Michałowski, Ćwiczenia z Internetu, Warsaw 1997, p. 8.

					78  T. Kołodziejczycz, J. Zieliński, Podstawy informatyki dla uczniów szkół średnich, Warsaw 1999, p. 197.
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				The inability to determine the size of the Internet is due to the fact that there is no place where all the computers connected to it are regis-tered.79 S.L. Nelson defines the Internet as a collection of networks using the same language or, in other words, the same protocol.80 S. Juszczyk de-scribes it as a dynamically developing new teaching medium, enabling the highest level of interaction and global communication.81 A more detailed definition is provided by J. Bednarek. According to him, it is a global com-puter network based on the TCP/IP communication protocol; it is the largest computer network in the world, composed of a huge number of smaller networks. It connects computers on all continents, enables the exchange of information and services, and provides access to a huge and constantly growing pool of information from all over the world.82

				Thanks to the Internet, it is possible for all kinds of private and gov-ernmental institutions, universities, schools, libraries, companies and individual Web users from all over the world to communicate with each other. The Internet is not centrally managed. All elements are organized independently of each other and are divided into successive sub-net-works.83 Each of these sub-networks may consist of different computers, which means that each can be a kind of owner of a piece of the Internet and is governed by its own rules. An important feature of the Internet is that its vast and ever-expanding resources can be used via direct access. This opens up the possibility for a variety of uses. The ICT network was created to integrate the information resources stored on different com-puters and to enable communication between them.

				The Internet is a state-of-the-art medium, characterized by a high degree of development, which is among its greatest advantages. This development is not only quantitative (spatial coverage, increase in the number of computers connected to the Internet and the number of us-

				
					79  K. Kluczyna, ABC... Windows 98, Kraków 1999, p. 19.

					80  L. Nelson, Microsoft Internet Explorer 5 PL. Przewodnik od A do Z, War-saw 1998, p. 12.

					81  S. Juszczyk, Edukacja na odległość. Kodyfikacja pojęć, reguł i procesów, Toruń 2002, p. 126.

					82  J. Bednarek, Media w nauczaniu, Warsaw 2002, p. 301.

					83  Z. Nowakowski, W. Sikorski, Informatyka bez tajemnic, part I, Obsługa mikrokomputerów, Warsaw 1998, p. 181.
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				ers), but also qualitative (technological development). What is an invalu-able advantage of the Internet is its speed. Regardless of the speed of the connection, the Internet is still the fastest communication technology for sending audio, text or video files. Electronic mail has the advantage of instant transmission over traditional mail and, in addition, offers the possibility of sending, without the consumption of paper, texts or digital photographs and films. Instant messengers are the latest generation of telephone communications, but they have the advantage over traditional ones that other, non-sound files can be attached to them. One advantage of the information posted on the web is its timeliness. The Internet has a wide range of means of expression. Its diversity is an important feature. Examples of innovative uses of the technological possibilities of the Web are: digital libraries (providing online information, not only textual, for distance learning); digital video (providing the possibility of video con-ferences or live broadcasts); telemedicine (a project for a wide range of applications, e.g. interactive echocardiography or magnetic resonance imaging of the brain), virtual laboratories (allowing scientists working in a distant location to exchange notes on a visualised simulation) or e-commerce (online retailing).84

				The modern world is based on the exchange of information, interper-sonal communication and the individualisation of messages. Information has taken on a whole new meaning, having become an important factor in digital circulation. Access to sources of knowledge has become easier. This state of affairs has led to the emergence of new concepts in the legal field, such as the ICT network and cyberspace. An ICT network can be defined by synthesising two legal concepts contained in Polish legislation, namely: an ICT system and a telecommunications network. The defini-tion of an ICT system is set out in the Act of 18 July 2002 on the provision of services by electronic means.85 According to this definition, an ICT system is “a set of cooperating information devices and software that ensures processing and storing as well as sending and receiving data via

				
					84  J. Bednarek, Społeczeństwo informacyjne i media w opinii osób niepełno-sprawnych, Warsaw 2005, pp. 223–224.

					85  Act of 18 July 2002 on the provision of services by electronic means (Jour-nal of Laws of 2020, item 344).
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				telecommunication networks with the use of a telecommunication end device appropriate for a given type of network,” while the notion of a tele-communication network is defined in the Act of 16 July 2004, Telecom-munications Law.86 According to this Act, a telecommunications network is understood as “transmission systems and switching or routing equip-ment, as well as other resources that enable the transmission, reception or transmission of signals by means of wires, radio waves, optical waves or other means using electromagnetic energy, regardless of their type.”87

				It should be pointed out here that the definition of an ICT sys-tem under the provisions of the Act on the provision of services by electronic means is identical to the definition adopted in the Act on computerisation,88 which regulates civil law relations in electronic com-merce. The definition of an ICT system contained in the Act on the provi-sion of services by electronic means is of a systemic nature. The legislator refers to it in the content of Article 3(3) of the Act on the informatisation of entities performing public tasks,89 as well as accepts this definition in the Telecommunication Law. The Telecommunication Law, however, provides terms that constitute the defining part (definiens) of the notion of “information and communication system.” In order to determine the scope of this notion, it is important to establish the meaning of the terms: “telecommunication network” and “telecommunication end device.” One component of an ICT system is a telecommunication end device, thanks to which it becomes possible to send and receive a signal. Signal trans-mission is possible, however, through the use of a telecommunications network, with which the ICT system communicates by means of an ap-

				
					86  Act of 16 July 2004, Telecommunications Law (Journal of Laws 2022, item 1648).

					87  Art. 2 t.l.

					88  Information and communication system – a set of cooperating informa-tion devices and software that ensures processing and storing as well as sending and receiving data via telecommunication networks with the use of a telecom-munication end device appropriate for a given type of network, within the mean-ing of the Act of 16 July 2004 – Telecommunications Law (Journal of Laws of 2022, item 1648).

					89  Act of 17 February 2005 on the informatisation of the activity of entities performing public tasks (Journal of Laws of 2023, item 57).
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				propriate protocol. A telecommunications network, like an ICT system itself, is defined as interconnected transmission systems and switching or routing devices, as well as other resources, including inactive network elements, which make it possible to send, receive or transmit signals by means of wires, radio waves, optical waves or other means using electro-magnetic energy, regardless of their type.90 The end device is the element of the ICT system thanks to which it is possible for devices to commu-nicate with each other and also to mark them with electronic addresses. The legislator defines it as a telecommunication device intended to be connected directly or indirectly to network terminals.91 An ICT system should be understood as “a number of technical devices (more than one), the task of which is to process separable portions of information describ-ing or representing a selected aspect of reality (data), to which software is functionally connected, understood as a written (fixed in any form) set of algorithms and procedures enabling regular use of the above-mentioned technical devices (use).”92 This functional connection of a set of devices and software is to ensure processing and storing, as well as sending and receiving data by means of telecommunication networks.93 An ICT sys-tem is built of components that process data using a computer. An ICT system has several important components, i.e. hardware, including com-puters, and other devices used to receive information from outside, such as cameras or scanners. The system can also be enriched with robots or devices that are connected to and controlled via the network. Another element of an ICT system is software and all related applications. An ICT system comprises a set of cooperating devices, the mutual communica-tion of which is also dependent on connection to a telecommunications network, while an IT system will be any computer network.94

				
					90  Art. 2, p. 35 t.l.

					91  Art. 2 p. 43 t.l.

					92  P. Waglowski, Informacja handlowa – wstęp do problematyki, http://www.vagla. pl/skrypts/Informacja_handlowa.htm (accessed: 10 November 2018).

					93  P. Waglowski, Adres elektroniczny, http://prawo.vagla.pl/skrypts/adres_elektroniczny.htm (accessed: 10 November 2018).

					94  See: P. Polański, Prawo Internetu, Warsaw 2008, p. 27.
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				4. The computer as an object of protection and a means 

				of cyber threat

				In the 1960s, with the development of new technologies and their use for criminal purposes, the need arose to define a group of acts that involve the use of a computer to infringe legal interests traditionally subject to criminal law protection. The doctrine that described this phenomenon began to use terms such as computer crime or computer-related crime.95 Originally, the term computer crime was understood in two ways. Firstly, it referred to a group of acts that boiled down to the use of a computer to infringe any legal good subject to the protection of criminal law. In this view, the computer was the object or setting of the attack. Secondly, the term was used to describe offences committed by persons with high skills and knowledge in the field of electronics or computer science. In the latter view, the possession of specific knowledge and skills by the per-petrator was regarded as an essential element of computer crime. It was also for this reason that there were proposals to use the term computer crime explicitly, referring to a scientific discipline dealing specifically with information processing technologies as well as technologies for the production of information processing systems.96 Criminologists as well as criminal law dogmatists have repeatedly attempted to strictly define and name crimes committed with the use of modern computer technol-ogy. H.J. Schneider defined the term as: “offences in which electronic data processing devices are used as instruments of crime or in which such devices are the object of attack.”97 In a similar manner, the analyzed notion is defined by J.J. Jakubski, for whom computer crime is a crimi-nological phenomenon encompassing all criminal behaviour related to the functioning of electronic data processing, which directly harms the processed information, its carrier and object in the computer and in the whole system of computer connections, as well as the computer hardware 

				
					95  A. Adamski, Prawo karne komputerowe, Warsaw 2000, p. 30.

					96  M. Siwicki, op.cit., p. 10.

					97  Ibidem, p. 11, as cited by: H.J. Schneider, Kriminologie, Berlin–New York 1987, p. 48.

				

			

		

	
		
			
				

			

		

		
			
				II. Cyber liability – objective and subjective scope

			

		

		
			
				itself and the rights to the computer programme.98 In Kryminalistyka from 1996, B. Hołyst quotes D.B. Parker’s definition of computer crime: “acts resulting in loss, damage or harm for which data processing systems have been used.”99

				The first initiative on computer crime in Europe was the Council of Europe Conference on Forensic Problems of Economic Crime, which took place in Strasbourg in 1976, where, among other things, several cat-egories of computer crime were discussed. One of the first definitions of computer crime was provided in the 1989 Comprehensive Descrip-tion of Computer Crime, the main author of which was D.B. Parker – “Criminal Justice Resource Manual on Computer Crime.” In its contents, computer crime was defined in a broader sense as “any illegal activity for which knowledge of computer technology is necessary for success-ful prosecution.”100 Following an international study of the legal aspects of computer crime conducted in 1983, computer crime was consistent-ly defined as “any unlawful activity for which knowledge of computer technology is necessary for its commission.”101 In contrast, the definition promoted by U. Sieber following the work of the OECD Committee of Experts in 1986 considers computer crime to be “any unlawful, unethical and unauthorised behaviour referring to the process of processing and transmitting data.”102 The significant generality of this definition proved very beneficial as it did not limit its application despite technological and legal developments. The result of the work of the Council of Europe Committee of Ministers was Council of Europe Recommendation R(89) 9, which obliged CoE member states to introduce in the content of their criminal codes provisions prohibiting:

				
					98  K.J. Jakubski, Przestępczość komputerowa – podział i definicja, “Przegląd Kryminalistyki” 1997, No. 2, p. 31.

					99  B. Hołyst, Kryminalistyka, Warsaw 1996, p. 241.

					100  D.B. Parker, D.C. Smith, G.W. Turner, S. Sherizan, Computer Crime: Criminal Justice Resource Manual, Washington 1989, p. 2.

					101  Ibidem, p. 3.

					102  U. Sieber, Computercriminalität und Strafrecht, Köln 1977; idem: The In-ternational Handbook on Computer Crime. Computer – Related Economic Crime and the Infringement of Privacy, Chichester–New York–Toronto–Singapore 1986; idem, Przestępczość komputerowa a prawo karne informatyczne w międzynaro-dowym społeczeństwie informacji i ryzyka, “Przegląd Policyjny” 1995, No. 3, p. 6.
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				computer fraud – actions which consist in introducing, altering, deleting computer data or computer programmes or otherwise interfering with the processing of data which affects the result thereof, with the intention of gaining an unlawful advantage for oneself or for another person, or causing financial or material loss to another person;

				computer forgery – actions that result in introducing, altering, deleting computer data or computer programmes or otherwise interfering with the processing of data in a manner and under con-ditions which, as established by law and committed in relation to a traditional object, constitute the offence of forgery;

				destruction of data or computer programmes – actions that lead to unlawful deletion, damaging, deterioration or deletion of computer data or computer programmes;

				computer sabotage – actions which consist in introducing, altering, deleting computer data or computer programmes or interfering with the operation of computer systems with the intent to hinder the functioning of a computer or telecommunication system;

				unauthorised entry into a computer system, so called hacking – actions which consist in unlawfully gaining access to a computer system or network by breaching security measures;

				network eavesdropping – activity which consists in the unlawful interception of communications to, from and within a computer system or network carried out by technical means;

				unlawful copying, distribution or publication of protected com-puter software – acts which consist in the reproduction, distribu-tion or communication to the public without the right to do so of a legally protected computer programme;

				unlawful copying of semiconductor topographies – actions which consist in unlawfully copying the topography of semiconductor chips, or in trading or transporting for that purpose a product manufactured with topography.103

				The 1995 Council of Europe Recommendation regarding criminal procedure related information technology uses the term “computer-re-

				
					103  J. Kosiński, op.cit., pp. 36–37.
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				lated offences.”104 They are defined as including any offence where the investigating authorities have to access information processed or trans-mitted in computer or electronic data processing systems.105

				According to W. Gogołek, the classification of threats in cyberspace falls into seven categories that relate to computer and network-related activities: 

				“protocol failures – the use of loopholes in the set of rules control-ling the exchange of information between two or more independent devices or processes.

				stealing passwords – methods that consist in obtaining network access passwords;

				information leakage – an attacker obtains information available only to the administrator;

				social engineering – exploiting the incompetence of people having access to an ICT system;

				authentication failures – destroying the mechanism used for au-thorisation;

				bugs and back doors – the use of software from illegal sources or using the system without special permissions;

				denial of service – paralyzing the use of the system by users.”106

				According to D.B. Parker, computer crime involves “acts resulting in the loss, damage or harm for which data processing systems have been used.”107 He divides such crime into the following types:

				alteration of a computer programme;

				theft of copies of computer software by using the telephonic me-dium;

				theft of computer software in the form of punched cards, magnetic tape;

				
					104  Recommendation No. R(95)13 of the Committee Ministers to Member States concerning problems of criminal procedural law connected with infor-mation technology.

					105  J. Kosiński, op.cit., p. 38.

					106  W. Gogołek, Manipulacja w sieci, [in:] Manipulacja, media, edukacja, B. Simieniecki (ed.), Toruń 2007, p. 321.

					107  D.B. Parker, D.C. Smith, G.W. Turner, S. Sherizan, op.cit., p. 2.
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				destruction of customer address data, thus creating so-called anon-ymous accounts; 

				destruction of data stored on magnetic media;

				Destruction of equipment by arson, explosion or striking with heavy tools.108

				When analyzing the definition of cybercrime, it is worth identifying the methods of criminal activity, which include:

				data destruction, which is the simplest, most dangerous and most common method of committing computer crime; it consists in al-tering data before or during its entry into a computer; the alteration can be done by anyone with access to the processors of creating, re-cording, transmitting, encoding, examining, checking, transform-ing and processing data, which are finally entered into a computer; potential perpetrators of data destruction are employed in various professions dealing with data processing, e.g. as participants in transactions, data preparers;

				Trojan horse – the essence of this method boils down to the in-sertion of illegal computer instructions into a programme in such a way that the computer will also perform the inserted operations, with the intended goals of the programme usually being feasible; this is the most common method of perpetrating fraud and sabo-tage based on computer software, as computer programmes are constructed loosely enough to leave room for the incorporation of these instructions; so-called “computer viruses” have become a popular topic; computer viruses are programmes the dissemina-tion of which is comparable to an infection; they perform specific functions; the differences between a Trojan horse and a virus are:

				a Trojan horse does not spread in the same way as a virus and only works where it has been introduced, so when discovered it can be removed;

				the removal of the virus from one location does not have the desired effect; eradication can be effective when its spread is discovered;

				
					108  See: B. Hołyst, Kryminalistyka, Warsaw 1996, p. 241.
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				in the case of a Trojan horse, the perpetrators must be sought among those authorised to change the programme, whereas the circle of those introducing the virus is unlimited – the place of its occurrence may be completely different from the place of the first manipulation;

				salami method – this is a form of crime that involves stealing small sums of money from various sources, e.g. in the banking system, in the settlement of deposits payable on demand; several hundred accounts are reduced by 10–20%, and this money is transferred to and taken from a privileged account; the success of the fraudulent operation relies on the fact that the customer loses so little that he or she does not demand an explanation; one of the types of the salami method in the financial system is referred to as rounding fraud; the profit from rounding is made when a large number of accounts are multiplied over the years; potential perpetrators are programmers of the financial system;

				super-zapping – is the illegal use of utility software by altering, destroying or revealing data on a computer; utility software is a dangerous tool if used by criminals;

				raised doors – when developing operating systems, program-mers use the practice of activating devices that detect and locate bugs or interruptions in a computer or a programme; these allow breaks in the code to incorporate an additional code and illegally create production opportunities;

				time bombs – computer programmes that are implemented in a timely or periodic manner in a computer system; they specify conditions or states of the computer which facilitate the com-mission of illicit acts; in a certain case, secret instructions (Tro-jan horse) were introduced into the computer operating system and executed at a later time as so-called time bombs;

				asynchronous attacks – a method of taking advantage of the non-simultaneous functioning of the computer’s operating sys-tem; most computer systems function in an asynchronous man-ner, taking into account the services that need to be provided for the various programmes within the computer system; the poten-
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				tial perpetrators of the crime are advanced system programmers and computer operators;

				purging – this consists in obtaining information that may be left behind after a job has been done; simple purging may in-volve searching through waste bins to find copies or abandoned strips (tapes) of carbon paper; more advanced methods include searching for data contained in the computer;

				data leakage – a broad set of computer-related crimes resulting in the deletion of data from a computer system or equipment;

				piggybacking and role impersonation – this involves unauthor-ised access to protected objects; this occurs when a computer is encrypted and an unauthorised person gains access next to or behind an authorised person; in this situation, the computer cannot distinguish between an authorised and unauthorised user; role impersonation, on the other hand, involves pretend-ing to be another person; the verification of an authorised user involves bringing in a combination, e.g. a secret password, fin-gerprint, hand configuration, voice, etc;

				eavesdropping – this method is not widely used, as other meth-ods are easier and cheaper;

				simulation and modelling – this is the use of a computer as a tool for planning or controlling crime, e.g. simulating the pro-cess of determining the possibility of success of a planned crime; potential perpetrators are programmers, experts in simulation modelling, employed in positions that allow them to participate in large, complex embezzlements.109

				The proposal for an International Convention on Cybercrime and Terrorism drafted by Stanford University in 2000, defined cybercrime as “an action carried out against any computer or network of computers used to relay, transmit, coordinate or control communications of data and programmes, which is classified as an offence punishable under this Convention.”110 In turn, a 2001 communication from the European Union 

				
					109  B. Hołyst, op.cit., pp. 243–250.

					110  See also: the Council of Europe Convention on Cybercrime, drawn up in Budapest on 23 November 2001 (Official Journal of 2015, item 728).
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				Commission describes computer crime in a broader sense, as “any offence that involves the use of information technology in one way or another.”111 The communication distinguishes between computer-related offences and traditional computer-related offences.112 In the Polish legal system, regulations related to computer crime are not gathered in a single nor-mative act. Computer-related offences can be classified in a systemic ar-rangement into two basic groups: offences specified in the provisions of the special part of the Penal Code and offences regulated under the penal provisions of individual acts.

				A very important normative act that regulates the issues related to computer crimes in cyberspace is the Act of 4 February 1994 on copyright and related rights.113 A computer programme is the subject of copyright law just like any other work within the meaning of this Act. Protection is granted to all programmes that fulfil the prerequisites established by the Act, i.e. they are a manifestation of creative activity of an individual character and are established in any form. The purpose of a computer programme and its value are irrelevant, as the legislator has guaranteed authors of these works protection analogous to authors of literary works. Moreover, taking into consideration their specific character as well as the ease of copying, the legislator has adopted several regulations which increase their protection against software piracy.114

				5. Legal protection of digital content – responsibility for digital

				content and consumer rights

				Digital content is another concept that is important for analysing what cyber liability is in the context of the subject of protection and the prob-lems that come up with defining it in the economic field. Similarly, when talking about the market for digital services and liability for their provi-

				
					111  Communication from the Commission to the European Parliament, the Council and the Committee of the Regions towards a general policy on the fight against cybercrime, Brussels 22 May 2007. COM(2007) 267 Final.

					112  J. Kosiński, op.cit., p. 41.

					113  (Journal of Laws of 2022, item 2509).

					114  M. Nowak, Cybernetyczne przestępstwa – definicje i przepisy prawne, http://www.ebib.pl/2010/113/a.php?nowak (accessed: 19 November 2018).
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				sion, a fundamental concept that needs to be clarified is that of “digi-tal content.” Originally, the definition of digital content was included in a Proposal for a Directive of the European Parliament and of the Council on certain aspects concerning contracts for the online and other sale of goods,115 according to which digital content means data, produced and supplied in digital form, regardless of whether its characteristics have been specified by the consumer, including visual, audio, picture or written content, digital games, software and digital content, which make it pos-sible to personalise existing hardware or software. However, this defini-tion does not include:

				financial services, including online banking services,

				electronic legal or financial advice,

				electronic health services,

				electronic communications services and networks, and associated resources and services, 

				gambling,

				the creation of new digital content and the amendment of existing digital content by consumers or other forms of interaction with other users’ departments.116

				Of course, this definition may be set out in different ways by national legislators. For example, in Polish legislation, the Act of 30 May 2014 on consumer rights117 defines a new category of digital content as a “good.” Thus, according to Article 2(5) of this Act, digital content means data produced and delivered in digital form. Until now, the law only referred to physical objects delivered to the consumer and to services provided in terms of liability.118

				
					115  Proposal for a Directive of the European Parliament and of the Council on certain aspects concerning contracts for the online and other sale of goods. COM(2015) 635 final 2015/0288 (COD) Brussels, 9 December 2015. COM(2015) 635 final 2015/0288 (COD).

					116  European Commission’s proposal of 20 October 2011. Regulation of the European Parliament and of the Council on a Common European Sales Law, COD (2011) 284, COM (2011) 635 final.

					117  Act of 30 May 2014 on consumer rights (Journal of Laws of 2020, item 287) – hereinafter a.c.r.

					118  Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of information society services, in particular 
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				Today, digital content is an inseparable and significant part of the daily interactions that Web users engage in. Digital content is data from which, with the help of appropriate software and hardware, information can be derived after processing. Examples include any information contained in the form of electronic files, such as e-books, computer programmes, applications for mobile devices, music, film files and photographs. The online distribution of digital content via audio-visual media services is cross-border by definition. It benefits its producers and creators, their heirs, but above all it benefits the recipient – the consumer – the user of the service. Digitisation processes and the global availability of digital content contribute to increasing access to reliable sources of knowledge, to resources that have so far been forgotten, not excluding those in the public domain, and to new resources based on archives. When we talk about digital content, the thought of the need to protect it, the necessity of securing its ownership on the Web naturally springs to mind. With the development of new technologies, a special type of property, intellectual property, becomes particularly important. Its protection conceals an ex-tremely important developmental aspect connected not only with the features of creativity itself in very many areas of human activity, but also with a strictly defined material and moral benefit vested in the entitled subjects. The protection of intellectual property has an economic aspect. According to A. Potempa, “intellectual property refers to various cre-ations of the human mind, such as inventions, literary and artistic works and symbols, names, graphics and designs used in the broadly defined 

				
					electronic commerce, in the Internal Market (Directive on electronic commerce) (Official Journal of the European Communities L 178 of 17 July 2000, p. 1; Of-ficial Journal of the European Union Polish special edition, Chapter 13, Vol. 25, p. 399), which regulates all information society services, i.e. services provided via the Internet, Directive 2011/83/EU of the European Parliament and of the Council of 25 October 2011 on consumer rights, amending Council Directive 93/13/EEC and Directive 1999/44/EC of the European Parliament and of the Council and repealing Council Directive 85/577/EEC and Directive 97/7/EC of the European Parliament and of the Council Text with EEA relevance (OJ L 304, 22 November 2011, p. 64–88) Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification and trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC (OJ L 257, 28 August 2014, pp. 73–114).
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				economy. It includes both creations and signs applied for the purposes of economic activity (industrial property), as well as works subject to copy-right, i.e. works of a scientific, literary and artistic nature.”119 The above definition shows that intellectual property is closely related to the pro-cesses of creation, development and use of acquired knowledge, as well as being the result of human creativity and inventiveness and any inventions constituting the subject of economic turnover. Thus, on the one hand, we have the media industry, the audio-visual market for media services, on the other hand, the market for services related to the distribution and any other use of digital content.

				In December 2015, the Commission issued a Communication to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions towards a modern, more European copyright framework.120 In this document, the European Com-mission identified three objectives for the necessary regulation:

				supporting the efforts of copyright holders and distributors to reach an agreement on licences that allow cross-border access to digital content (mediation and similar alternative mechanisms for resolving potential disputes are to be instruments for such objec-tives);

				facilitating the digitization of works which are not in the market and making them available, including across the EU;

				increasing the cross-border distribution of television and radio pro-grammes.

				In the context of permitted public use, the Commission identified three areas of regulatory intervention: the cross-border use of digital content in education, in the field of scientific research and for the pres-ervation of cultural heritage.

				
					119  The author quotes the definition formulated by the World Intellectual Property Organisation. See: A. Potempa, Zarządzanie prawami własności inte-lektualnej i ich wycena w przedsiębiorstwie, [in:] Własność intelektualna w dzia-łalności przedsiębiorców, U. Promińska (ed.), Łódź 2010, p. 121.

					120  Communication of the Commission to the European Parliament, the Council, the European Economic and Social Committee and the Commit-tee of the Regions towards a modern, more European copyright framework. COM/2015/0626 final.
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				In this new context of copyright regulation, one of its objectives is to guarantee remuneration to copyright holders for the cross-border use of online digital content, to protect press publishers who face difficulties in licensing their online publications (this regulation may affect the funda-mental right of access to information), and to introduce new negotiation/mediation rules for licensing digital content. With regard to the avail-ability of audio-visual works on video-on-demand platforms, a rule on the organisation of negotiations has been applied, with the mechanism for conducting negotiations to be developed at the Member State level. For content remaining outside of commercial circulation, the principle of extending the scope of negotiation to all rather than selected works of this type was adopted. For the use of works and other protected subject-mat-ter to be used in digital and cross-border teaching activities, some discre-tion is left to the Member State, which can decide on the application of permitted public use depending on the possibility of obtaining a licence. For the use of digital content for research purposes, free use has been limited to a specific circle of actors. In the case of cultural heritage pres-ervation activities, a rule has been introduced to make it compulsory for cultural institutions responsible for the preservation of cultural heritage to provide copies of the work for the purpose of preserving the content. However, the use of exceptions to the need for authorisation set out here has been limited to a few situations. The use of digital content must con-cern: 1) works carried out by scientific research institutions for scientific purposes (Article 3); 2) this use may only take place for the purpose of il-lustration as part of teaching (Article 4) and 3) cultural institutions which have the task of preserving cultural heritage must make copies of works and other protected objects which form their collections to the extent necessary for their preservation (Article 5). Article 7 of the proposal for a directive introduces rules for the use of works which are not in com-mercial circulation by cultural institutions. Thus, Member States were required to ensure that a collective management organisation decides on behalf of its members to grant a non-exclusive licence to cultural institu-tions for non-commercial use for digitisation, distribution, communica-tion to the public or making available out-of-commerce. The subject mat-ter of the licence could be collections for which a non-exclusive licence has been granted for its extension or which are presumed to involve the 
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				same category of rights as those covered by the licence and which are not represented by collective management organisations, provided that: (A) the collective management organisation represents the copyright hold-ers; (B) equal treatment is guaranteed to all copyright holders, in relation to the terms of the licence; (C) all copyright holders may at any time claim recognition of the protected subject matter as works in commer-cial circulation and exclude the application of the licence. In the case of cinematographic or audio-visual works, the regulations of the country in which the producer’s seat or habitual residence is located apply. Recital 27 of the proposal for a directive indicates that digitisation projects may entail significant investment and it is therefore understood that cultural institutions, as copyright holders, may generate licensing revenue under the mechanisms discussed here to cover the costs of licences and the costs of digitising and disseminating works.121

				The above-mentioned construction seems obvious when it comes to the regulation of the content transmitted as part of audio-visual activi-ties. Doubts arise, however, when the question arises as to what matters of audio-visual policy within the framework of cultural activity, including digital content (also with regard to its protection and the conditions of its transmission) taking into account such values as public morality, national identity or other public interest objectives, which are also implemented through regulation of the media market, should still remain within the competence of the Member States themselves, and to what extent certain elements of audio-visual policy forming part of the digital single market should be subject to an EU concept. The convergence of the social media makes us wonder how the responsibility system should be shaped in the situation when the traditional roles of its users begin to intermingle. It should be remarked that in documents referring to copyright issues, the EU legislator uses the concept of work or content, while the material scope of future regulation in the digital single market covers a broader context, which also includes infrastructure (hardware) and digital content and services (software). So far, important questions have arisen about the limits of subjecting content to infrastructure regulation, where market 

				
					121  For more details see: K. Chałubińska-Jentkiewicz, Prawna ochrona treści cyfrowych, Warsaw 2022, p. 367 et seq.
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				rationing is the dominant issue. The new direction appears to be the op-posite, where we attribute the regulation of infrastructure to the regula-tion of digital content. The proposed reform seems to have emerged from this nature of regulation. The issue of regulating these two areas in terms of audio-visual policy as an important sphere of cultural policy has long been the subject of reflection and questioning, including within the EU. However, a fundamental concept related to the issue of responsibility for activities in cyberspace is that of digital content. Digital content is data from which, with the help of appropriate software and hardware, information can be extracted after processing. Examples include, for ex-ample, any information contained in the form of electronic files, such as electronic books (e-books), computer programmes, applications for mobile devices, music and film files, photographs. Generally speaking, any good that does not physically exist, but exists in the form of a digital record, can become the target of cyber criminals and the subject of cyber liability – as a protected good. Regulations concerning digital content are mainly related to the protection of consumer rights. Changes in thinking about the consumer as a subject under special protection in EU regula-tions as well as in national law demonstrate how, as a result of changes in cyberspace, the roles of market participants in global services, especially electronically delivered services, are changing. The first EU regulations relating to the protection of both the consumer’s and the trader’s rights were contained in the 1983 Directive on contracts negotiated away from business premises, and later in subsequent directives, such as Directive 2005/29/EC of the European Parliament and of the Council of 11 May 2005 concerning unfair business-to-consumer commercial practices in the internal market. In terms of Polish law, in turn, consumer protec-tion issues were regulated primarily in the Civil Code. This work has become even more intensive as a result of changing conditions resulting from technological development and the spread of the so-called infor-mation society. With the entry into force of the Consumer Rights Act, there were further changes regulating the rights of the consumer in the relationship with the entrepreneur. The Act defines the consumer’s rights, in particular: “the obligations of an entrepreneur concluding a contract with a consumer, the rules and procedure for concluding a distance and off-premises contract with a consumer, the rules and procedure for exer-
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				cising the consumer’s right to withdraw from a distance or off-premises contract, and the rules and procedure for concluding a distance contract with a consumer concerning financial services.” Until the change intro-duced by the Consumer Rights Act, the provisions of Polish law referred mainly to the provision of services and to physical objects delivered to the consumer. The introduction of new legal regulations changed the understanding of the concept of digital content, which became a new economic category. The Consumer Rights Act of 30 May 2014 defines a new category of “good,” which is digital content: “Article 2. Digital con-tent – data produced and supplied in digital form.” Until now, the law only referred to physical objects delivered to the consumer and to the provision of services. Nowadays, digital content is an inseparable and significant element of everyday transactions made by consumers. In the Polish legal order, the Act on consumer rights was to transpose the EP and Council Directive No 2011/83/EU of 25 October 2011 on consum-er rights, which amended: Council Directive 93/13/EEC and Directive 1999/44/EC of the European Parliament and of the Council, repealed: Council Directive 85/577/EEC and Directive 97/7/EC of the European Parliament and of the Council. The Act repealed the Act of 2 March 2000 on the protection of certain consumer rights and liability for dam-age caused by dangerous products and the Act of 27 July 2002 on special conditions of consumer sales and the amendment to the Civil Code. In addition, it amends a number of acts including the provisions of the Code of Offences, the Act of 16 July 2004 – Telecommunications Law, and the Act of 23 August 2007 on counteracting unfair market practices. More-over, apart from transposing Directive 2011/83/EU, the a.c.r. is aimed at ordering and consolidating the regulations which concern liability for the quality of the thing sold. The proposed amendments to the Civil Code referred to the regulation of the sales contract and, in particular, to the provisions concerning the notion of warranty and guarantee. The amend-ments to the Civil Code mainly included Article 555, which in its original version read: “The provisions on the sale of goods shall apply accordingly to the sale of energy, rights, water and contracts for the supply of digital content.”122 Ultimately, the legislator abandoned the idea of regulating the 

				
					122  T. Targosz, M. Wyrwiński, Dostarczanie treści cyfrowych a umowa sprze-
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				supply of digital content based on the corresponding application of the regulations on sales. Consequently, there is no code definition of digital content and its definition in Article 2 of the Consumer Rights Act is not entirely precise. In the course of the legislative work, there was a discus-sion regarding the necessity and also the different ways of regulating the problem of supply of digital content.123

				The purpose of implementing Directive 2011/83/EC into the Polish legal order (Sejm print no. 2076 of 17 January 2014 in its original form) was also to amend the Civil Code with regard to the contract of sale (Article 555: “The provisions on the sale of goods shall apply mutatis mutandis to the sale of energy, rights, water and contracts for the supply of digital content”). Eventually, in this case, the legislator abandoned the idea of regulating the supply of digital content in the context of applying the provisions on sale accordingly. The practical importance of the prob-lem of legal qualification of supply of digital content may determine the necessity of introducing a positive legal regulation of this institution in the Polish legal system in the future. The proposed regulation of Article 555 of the Civil Code does not provide an opportunity to solve numerous debatable issues. The subject matter of this regulation concerns various aspects of the certainty of economic turnover and access to knowledge, as well as modern technologies. Moreover, the above-mentioned issue covers the currently important topic of the functioning of the information society, so it requires a somewhat more in-depth analysis of the legal sys-tem and at the same time an extensive discussion among various milieus and not only those involved in the creation and provision of digital con-tent, but also in its use. The previously quoted provision of the proposed Article 555 of the Civil Code, which with its scope introduced the rule to apply the sales provisions “accordingly” also to “contracts for the supply of digital content,” was in principle not accompanied by any justification. Besides, the justification for the Act omitted the concept of digital con-

				
					daży. Uwagi na tle projektu nowelizacji art. 555 kodeksu cywilnego, http://do-cplayer.pl/ 10602533-Dostarczanie-tresci-cyfrowych-aumowa-sprzedazy.htm (accessed: 10 November 2018).

					123  Analiza wpływu zjawiska piractwa treści wideo na gospodarkę w Polsce, PWC Report, p. 42 et seq. 7. Act of 30 May 2014 on consumer rights (Journal of Laws of 2020, item 287).

				

			

		

	
		
			
				

			

		

		
			
				II. Cyber liability – objective and subjective scope

			

		

		
			
				tent at all.124 It seems reasonable to introduce this definition, given the existing definitions of basic concepts such as “consumer,” “entrepreneur,” “thing,” which are regulated in the Civil Code.125

				It therefore seems necessary to refer to the above-mentioned Direc-tive 2011/83/EC, which defines what digital content is in a broader and more precise way.126 When analysing the EU approach to digital content, one cannot omit the definition included in the Proposal for a Regulation of the European Parliament and of the Council on a Common European Sales Law 2011/0284 (COD), where the notion of digital content is de-fined differently than in Directive 2011/83/EC and thus differently than in the Polish Act on consumer rights. Thus, the category of digital content includes all information contained in the form of electronic files, which also includes electronic books, mobile applications – in general, every-thing that can be a form of trade in goods and money but is in the shape of a digital record will be considered digital content, with the exception of: financial services, including online banking services, legal or financial advice in electronic form, electronic health services, electronic commu-nication services and networks and related resources and services, gam-bling, the creation of new digital content and the creation of new digital content and the amendment of existing digital content by consumers or other forms of interaction with other users’ departments. According to T. Targosz, the aforementioned divergent “definitions of digital content clearly indicate the fact that the European legislator perceives numerous 

				
					124  In such a situation, it seems appropriate to point out the potential com-plications that would be associated with the implementation of Article 555 of the Civil Code in the proposed wording. These concern the difficulties in applying the sale provisions (the phrase “accordingly”) to the provision of digital content, as well as possible conflicts with intellectual property rights and. E. Kacperek, P. Zawadzki, Charakter umów o pobranie z sieci treści chronionych prawem au-torskim, “Przegląd Prawa Handlowego” 2009, No. 10, p. 29 et seq.

					125  J. Rajski (ed.), Prawo zobowiązań – część szczegółowa, “System Prawa Prywatnego” 2011, Vol. 7, No. 11, p. 9.

					126  Directive 2011/83/EU of the European Parliament and of the Council of 25 October 2011 on consumer rights, amending Council Directive 93/13/EEC and Directive 1999/44/EC of the European Parliament and of the Council and repealing Council Directive 85/577/EEC and Directive 97/7/EC of the European Parliament and of the Council.
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				collisions and problems related to the regulation of the very concept of digital content and, as a consequence of the above, consciously attempts to detail the scope of this institution.”127

				The definition of digital content contained in the Polish Act is also criticized for failing to take into account the differences between continu-ous and one-off services. The provision of digital content is supposed to consist in the delivery of a single object, e.g. digital content fixed on a tangible medium or a single file to be transferred from the supplier to the purchaser without such a medium. Both of these examples constitute a one-off supply, as their essence is the transfer of control over content fixed on a tangible medium or supplied in purely digital form to the pur-chaser on a one-off basis. In contrast, digital content services provided over the Internet rarely involve the transfer of digital content in the form of data to be stored on the purchaser’s device. Very often, the service pro-vider merely makes it available – for use by the purchaser. In this way, the user can browse, search, watch, listen, or read specific content without downloading or storing it. This type of supply takes the form of a service consisting in enabling the user to access specific content. It is a service of a continuous nature. There are two types of digital content: digital content that is delivered to the consumer on a durable medium such as a memory stick, portable disc, or DVD, and digital content delivered by other means, such as e-mail. Each type of digital content, in connec-tion with the way it is offered and made available, may be distinguished by different types of obligations under the Consumer Rights Act. The meaning of “digital content” is given by recital 19 of the Directive, which for example lists the following as digital content: computer programmes, applications, games, music, visual recordings or texts. Wide access to such content is possible “through downloading or streaming, from a tan-gible medium or through any other means.” In practice, it is possible to distinguish for example digital content such as: audio-visual works in the form of television programmes (within the meaning of the Broadcasting Act); television programmes (within the meaning of the Broadcasting Act); audio-visual works in the form of feature films or cartoons; musical 

				
					127  T. Targosz, M. Wyrwiński, op.cit., http://docplayer.pl/10602533-Dostar-czanie-tresci-cyfrowych-aumowa-sprzedazy.htm.
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				and spoken-word works; broadcasts of sports or other public events (e.g. state or church ceremonies); newspapers, magazines, etc. (whether in original or parallel) paper form; radio programmes or broadcasts; soft-ware; digital books (e-books); information services of various kinds. The Consumer Rights Act does not actually contain a definition of “tangible medium,” although it defines “durable medium” in Article 2(4) as “mate-rial or an instrument which enables the consumer or the trader to store information addressed personally to him or her in a way accessible for future reference for a period of time adequate for the purposes of the information and which enables the unchanged reproduction of the in-formation stored.” Similarly, Directive 2011/83/EU does not actually use the concept of “tangible medium” at all, but only the notion of a “durable medium.” The aforementioned recital 19 of the directive indicates that a durable medium may include, for example, CDs or DVDs. In turn, re-cital 23 extends this list of examples of durable media to include USB sticks, computer hard disks, memory cards and e-mails. In the latter case, it is emphasised that “information sent by e-mail is stored on the hosting provider’s servers, which in essence means that it is on a durable medium (such as a hard drive, server, matrix), only that it is not in the physical possession of the consumer. (...) The category of electronic mail should also include short messaging services over digital mobile and fixed-line telephone networks (SMS), instant messaging services such as Gadu Gadu, MSN Messenger or Skype chat (for text messaging), etc.”128 On the other hand, if e-mail is considered as a durable medium, then this durable medium also encompasses the various tools that are provided by “cloud” solutions, where the information is stored on durable media such as hard disks or servers, even when the person saving the information does not know its location or when it is completely dispersed.

				In view of such different approaches to the notion of medium, a doubt arises as to whether the concepts of durable medium and tangible me-dium are identical in both legal regimes. Tangible medium does not in-

				
					128  W. Dziomdziora, Umowy dotyczące treści cyfrowych niezapisanych na nośniku materialnym w świetle ustawy o prawach konsumenta, “Internetowy Kwartalnik Antymonopolowy i Regulacyjny” 2014, No. 8(3), pp. 32–33. See also: B. Kaczmarek-Templin, Ustawa o prawach konsumenta. Kodeks cywilny (wyciąg). Komentarz, B. Kaczmarek-Templin, P. Stec, D. Szostek (eds.), Warsaw 2014.
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				clude the information stored in broadly defined electronic mail or cloud tools within its scope. Data, according to the definition, should not only be “created,” but also “delivered” in digital form. However, the process of digital production does not imply this primary creation. In other words, all data may originally be in analogue form, which, through the digitisa-tion process, becomes digital and also becomes digital content.129 A rel-evant example would be an audio-visual work that was first fixed on light-sensitive tape and then digitised. Therefore, digital content that is not recorded on a tangible medium is data produced and delivered precisely in digital form, and it is further made available in a completely different way than by providing it in a fixed form with material or an instrument. In practice, it is important to transmit them electronically, either by wire or wirelessly, as well as to receive data by means of a device that enables processing, storing or reproducing them. The Consumer Rights Act, as well as Directive 2011/83/EU, does not in practice apply to digital content that is openly and quite generally available on the Internet without a spe-cific, explicit conclusion of the contract. It should be emphasised that the purpose of the transposition of the EP and Council Directive 2011/83/EU was to unify, clarify, and update the legal provisions relating mainly to consumer contracts concluded in typical circumstances, with respect to information obligations, and to unify and clarify the provisions relating to the conclusion of contracts in atypical circumstances – off-premises, distance, in with respect to information obligations and formal require-ments related to the conclusion of such contracts and the right of with-drawal. With the implementation of the Act, special emphasis is also placed on the information obligations of the trader when concluding dis-tance contracts in situations such as mail order on the Internet. An ex-ample of such obligations is the varying extent to which they are made available in the case of audio-visual material. Where the material is made available as part of an online video-on-demand (VOD) service, which is open to the public at large, information on security against making a copy will be required. Such information will not be necessary if the material is 

				
					129  B. Kaczmarek-Templin, Komentarz do art. 2, [in:] Ustawa o prawach kon-sumenta. Kodeks cywilny (wyciąg). Komentarz, B. Kaczmarek-Templin, P. Stec, D. Szostek (eds.), Warsaw 2014, p. 72.
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				offered as part of a closed sales platform, i.e. addressed exclusively to subscribers, prepared either by a telecommunications operator or pay-tv operator (wired or satellite), in a situation in which the operator has con-cluded a framework agreement with the subscriber in which it has spec-ified conditions concerning the possibility or impossibility of recording downloaded audio-visual material. For this reason, the Consumer Rights Act regulates a new type of contract in addition to the sales contract and the Electronic Services Act – the contract for the supply of digital con-tent. Digital content on data carriers should be treated exactly like phys-ical goods. If a consumer sales contract is concluded, the general rules on withdrawal from a contract apply. In order for digital content to be con-sidered as goods, the digital data should be on a medium which has a tan-gible form at the time of delivery, e.g. a memory stick. The consumer is exempted from the obligation to pay for the delivery of digital content that is not stored on a durable medium. The Consumer Rights Act in Article 12(19) mentions an information obligation concerning the “func-tionality of digital content and the technical means for its protection.” It is the responsibility of the trader to select such information that the con-sumer needs in order to make an informed decision about the purchase of digital content. This provision is worded slightly differently than the corresponding provision in Article 6(1)(a) of Directive 2011/83/EU. Im-portantly, the difference is that the Directive speaks of the “functionality of digital content,” including the applicable “technical protection mea-sures.” Therefore, while according to the regulations, the various means of digital content protection fall within the notion of functionality of digital content, in the Polish legislation, due to the use of the word “and,” functionality is a concept that is separate from technical means of protec-tion. Furthermore, functionality should “refer to the possible uses of digital content, for example to track consumer behavior” and “to the ab-sence or existence of any technical restrictions, such as protection via digital rights management or regional coding.” It is the trader’s responsi-bility to select such information as is necessary for the consumer to make an informed decision about a specific purchase of digital content. Ex-amples include the language of the content and any instructions, the play-back time of the content, e.g. in the case of audio or video files, the way the content is delivered, information concerning product updates, the 
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				type and size of the downloadable file containing the digital content, various restrictions on the use of the product, including those imposed by the terms of the licence granted. Above all, the guidelines do not give examples of technical means of protecting digital content. Instead, they can be DRM (Digital Rights Management) systems, regional coding or digital watermarks. Article 12(1)(20) of the Consumer Rights Act indi-cates an information obligation regarding “the relevant interoperability of digital content with hardware and software that the trader knows or ought to know.” This interoperability means “the ability to communicate, execute programmes or transfer data between different functional elements.”130 Here, it should be noted that the term of interoperability is referred to in recital 19 of Directive 2011/83/EU, according to which “the notion of relevant interoperability is meant to describe the information regarding the standard hardware and software environment with which the digital content is compatible, for instance the operating system, the necessary version and certain hardware features.” Therefore, the obliga-tion to inform about the interoperability of digital content with hardware and software boils down to informing the consumer on which type of hardware and with which software he will be able to adequately use the digital content offered. This provision deals with interoperability “with hardware,” which can be understood as computers (desktop and laptop) together with peripherals. A certain difficulty of definition arises here. Digital content can also be received through various types of devices, which in practice can hardly be called “hardware”, although their features indicate computer functionality. Devices that may raise doubts include various types of smartphones, simple mobile phones, e-book readers, digital music players, game consoles, so-called TV set-top-boxes or TV sets. The interpretation of the provision of Article 12 (20) of the Con-sumer Rights Act, however, requires taking into account a teleological and broad interpretation and, consequently, the trader should provide information concerning the interoperability of digital content, not only with computer equipment in the narrow sense, but also with any equip-ment which is predominantly designed to receive specifically offered digital content and which retains the functions of computer equipment. 

				
					130  B. Kaczmarek-Templin, op.cit., s. 73.
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				Article 12(1) of the Consumer Rights Act requires the trader to inform the consumer about the transaction features of the service or good of-fered “at the latest at the time the consumer expresses his or her will to be bound by the contract.” The information may be provided at the time of creating an account on the website or at the time of concluding the framework agreement and does not have to be simultaneous with the conclusion of the contract. It is important that the information commu-nicated to the consumer does not change by the time the consumer con-cludes the contract with the trader. If there are changes to the informa-tion in question between the time the trader provides the consumer with the legally required information and the time the consumer expresses his or her intention to be bound by the contract, the trader is obliged to pro-vide the consumer with that new, amended information. Traders supply-ing digital content to consumers should also inform them of their crimi-nal and civil liability for unauthorised use of that content. In principle, this type of information may be needed if the digital content is offered on a closed sales platform, which is prepared by the telecom operator or pay-tv operator at the time the operator concluded a framework agreement with the subscriber, where conditions are laid down as to whether or not it is possible to store downloaded files.

				The above-mentioned information should be supplemented by a com-ment on the provision of the Consumer Rights Act in Article 17(1), ac-cording to which, when concluding a distance contract – by means of electronic communication – which imposes an obligation to pay on the consumer, the trader is obliged to provide the consumer with certain information immediately before the consumer places the order, so in fact each time the order is placed. In this case it is not sufficient to provide the information once, as mentioned above. The consumer is entitled to request from the trader all information relating not only to the product itself, but the circumstances of the conclusion of the contract and the right of withdrawal, and the trader is obliged to present this informa-tion in a clear and comprehensible manner. The Act imposes numer-ous obligations on the trader stemming from the situation of concluding a contract for the provision of content that is not recorded on a tangible medium. This is stated in Article 21 of the Consumer Rights Act, ac-cording to which: “The trader is obliged to provide the consumer with 
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				the confirmation of the conclusion of the distance contract on a durable medium within a reasonable time after its conclusion, at the latest at the time of delivery of the item or before the start of the service provision.” The confirmation includes: the information referred to in Article 12 In-formation obligations of the trader par. 1, unless the trader has provided this information to the consumer on a durable medium before the con-clusion of the contract, information about the consumer’s consent to the supply of digital content in circumstances causing the loss of the right of withdrawal. It is problematic for traders to give the consumer numerous rights in relation to off-premises or distance contracting and the result-ing consequences in the event of non-compliance with the information requirements towards the consumer.131

				Technological development entails the risk of exploiting the new situ-ation of the individual for various purposes, including those contrary to public order and security. Information has become an important value that is subject to legal protection, is often an important business asset, is important for national security reasons, and is also a major instrument in the operation of public authority. New information and communication technologies (ICT) and digitisation have created new ways of accessing 

				
					131  For more details on the protection of digital content see: E. Kacperek, P. Zawadzki, Charakter umów o pobranie z sieci treści chronionych prawem au-torskim, “Przegląd Prawa Handlowego” 2009, No. 10, p. 29 et seq.; B. Kaczmarek--Templin, op.cit., p. 73 et seq.; A. Matlak, S. Stanisławska-Kloc, Spory o własność intelektualną, Warsaw 2013, p. 807; J. Rajski (ed.), Prawo zobowiązań – część szczegółowa, System Prawa Prywatnego, vol. 7, Warsaw 2011, p. 9; Analiza wpły-wu zjawiska piractwa treści wideo na gospodarkę w Polsce, PWC Report, p. 42 et seq. Legal acts: Directive 2011/83/EU of the European Parliament and of the Council of 25 October 2011 on consumer rights, amending Council Directive 93/13/EEC and Directive 1999/44/EC of the European Parliament and of the Council and repealing Council Directive 85/577/ EEC and Directive 97/7/EC of the European Parliament and of the Council (OJ EU L 304, 22.11.2011, p. 64). Act of 30 May 2014 on consumer rights (Journal of Laws of 2020, item 287); Guidelines of Directorate-General for Justice and Consumers concerning Direc-tive 2011/83/EU of the European Parliament and of the Council of 25 October 2011 on consumer rights, amending Council Directive 93/13/EEC and Directive 1999/44/EC of the European Parliament and of the Council and repealing Coun-cil Directive 85/577/EEC and Directive 97/7/ EC of the European Parliament and of the Council.
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				services and goods, while revolutionising the traditional, classical busi-ness principles that have been followed to date. With the development of the broadband network, not only information barriers are disappearing, but also territorial or language barriers. Nowadays, what is fundamen-tal to accessing the virtually unlimited supply of economic exchange is having a device connected to the Web. In times of a knowledge-based economy, a new organisational and regulatory order is required to foster innovation thanks to the possibility of creating and using open knowledge resources and access to information, which has not been seen before. In particular, this concerns the possibility of using public resources, espe-cially publicly funded resources of high educational or economic value, but with the need to ensure effective protection of intellectual property. This situation is creating new business models, stimulating the economy with the development of new public and private e-services. In recent times, owing to the global computer network that the Internet has be-come, we have seen tremendous changes that triggered widespread com-munication and computerization, thus making hitherto unreal phenom-ena a reality, with the Internet becoming the world’s largest database with unimaginable possibilities. This seems to be possible only if the issues related to liability rules are redefined, without negating the principles already rooted in legal regulations. It is rather the drawing from the legal traditions and culture that have developed from ancient times up to the present day that is the key to the determination of future legal solutions regarding cyber liability. Therefore, in the classical approach, the identi-fication of the responsible party with reference to the question of types of legal liability, whether dictated by the principle of fault or risk, is the first and necessary procedure. What is new and fashionable in contemporary discourse is the responsibility of artificial intelligence as a perpetrator, and yet another aspect of this change within the fourth generation is the treatment of the computer as a perpetrator and also as a victim. The object of this responsibility is then required to be defined – including the place of the act or omission, which is another important element in the analysis of what cyber liability is. It should be noted that not only information and communication networks and devices (computers), but also the content of the transmission, i.e. digital content, will be subject to protection. This key change in thinking about the infringer of some-
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				one’s rights will determine future regulations, which will not necessarily constitute a revolution in thinking about legal liability in general and the means of asserting it.
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				The burden of responsibility falls on you if you can’t prove it’s not your fault. Computers have shifted the burden of proving their innocence to individuals in ways we are only vaguely aware of.

				Edward Lucas, Cyberphobia

				Issues related to the functioning of cyberspace include such a range of concepts as the transmission of content, public reception, privacy, intel-lectual property rights, as well as the provision of electronic services. Such a wide variety of issues and the field itself, which also includes the sphere of audio-visual media, make it difficult to clearly define what the market is today. It becomes particularly problematic in the era of digitization and development of new technologies, especially when dealing with the issue of cross-border transfer of online services containing digital content. This issue brings forward the questions of jurisdiction and liability for online activities. However, one of the key elements in analyzing the definition of the online market and audiovisual media is its economic nature. The basic argument in evaluating the economic aspects of digital processes that demand a new definition of cyber responsibility is the adoption of the concept of digitization as a social phenomenon of an interdisciplinary na-ture. Therefore, both cyber responsibility and the processes associated with it require a new regulatory approach and a redefinition of public interest objectives and state tasks. The processes of convergence of digital media with traditional media also contribute to a special kind of conflict in the area of arrangements as to the scope and level of responsibility for online activities. The scope of the area under discussion is extremely broad, so it is important to focus on the key issues of cyber security.
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				1. Special conditions of liability of the ICT network service provider

				The responsibility of network service providers has been shaped in mul-tiple ways. The data transmission service consists of sending information after the transmission is initiated. It is sent to an intermediary entity, where it is stored, and then sent further to the addressee or to another intermediary entity. The entity receives the entire information, checks its correctness using the included checksums, then sends the information on. This method is used when the source and destination stations do not possess the ability to communicate simultaneously, the transmission channels used have different bandwidths, or the transmitted informa-tion is damaged and needs to be retransmitted. This is one of the more reliable ways of transmitting information. Article 12(1) of the a.p.s.e.m. exempts the telecommunications entrepreneur from liability only for the transmitted data. Meanwhile, the above definition implies that the data is not only transmitted, but also stored by the intermediary entity before it is sent further.

				In the U.S. legal system, it was assumed that different liability rules would apply depending on the type of violation. With regard to telecom-munications network operators and network access providers, it was widely accepted that they should not be held liable for infringements caused by content distributed on the networks by users, since their role is merely, as figuratively put N. Bortloff, to open the way to someone else’s content.1 The key justification for this approach was the lack of a cause-and-effect relationship. J. Barta and R. Markiewicz point to the similarity of the operation of such entities to the operation of postal ser-vices, telecommunications network operators or public transport com-panies, excluding the possibility of charging them with direct infringe-ment of third-party rights.2 The first legislator who decided to exclude the liability of providers of network services, including network access 

				
					1  D.K. Gęsicka, Wyłączenie odpowiedzialności cywilnoprawnej dostawców usług sieciowych za treści użytkowników, Warsaw 2014, p. 40.

					2  J. Barta, R. Markiewicz, Internet a prawo, Cracow 1999, p. 222.
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				providers, was the German legislature, dividing electronically provided services into telecommunications services and media services. The first category included electronic information and communication services intended for individual use, such as the provision of network access and electronic commerce. As media services, on the other hand, it considered services intended for mass (public) reception, such as offering access to, for example, electronic magazines, newspapers, bulletins presenting the activities of companies or newsletters.

				Attempts were then made to regulate the liability of network service providers at the international level. Article 8 of the Agreed Statements Concerning the WIPO Copyright Treaty stated that making available fa-cilities for public distribution of a work did not constitute a distribution within the meaning of Article 8 of the WIPO Copyright Treaty done in Geneva on December 20, 1996.3 The Polish legislator initially did not see the need to separately regulate the liability rules of network service providers. Article 422 of the Civil Code was indicated as the basis for civil liability of network access providers.4 Not only the person who directly caused the damage, but also the one who induced or assisted another person to cause the damage, as well as the one who knowingly took ad-vantage of the damage caused to another, is responsible for the damage. However, this provision applied only if a cause-and-effect relationship was established, which would be difficult to prove in practice.

				In the United States, this liability was initially based on the construc-tion of negligence, which was related to the existence of a legal obliga-tion to monitor third-party content. It then evolved into liability based on the principle of unlawfulness of the third party’s infringement (strict liability), to eventually adopt a limitation of liability (near-immunity) as a result of the Digital Millennium Copyright Act in 1998. With regard to infringement of intellectual property rights, American jurisprudence has adopted two legal constructs – contributory liability and vicarious liability. It should be noted that the law of secondary liability of Internet services providers has developed on the basis of defamation proceedings. 

				
					3  Law on the ratification of the WIPO Copyright Treaty from March 13, 2003. Treaty presented in Geneva on December 20, 1996 (Journal of Laws, No. 80, item 715).

					4  J. Barta, R. Markiewicz, Internet..., op. cit, p. 224.
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				Defamation law distinguishes between service providers based on their status (publishers, distributors), and these concepts are still developing.5 As previously indicated in Europe, the E-Commerce Directive introduced a system of horizontal exclusion of liability for service providers. The first legal regulations and doctrinal views differentiated the rules of liability depending on the form of activity undertaken by the network service providers. At that time, three groups of entities were distinguished: net-work access providers, network content providers and providers of elec-tronically provided services. Since the issue was relatively new, content providers were consistently included in the category of network service providers. Nevertheless, it was already noted at the time that they did not maintain neutrality and therefore could not benefit from the liability exemption.

				According to the Article 15 of the E-Commerce Directive (as well as Article 15 of the a.p.s.e.m.), mere conduit, caching and hosting service providers are not required to monitor the data they transmit, store or share. This excludes the possibility of imposing a general obligation on network service providers referred to in Articles 12–14 of a.p.s.e.m. to survey data within their network. According to the Court of Justice of the European Union, this prohibition particularly applies to national legisla-tion that would impose an obligation on a network service provider to actively monitor all of each service recipient’s data in order to prevent fu-ture violations of property rights intellectual.6 This could discourage enti-ties from providing services electronically and, as a result, contribute to hindering the development of ICT networks, which are the basis for the functioning of the information society. Besides, it was debatable whether accepting the possibility of establishing the presented obligation (e.g., in the form of a safeguarding position) would not constitute an admission of prevention censorship on the network, limiting the freedom of speech 

				
					5  Cf. G. Spindler, F. Borner, E-Commerce Law in Europe and the USA, Berlin 2002; S.K. Mehra, M. Trimble, Secondary Liability of Internet Service Providers in the United States: General Principles and Fragmentation, [in:] G.B. Dinwoodie (ed.), Secondary Liability of Internet Service Providers, 2017, p. 93.

					6  Judgment of the Court of Justice of the EU (Third Chamber) of November 24, 2011 in Case C-70/10, Scarlet Extended SA v. Société belge des auteurs, com-positeurs et éditeurs SCRL (SABAM) (Court Reports 2011 I-11959).
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				and expression and infringement of the right to privacy (moreover, such an obligation would be incompatible with the provision of Article 3 of Directive 2004/48/EC, which mandates that the protection measures ap-plied must be fair and proportionate). Meanwhile, in the present case, the order to establish the disputed filtering system implies the supervision, in the interest of those copyright holders, of all electronic communications carried out on the network of a given ISP, such supervision being, more-over, unlimited in time, covering any future infringements and presup-posing the necessity of protecting not only existing works, but also future works that had not yet been created at the time of the implementation of the system in question. Consequently, such an order would constitute a qualified infringement of the freedom of economic activity, as it would oblige to implement a complex, expensive and permanent IT system at his own expense, which would, moreover, be contrary to the prerequi-sites of Article 3(1) of Directive 2004/48, which requires that measures to ensure respect for intellectual property rights not be excessively com-plicated or costly. Under these conditions, the CJEU concluded that the order to establish the filtering system at issue must be considered as not meeting the requirement to ensure an appropriate balance between, on the one hand, the protection of intellectual property rights enjoyed by copyright holders and, on the other hand, the protection of the freedom to conduct business enjoyed by economic operators – network providers. The order in question would violate freedom of information, as the sys-tem might not sufficiently distinguish between illegal content and lawful content, resulting in its implementation potentially leading to a blockade of calls with lawful content. Indeed, there is no doubt that the answer to the question of the legality of a given communication also depends on the application of statutory exceptions to copyright law, which vary from one Member State to another. Moreover, in some member states, certain works may belong to the public domain or be published free of charge on a website by their authors.

				According to the Court of Appeals in Wrocław (judgment of January 15, 2010),7 one cannot agree with the assessment in which the Regional Court recognizes that the standard of behavior and professionalism re-

				
					7  I ACa 1202/09, Legalis No. 227376
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				quire that the moderator (and, in fact, the administrator) filter and re-move, on an ongoing basis, statements that violate the law or may violate the law in an objective opinion. The lack of such reaction, any kind of negligence in this regard, technical or other problems do not relieve the owner of the portal from responsibility for the possible consequences of the actions of portal users. Placing such demands on the respondent would be contrary to the provisions of Articles 14 and 15 in conjunction with Article 12 of a.p.s.e.m. Undoubtedly, the respondent is a service pro-vider who: 1) is not the initiator of the data transfer; 2) does not select the recipient of the data transfer; 3) does not select and modify the informa-tion contained in the transfer, and therefore is not responsible for the content of the data.

				The Polish legislator has regulated the prerequisites for the exclusion of host providers’ liability in Article 14 of a.p.s.e.m. According to para-graph 1 of this article, the provider of hosting services will not be liable for the stored data vis-à-vis the person whose rights may have been vio-lated, if they do not know about the unlawful nature of the data or related activities. Lack of knowledge of the unlawful nature of the data means that the service provider cannot be aware that the data they store is in violation of the law or the rules of social intercourse. In consequence, the hosting provider will be liable for the stored data if they possess knowl-edge of the data and recognize its unlawful character. In order to main-tain the disclaimer, the service provider has the obligation to immediately prevent access to such data in the event of the receipt of an official no-tification or obtaining credible knowledge of the unlawful nature of the data or related activities. At this point, it should be pointed out that the legislator in no way specifies the scope of the concept of reliable news. In the provisions of Article 14 a.p.s.e.m. the term “message” means both a person’s state of consciousness and a message in a form. It is therefore equivalent to the concept of “notice directed to the hosting provider.” At the same time, the assessment of whether a message is reliable should be completely objective. In the judgment of the District Court in Siedlce on November 28, 2013,8 it was recognized that the provisions of Article 14 a.p.s.e.m. do not indicate from whom a credible message is to come. 

				
					8  I C 1113/12, LEX No. 1717834.
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				Therefore, its sender can be either the victim himself or a third party, completely unrelated to the stored data. A reliable message can also be obtained by a hosting provider in connection with its own activities. The form in which the credible message is made is arbitrary. It may be trans-mitted to the service provider either in writing, as well as by e-mail or through a contact form appointed by the service provider, as referred to in the provision of Article 14(1) of a.p.s.e.m. It should also be emphasized that even in a situation where such a service provider has specified in its regulations the form in which reliable messages should be drawn up, the formulation of such messages in a different form will not prevent them from being considered as such within the meaning of the provisions of Article 14 of a.p.s.e.m.9 Both the official notice and the reliable message should strictly concretize what data is unlawful or what data is associated with unlawful activity. A service provider that has received official notice of the unlawful nature of stored data provided by a service recipient and has prevented access to such data shall not be liable to that service re-cipient for any damage caused as a result of the prevention of access to such data (Article 14(2) of a.p.s.e.m.). A service provider who obtained reliable information on the unlawful nature of the stored data provided by the service recipient and prevented access to such data, shall not be liable to the service recipient for the damage resulting from the preven-tion of access to such data, if the service provider promptly notified the service recipient of its intention to prevent access to such data (Article 14(3) of a.p.s.e.m.). The presented principles of exclusion of liability un-der the hosting service will not find their application in the case where the service provider has taken control of the service recipient within the meaning of the regulations on competition and consumer protection – as evidenced by Article 14(4) of a.p.s.e.m. This regulation is also found in Article 14(2) of the e-commerce directive.

				This issue has been reflected in case law. In the Supreme Court’s judg-ment of January 10, 2014,10 a linguistic interpretation of Article 14(1) of a.p.s.e.m. was made, holding that the acquisition of the service provider’s 

				
					9  Cf. Judgment of the Court of Appeals in Wrocław of January 15, 2010, I ACa 1202/2009 LexPolonica no. 2249463.

					10  I CSK 128/13, LEX No. 1526612.
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				knowledge of the unlawful nature of the data excludes from that moment its lack of liability under this provision for the further provision of such entries, regardless of the source of this knowledge – whether it is the re-quest of the person affected by such unlawful entry, or the acquisition of this knowledge by the portal’s administrator spontaneously, for example, as a result of the moderator’s action or even in some other way. The court was unconvinced by the defendant’s argument that the enormity of the comments posted on the sites administered by the defendant precluded the defendant’s moderators from being able to read those concerning the plaintiff, and that this would have required hiring an “army” of modera-tors. The court assumed that the situation of citizens offended and de-famed by such anonymous postings, thus excluding the liability of their direct perpetrators, is more difficult, since the victim is under no obliga-tion to even use the Internet or devote their time to checking whether they are being offended, defamed or their authority is undermined on the sites. According to the court, the Internet is a medium that is intended by design to be welcoming to the information society, and therefore there should be effective legal mechanisms to prevent its use for actions that violate the dignity and honor of citizens, and without any legal conse-quences for the perpetrators. For these reasons, the court assumed that the administrator of the service, which introduced an automatic system to prevent access to entries containing vulgarisms, had knowledge of unlawful entries containing them expressed in the Polish language cov-ered by the system. Providing free access to the Internet is a service that should be assessed under Article 12 of the Act, i.e. as the provision of network access. Article 14 of the Act, on the other hand, is to exclude the service provider’s liability for hosting, which is to be understood as stor-ing as well as providing access to Internet data.

				A similar position was adopted in the judgment of the Court of Ap-peals in Katowice from February 13, 201411 on liability for violation of someone else’s personal property by a service provider supplying a ser-vice consisting of access to the Internet free of charge and posting entries on a discussion portal launched by it: “The service provider (...) shall be liable for infringement of someone else’s personal rights by this means 

				
					11  I ACa 1086/13, LEX No. 1437961.

				

			

		

	
		
			
				

			

		

		
			
				III. Cyber liability – selected legal regulations

			

		

		
			
				if it knew that the entry violated such rights and nevertheless did not immediately prevent access to the entry and thus did not immediately remove it. Although the service provider is not obliged to monitor the network, however, a situation in which there is a state of knowledge on the part of the service provider of the fact of violation or the unlawful na-ture of this violation, leads to liability on the part of the service provider.” In accordance with the view expressed by the Supreme Court in its ruling of July 8, 2011,12 a service provider that supplies a service consisting of access to the Internet free of charge and posting entries on a discussion portal launched by it is liable for the infringement of someone else’s per-sonal rights through this means if it knew that the entry violated such rights and nevertheless did not immediately prevent access to the entry, and therefore did not immediately remove it.

				Similarly, the liability of a hosting service provider was interpreted in an expansive manner in the May 23, 2014 ruling of the Court of Ap-peals in Warsaw.13 The court held that the scope of Article 14 a.p.s.e.m. includes entities that not only store data in their ICT system resources, but also provide access to them. In the opinion of the Court of Appeals, “there can be no doubt that the great interest in this service on the part of Internet users, especially those seeking easy and cheap, including free, access to publishing items, as well as movies and music, is caused not so much by the way this portal is organized and operates, that is, the subject and scope of the activities carried out by the persons administering the site and benefiting from its operation, but rather the effects of the site’s operation, which boil down to access to the data entered by its users, as well as the possibility of copying them and uploading them to their own accounts. According to this interpretation, the object of interest of the users is not the mere formula in which the service has been organized, but its content, which is available thanks to its unlawful introduction by specific users, who co-create the image of the indicated service and evalu-ate its functioning. Regardless of the fact that the benefits associated with the possibility of obtaining access to certain works are the result of the 

				
					12  IV CSK 665/10, “Orzecznictwo Sądu Najwyższego Izba Cywilna” 2012, No. 2, p. 27.

					13  I ACa 477/14, LEX No. 1515312.
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				activity carried out by the operator, the content of the indicated portal is the result of actions taken by its users, consisting in the entry of data into the resources of the service, including those that have been unlawfully obtained, in obvious violation of the rights of authors and publishers (...), so it can be doubted whether the administration of the portal, which not only allows but even openly encourages such activity by its users, is cov-ered by Art. 14 of the Act, the condition for the application of the norm contained therein with regard to administrators of websites is to maintain the ability to immediately prevent access to illegally entered data, as is evident from the final provision contained therein.”

				It should be added that the liability of the service provider is closely related to the state of knowledge of the unlawfulness of the action.14 In a judgment dated January 18, 201115 Court of Appeals in Lublin took the position that, although the service provider is not obliged to monitor the network, moreover, it is not obliged to take steps to implement monitor-ing software, however, the only situation that undoubtedly leads to the service provider’s liability is the existence of a state of knowledge on the part of the service provider of the fact of the violation or its unlawful na-ture. The inclusion of the service provider’s liability does not depend on the preservation of acts of diligence, particularly involving the control of stored data. Article 15 of a.p.s.e.m. sets forth the principle that the pro-vider of services specified in Articles 12–14 of the Act is not obliged to check the data referred to in those very articles that it transmits, stores or makes available. Theoretically, it appears as if the providers of electroni-cally supplied services distribute only an ICT base and do not exercise control over what is made available within a given service. Thus, the issue of the service provider’s lack of responsibility applies to the situation of lack of knowledge of the unlawful content stored with them. However, in a different situation, when the service provider acquires knowledge of such data (whether on the basis of reliable knowledge or as a result of of-ficial notification) – it is obliged to immediately block access to it. Then the service provider is obliged to control the content of the stored data, 

				
					14  J. Gołaczyński (ed.), Ustawa o świadczeniu..., op.cit.; pp. 130 et seq.; G. Rączka, Prawne zagadnienia hostingu, “Przegląd Prawa Handlowego” 2009, No. 4, pp. 31 et seq.

					15  I ACa 544/10, LEX No. 736495.
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				which appears to be in contradiction with the provision of Article 15 of a.p.s.e.m. Thus, it is possible to take the position that providers of elec-tronically provided services, which include the transmission in a telecom-munications network of data transmitted by the recipient of the service or the provision of access to a telecommunications network, can absolve themselves from any liability to third parties, and, for the record, there is no statutory obligation to monitor the content of the service on an ongoing basis in order to detect unlawful content (pursuant to Article 15 of a.p.s.e.m.). However, this does not exclude the liability of instigators, helpers and persons who knowingly benefit from harm caused to another (Article 422 of the Civil Code).

				2. Responsibility for digital content of electronic service

				providers

				The activity of digital content providers is to make digital content avail-able through ICT systems. The category of digital content providers is very diverse – it can include not only specialized institutions or entities, but also end users. The last group of entities is particularly active due to the increasing popularity of user-generated-sites (or UGC – user-gener-ated-content). Due to the active form of their activity on the web, content providers are directly liable for infringements caused by such activity. This is the position taken, for example, by the German legislature in Sec-tion 5(1) of the TDG, according to which content providers are liable for the provision of content under the general rules.16 This applies to criminal acts that violate criminal law, as well as torts under civil law.17

				It should be noted that in accordance with the NIS Directive and the law implementing its provisions on the national system, the tasks of sub-entities providing digital services – services provided electronically – in responding to incidents related to cyber threats have been defined.

				According to the rationale for this regulation in recital 49 of Direc-tive 2016/1148, digital service providers should ensure a level of secu-

				
					16  J. Barta, R. Markiewicz, Internet..., op.cit., p. 223.

					17  G. Spindler, F. Börner, E-Commerce law in Europe and the USA, Springer 2002, after D.K. Gęsicka, Wyłączenie odpowiedzialności cywilnoprawnej dostaw-ców usług sieciowych za treści użytkowników, Warsaw 2014, p. 40.
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				rity commensurate with the degree of risk to which the security of their digital services is exposed, given the importance of these services to the activities of other businesses in the European Union. According to the EU lawmakers, the degree of risk for key service operators is higher than for digital service providers, which justifies lower security requirements. Based to the directive, digital service providers are free to take the mea-sures they deem appropriate to manage the risks. At the same time, the directive has limited the impact of Member States to regulate the activi-ties of digital service providers due to the cross-border nature of these services. A harmonized approach at the European Union level is to be en-sured by implementing acts, including Executive Order 2018/151, which will be discussed below. The provisions of Article 17 of the Law on the National System formulate the requirements that must be met by digital service providers with regard to the security of information systems used to provide digital services. Article 18, meanwhile, contains a catalog of obligations imposed on digital service providers related to the reporting and handling of significant and critical incidents, as well as obligations to inform the key service operator of a significant incident affecting the continuity of the key service. Article 19 specifies the elements that a no-tification of a significant incident should meet. As in the case of a major incident, the provisions for a material incident assume that the notifica-tion will contain data known to the provider at the time of reporting. It may contain estimated numbers, current at the time of the notification. In the notification, the digital service provider shall mark information con-stituting legally protected secrets, including business secrets, while the Research and Academic Computer Network (NASK) Computer Security Incident Response Team (CSIRT) or the Ministry of Defense CSIRT, be-ing at the same time the top-level CSIRT for digital service providers, may ask the provider to supplement the notification with information to the extent necessary to perform tasks related to handling a major incident. With regard to the information system safeguards in place and the crite-ria for classifying incidents as significant, the provisions of the law refer to European Commission Implementing Regulation 2018/151 of January 30, 2018 laying down rules for the application of Directive 2016/1148 of the European Parliament and of the EU Council with regard to further specifying the elements to be taken into account by digital service provid-
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				ers in managing existing risks to the security of networks and information systems, and the parameters for determining whether an incident has a significant impact. It should be noted that the Executive Order includes a catalog of detailed requirements for creating information system se-curity measures for physical and environmental security, access control, incident reporting procedures, business continuity, among others.

				Digital service providers may outsource tasks including the applica-tion of information system security, reporting and incident handling to cybersecurity service providers, but due to the limitation of regulatory options, the drafters refrained from including this in the law, leaving full freedom to the digital service provider’s choice of measures. It is worth remembering, however, that the digital service provider remains a party to the rights and obligations set forth in the law, regardless of whether it has entrusted part or even all of the digital service provision activities to another entity, and that entity to further subcontractors.

				In the Polish legal system, content providers are directly liable for vio-lations of third-party rights. As J. Barta and R. Markiewicz point out, controversy arose when trying to qualify the activity of making works available in computer networks, which was finally qualified as a new field of exploitation, i.e. making a work available in such a way that everyone has access to it at a place and time of their own choosing.18 In ICT net-works, the functioning of which is based on interactivity, this issue was of significant importance. As a result of digital processes, the modification of content and its further dissemination by users was not a problem. The concept of sui generis protection of the rights of the producer or provider of content on the Web emerged. This issue was discussed at the congress of the “Association litteraire et artistique international” (ALAI) in 1996. The congress participants considered the formulation of such a construc-tion that would enable the producer to assert protection against third parties. Among others, they considered giving them the character of au-thor’s moral rights or quasi-personal rights, with the proviso that these rights could not limit the moral rights of content creators.19 In accordance 

				
					18  J. Barta, R. Markiewicz, Internet..., op.cit., p. 228.

					19  A. Dietz, General Report, [in:] Copyright in Cyberspace, M. Dellebeke (ed.), Amsterdam 1997, after D.K. Gęsicka, Wyłączenie odpowiedzialności cywilnopraw-nej dostawców usług sieciowych za treści użytkowników, Warsaw 2014, pp. 40–49.
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				with J. Barta and R. Markiewicz, these rights structurally do not resemble personal copyrights, but rather property rights.20 Such a purpose, mainly economic, guided these entities and hence brought these rights closer to the features of broadcasting organizations’ neighboring or related rights. 

				With regard to other infringements, content providers were also con-sidered direct infringers, and thus were ultimately excluded from the scope of the limitations on such liability covering providers of electroni-cally delivered services. Because technological changes have also affected the scope of liability for illegal acts in cyberspace, but new rules related to the limitations of this liability have emerged. In the European law, the issue of liability of online service providers is regulated by Directive 2000/31/EC. The directive contains provisions relating to the most popu-lar online services: mere conduit, caching and hosting. It should be noted here that the European regulation adopts a horizontal model. This means that the exemptions it provides apply to all legal liability, including civil, criminal and administrative liability. The E-Commerce Directive creates exclusionary rules at the maximum level. Individual member states may therefore choose to introduce less restrictive solutions.

				The implementation of the provisions of the E-Commerce Directive in Polish law is provided for in Articles 12–15 of a.p.s.e.m. According to Article 12 of this law, referring to the mere conduit service, the liability is not borne by a person who, while transmitting data: 1) is not the initia-tor of the transmission, 2) does not select the recipient of the data, and 3) does not delete or modify the data being transmitted. The exclusion of liability referred to in paragraph 1 also covers the automatic, short-term, intermediate storage of transmitted data, if the action is solely for the purpose of carrying out the transmission, and the data are not stored for longer than is normally necessary for the completion of the transmission (caching) (Article 12(2) of a.p.s.e.m.). Caching – a word etymologically derived from the French word cacher, meaning to hide, conceal, is an automatic process of creating a temporary copy of digital data in order to make the data more accessible for frequent use. The permissibility of caching, as an exception to the right of reproduction of a work, is provid-

				
					20  J. Barta, R. Markiewicz, Internet..., op.cit., p. 228.
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				ed for by Article 5(1) of Directive 2001/29/EC. This provision establishes the principle that cases of temporary reproduction of works, which are temporary in nature or incidental, and which are an integral and essen-tial part of the technological process, the exclusive purpose of which is to enable transmission on a network between third parties through an intermediary or the lawful use of a work or other protected good, shall be subject to exemption from the reproduction right of the work.

				In the case of a caching service, the exclusion of liability for the data being transferred applies to the entity that transmits the data and pro-vides automatic and short-lived intermediate transmission of the data to expedite re-access to the data at the request of another entity: 1) does not delete or modify the data, 2) uses IT techniques recognized and cus-tomary in this type of activity that define the technical parameters for accessing and updating the data, and 3) does not interfere with the use of IT techniques recognized and customary in this type of activity in col-lecting information on the use of the collected data (Article 13(1) of the a.p.s.e.m.). The prerequisite for avoiding legal liability therefore remains respect for the integrity of the stored data. Pursuant to Article 13(2) of the a.p.s.e.m., no liability for stored data shall be incurred by a person who, while complying with the conditions referred to in paragraph 1, promptly deletes the data or prevents access to the stored data when they obtain knowledge that the data have been deleted from the initial source of transmission or access to them has been prevented, or when a court or other competent authority has ordered that the data be deleted or access to them be prevented. Nor is a service provider liable if they do not know of the unlawful nature of the data or related activity, and if they receive official notice or obtain credible knowledge of the unlawful nature of the data or related activity, it immediately prevents access to the data.

				Article 14 of Directive 2000/31/EC, on the other hand, must be in-terpreted as meaning that the principle established therein applies to an online referencing service provider if, in supplying its services, the service provider does not play an active role that could cause them to have knowl-edge of or control over the information stored. If the said service provider does not play such a role, they cannot be held liable for the content of the information it stores on request advertiser’s information, unless, having become aware of the unlawful nature of the information or the advertiser’s 
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				activities, they failed to take prompt and appropriate action to remove the said information or prevent access to it. The extent of the liability of the Internet service provider is affected by the nature of its service. If we assume that we are dealing with a service that meets the definitional prerequisites of a press, such activity remains an activity subject to press registration in accordance with the procedure contained in the Press Law of January 26, 198421 (art. 20 of the Press Law. – register at the district court with jurisdiction over the publisher’s seat; audiovisual media service providers are exempted from such an obligation under Article 24 of the Press Law). Then we are dealing with the liability of the publisher and the editor-in-chief.22 However, if these are audiovisual media services, the relevant regulation is to be found on the basis of the provisions of the Radio and Television Act of December 29, 199223 (art. 41 r.t.a. – register or National Broadcasting Council concession, depending on the character of distribution – register in the case of programs distributed exclusively in ICT systems, concession in the case of distribution in ICT systems and distribution of programs in operator systems, Article 33 r.t.a. – NBC con-cession). Broadcasting liability will also apply here.24 In each case we will be dealing with editorial responsibility. The issue of liability for making audiovisual content available on demand is slightly different. In this case, the rationing of activities does not apply, but the rules of liability apply as a result of the application of the extension of the rules of the r.t.a. to audio-visual providers on-demand media services.25 As for on-demand services, 

				
					21  (Journal of Laws of 2018, item 1914) – hereinafter Press Law.

					22  Article 38 Press Law; civil liability of author, editor, publisher. Civil liability for infringement caused by the publication of press material shall be borne by the author, editor or other person who caused the publication of the material. This does not exclude the publisher’s liability. Within the scope of financial liability, the liability of these persons is joint and several. 

					23  (Journal of Laws of 2022, item 1722) – hereinafter referred to as the r.t.a.

					24  Article 3 r.t.a, Application of Press Law. The provisions of the Press Law shall apply to the broadcasting of radio and television programs, unless other-wise provided by law.

					25  The extension of the scope of regulation to non-linear media services had to be limited, according to Directive 2010/13/EU, to on-demand audiovisual media services, excluding on-demand audiovisual media services. The expansion included such elements as: 1. pointing out that on-demand audiovisual media 
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				Directive 2010/13/EU already provides the same high level of protection in a number of aspects, including the identification of the service pro-vider, a complete ban on hate speech and quality standards for commer-cial audiovisual broadcasts. It should be emphasized that, according to Article 3(1) of the a.p.s.e.m., the provisions of this law do not apply to the distribution or dissemination of radio programs or television programs and related textual transmissions. However, this standard applies only to traditional radio and television broadcasts, which are not delivered on individual demand. In contrast, new media services, which fall within the scope of regulation of the National Broadcasting Council Act as a result of the implementation of Directive 2010/13/EU, meet the requirements of the Act on Provision of Services by Electronic Means and should be subject to its rigors, including provisions related to limitation of liability.

				Another example of regulation of liability for online activities is Direc-tive 2001/29/EC, which introduces limitations on liability for copyright 

				
					services also carry out the tasks of broadcasting in the broadest sense, and thus form part of it; 2. consistently replacing the word “program” with the word “me-dia service” (possibly adding on-demand audiovisual media services alongside programs) and the word “broadcaster” with the word “media service provid-er” – in those cases where both programs and on-demand audiovisual media services or providers of both are to be regulated: a. freedom of reception (Arti-cle 1(2) r.t.a.), b. jurisdiction (Article 1a r.t.a.), c. competencies of the National Broadcasting Council (Articles 6 and 10(2)-(4) of the r.t.a.), d. legal responsibility (Article 53(1), Article 53a r.t.a); 3. The introduction of a reference to the appro-priate application of certain basic program requirements to audiovisual medial services on demand issues of protection of minors and promotion of European broadcasts: The freedom of the provider to shape the on-demand media service (Articles 47a and 47b of the r.t.a.), Identification obligations of the on-demand media service provider (Art. 47c r.t.a.), obligation to make commercial messages easily recognizable (Article 47k r.t.a.), general rules for commercial messages: advertising, sponsorship, telesales, product placement (Article 47k r.t.a.), prohi-bition of discrimination and incitement to hatred (Article 47h r.t.a.), obligations to ensure accessibility of services for persons with visual impairments and per-sons with hearing impairments (Art. 47g r.t.a.), To subject the on-demand media service provider to the rule of doing business in the form of an editorial office within the meaning of the press law (Article 47a of the r.t.a.), obligation to record broadcasts and commercials (Article 47i of the r.t.a.), reporting obligations to the National Broadcasting Council (Article 47j r.t.a.). 
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				infringement. Article 5(5) of Directive 2001/29/EC makes the possibility of establishing exceptions related to illegal use a provided for in Article 5(1)-(4), including the exception for private use copies in Article 5(2)(b) of the directive, subject to three conditions: (1) that the exception is applied only in certain specific cases, (2) that it does not prejudice the normal use of the work, and (3) that it does not unreasonably prejudice the legitimate interests of the rightholders. These three conditions cor-respond, as can be seen from recital 44 of Directive 2001/29/EC, to the international obligations of the Member States and the European Union, and, more precisely, to the conditions for any restriction of author’s rights established in Article 9(2) of the Berne Convention, known more widely as the “three-step test,” reiterated in Article 13 of TRIPS and Article 10 of the WCT. This test will also apply in the situation of benefiting from a work online.

				The examples indicated above provide support for the thesis that in each case the liability of the same entity will be different depending on whether it is engaged in the service activities referred to in the Law on Provision of Electronic Services, or whether it is a broadcaster or pub-lisher. As a result of technological as well as economic convergence, the same sub-entity can perform very different functions, and it is not a fore-gone conclusion that its status, and thus the scope of responsibility is definitively established. This situation indicates the need for appropri-ate regulation with the caveat of the need to synchronize issues at each stage of substantive legislative action. This is an indispensable part of the creation of a coherent system of regulatory frameworks for the develop-ment of the audio-visual media sector, taking into account the elementary principles of responsibility for distributed content.

				Regulation 2022/2065 of the European Parliament and of the Council (EU) of October 19, 2022 on the Digital Single Market for Digital Services and amending Directive 2000/31/EC (Digital Services Act)26 retains the li-ability rules for service providers and intermediaries set forth in Directive 2000/31/EC on electronic commerce, already recognized as a cornerstone of the digital economy. Nevertheless, in order to ensure effective harmo-nization across the European Union and avoid regulatory fragmentation, 

				
					26  (Official Journal of the EU L. 277/1 of 27.10.2022) – hereinafter DSA.
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				it was pointed out that these rules should be included in the regulation. As indicated, certain aspects of these provisions should also be clarified to eliminate existing disincentives to voluntary self-investigations by in-termediary service providers to ensure the security of their users and to clarify their role from the point of view of consumers in certain circum-stances.

				The regulation’s liability provisions should not exclude the develop-ment and effective operation, by the various parties involved, of techni-cal systems for protection and identification and automatic recognition made possible by digital technology within the limits set by the GDPR. Chapter II of the Digital Services Act contains provisions on the exclusion of liability of digital service intermediary providers. More specifically, it covers the conditions under which network (Article 3), caching (Article 4) and hosting (Article 5) service providers are exempted from liability for third-party content they transmit and store. The DSA introduces the fol-lowing regulations: (a) measures to combat illegal goods, services or con-tent on the Internet, such as a mechanism for users to signal such content and, in the case of platforms, a mechanism for cooperation with “trusted signalers,” (b) new obligations on the traceability of business users on online trading platforms to help identify sellers of illegitimate goods, (c) effective safeguards for users, including the ability to challenge platforms’ decisions on content moderation, (d) extensive transparency measures for the operation of online platforms, including on the algorithms used in sub (e) obligations for very large platforms to prevent misuse of their sys-tems by taking risk-based measures and by conducting independent risk management audits of those systems, (f) making critical data available to researchers by the largest platforms so that they can study how threats evolve online, (g) an oversight structure that matches the complexity of the online space: EU countries will play a central role, with the support of the new European Digital Services Board. For very large platforms, there will be an enhanced oversight and enforcement by the Commission.27

				The regulation notes that obligated platforms are those that reach more than 10% of Europeans, or 450 million consumers. The DSA also 

				
					27  K. Chałubińska-Jentkiewicz, Prawna ochrona treści cyfrowych, Warsaw 2021, pp. 323–324.
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				introduces familiar rules for limiting liability for content in the case of mere conduit, caching and hosting.

				Mere conduit (Article 3 of the DSA) – in the case of the provision of an information society service involving the transmission on the telecom-munications network of information transmitted by the recipient of the service or the provision of access to the telecommunications network, the service provider is not liable for the information transmitted, provided that the provider:

				a) is not the initiator of the transmission;

				b) does not select the recipient of the transmission and

				c) shall not select or modify the information contained in the trans-mission. 

				The activities of transmission and provision of access include auto-matic, intermediate and short-term storage of transmitted information to the extent that it is used exclusively for the performance of transmissions in the telecommunications network, and the storage period does not ex-ceed the time reasonably necessary for transmission. The above shall not affect the ability of courts or administrative authorities, in accordance with the legal system of the Member States, to require a service provider to stop or prevent an infringement.

				Caching (Article 4 of the DSA) – in the case of the provision of an in-formation society service consisting in the transmission on the telecom-munications network of information transmitted by the recipient of the service, the service provider shall not be liable for the automatic, indirect and short-lived caching of this information, carried out for the sole pur-pose of facilitating the subsequent transmission of the information at the request of other recipients of the service, provided that:

				a) The supplier does not modify the information;

				b) The supplier complies with the terms of access to information;

				c) The supplier complies with the rules for updating information, as de-fined in a way that is widely recognized and applied in the industry;

				d) The supplier does not interfere with the lawful use of technology widely recognized and used in the industry to obtain data on the use of information;

				e) The supplier shall immediately take appropriate measures to re-move the stored information or prevent access to it when it obtains 
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				reliable information that the information has been removed from the initial source of transmission or access to it has been prevented, or when a court or administrative authority has ordered that the information be removed or access to it be prevented.

				As in the case of mere conduit, the aforementioned regulation does not affect the ability of courts or administrative bodies, in accordance with the legal system of the member states, to require the service pro-vider to stop or prevent violations of the law.

				Hosting (Article 5 DSA) – in the case of the provision of an informa-tion society service involving the storage of information provided by the recipient of the service, the service provider is not liable for the informa-tion stored at the request of the recipient of the service, on condition that the provider:

				a) has no reliable knowledge of illegal activity or illegal content, and with respect to claims for damages, does not know about facts or circumstances that clearly demonstrate illegal activity or illegal content;

				b) shall promptly take appropriate action to remove or prevent access to illegal content when it becomes aware of such information or is notified of it.

				The regulations indicated above do not apply if the recipient of the service acts under the authority or control of the provider. Likewise, in hosting, this regulation does not affect the ability of courts or adminis-trative authorities, in accordance with the legal system of the Member States, to require the service provider to stop or prevent the infringe-ment. The above-mentioned rules do not apply if the recipient of the service is acting in reliance to liability under consumer law. In addition, they do not apply to online platforms that enable consumers to conclude distance contracts with traders, when such online platforms present spe-cific information or otherwise enable a specific disputed transaction, and the information is presented in a proper manner and addressed to an average and reasonably well-informed consumer.

				The DSA also introduces the principle that liability conditions should not waive exemptions for intermediary service providers when they vol-untarily pursue claims on their own initiative or in accordance with the law (Article 6). The DSA also sets forth a prohibition on general monitor-
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				ing obligations for these providers (Article 7). It imposes obligations on intermediary service providers to implement orders from national judi-cial or administrative authorities to combat illegal content (Article 8) and to provide information (Article 9).

				According to the Polish position with regard to the adoption of the Digital Services Act, the principle of limited liability of internet inter-mediaries (exceptions to liability) should be maintained. The following should continue to be conditions for the intermediary’s exemption from liability: lack of knowledge of the unlawful nature of the content, and removal or prevention of access to the content by the intermediary at the moment it became aware of its unlawful nature. At the same time, the Digital Services Act should establish penalties for digital service provid-ers who persistently fail to respond adequately to notifications of illegal content. On the other hand, the requirement of an intermediary’s pas-sivity towards content as a prerequisite for its enjoyment of exemption from liability for user content, which is not appropriate to current reali-ties, must be abandoned. The post rightly points out that in the current conditions of the digital market, a certain degree of activity towards con-tent is inherent in the provision of services, if only in the conditions of processing generated personal passive content. The new solutions should reconcile the activity of platforms in searching for and removing illegal content with simultaneous protection of platforms against the imputa-tion to them of automatic responsibility for content posted within their services by third parties, including users. One solution is the introduction of the so-called “Good Samritan” clause mentioned earlier.28

				The introduction of the Good Samaritan principle mentioned in Recital 25 and Article 6 of the DSA makes it possible to recognize that an interme-diary should not be penalized for merely taking active steps in good faith to remove illegal content, over and above its obligations under laws and regu-lations. Intermediaries should even be encouraged to do so. Nevertheless, it is worth pointing out even more clearly that this rule does not relieve the intermediary of the responsibility associated with the obligation to respond duly under the notice and action procedure and as a result of receiving an order from an authorized body. It must be clear from the regulations that 

				
					28  Ibidem, p. 328.
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				the fact that a given intermediary applies the Good Samaritan principle does not automatically exclude it from any liability in every situation. An intermediary’s use of proactive Good Samaritan measures should not, in principle, prevent it from benefiting from a disclaimer, but it must not lead to a situation where an intermediary invokes the Good Samaritan principle to evade liability even though it takes other actions that would normally qualify under the liability principles set forth in the regulations. Accord-ing to Recital 25: “In order to create legal certainty and not to discourage activities aimed at detecting, identifying and combating illegal content that intermediate service providers may voluntarily take, it should be clarified that the mere fact that providers take such measures does not lead to the unavailability of the liability exemptions set forth in this Regulation, provid-ed that such measures are carried out in good faith and with due diligence. In addition, it should be clarified that the mere fact that these suppliers take measures in good faith to comply with the requirements of the European Union law, including those set forth in the present regulation with respect to the implementation of the conditions of use of their services, should not lead to the unavailability of these liability exemptions. Accordingly, in determining whether a supplier may rely on a disclaimer, particularly with regard to whether it provides its services in a neutral manner and may therefore fall within the scope of the relevant provision, such actions and measures that the supplier in question may have taken should not be taken into account, but this does not mean that the supplier must necessarily rely on such a disclaimer.”

				The drafters of the Digital Services Act also left the principle of no general obligation for online intermediaries to monitor the content post-ed by users. At the same time, it is worth noting that it has not ruled out an obligation to monitor in specific cases, although it does so, unfortu-nately, only at the level of recital 26, and not at the level of the regula-tory provision. According to this recital: “As far as possible, third parties affected by illegal content transmitted or stored on the internet should try to resolve conflicts related to such content without involving the in-termediate service providers concerned. Recipients of the service should be held liable, if so provided by the applicable provisions of the European Union and national law defining such liability, for the illegal content they provide and may distribute through indirect services. Where appropriate, 
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				other entities, such as group moderators in closed online environments, particularly in the case of large groups, should also assist in preventing the dissemination of illegal content online, in accordance with applicable laws. In addition, where the participation of information society service providers, including intermediary service providers, is necessary, any requests or orders for such participation should, as a general rule, be directed to the entity with the technical and operational ability to take ac-tion against specific illegal content in order to prevent and minimize the possible negative effects of the availability and reachability of information that does not constitute illegal content.”

				It should be added that, according to Recital 27, “the services used for communications and the technical means of providing them have also de-veloped significantly, leading to the emergence of online services such as Internet telephony, messaging services and webmail application services, in which communications are carried out via an Internet access service. These services, too, may be covered by exclusions of liability to the extent that they qualify as a ‘mere transmission’ service, ‘caching’ or ‘hosting’”. Also relevant are the obligations under Articles 13 and 23 of the DSA, cited above, relating to transparency and raportability, which should not violate business secrecy, the confidentiality of commercial contracts and user privacy. Transparency does not necessarily mean making broad data and all requested information public to the extent that the information touches trade secrets and confidentiality. They should only be commu-nicated through reports addressed to regulators and the European Com-mission. The European Commission should ensure that the reporting rules in place are fair, proportionate and uniform across all EU countries.

				3. Content blocking in the light of DSA regulation (Digital Services Act)

				The issue of blocking digital content is regulated by Regulation 2022/2065 of the European Parliament and of the Council (EU) of October 19, 2022 on the single market for digital services and amending Directive 2000/31/EC (Digital Services Act).29 The DSA Regulation builds on the 2018 Rec-

				
					29  (Official Journal of the EU L. 277/1 of 27.10.2022).
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				ommendation on Illegal Content.30 In the regulation the experience gained from self-regulatory activities carried out with the support of the Commis-sion, such as the voluntary Product Safety Pledge system,31 the Memoran-dum of Understanding on the Sale of Counterfeit Goods on the Internet,32 the Code of Conduct on Illegal Incitement to Hate on the Internet33 and the EU Internet Forum on Terrorist Content, are taken into account.

				The DSA does not define in detail what “illegal content” is. Accord-ing to Article 3(h) of that regulation, “illegal content” means information that, either in itself or by reference to an action, including the sale of products or the provision of services, is not in conformity with the Euro-pean Union law or with the law of any Member State that is in conformity with Union law, regardless of the specific subject matter or nature of that law. This means that the determination of whether content is illegal will be determined by the value system adopted in a given Member State (of course, beyond the common scopes of such definition, which has been carried out under, for example, the provisions of the Audiovisual Media Services Directive and the Copyright and Related Rights in the Digital Single Market Directive).34

				According to the Article 47o of the Radio and Television Act of De-cember 29, 1992:35

				“It is forbidden to post auditions, user-created videos or other trans-missions on video sharing platforms:

				
					30  Commission Recommendation of March 1, 2018 on measures to effective-ly combat illegal online content (C(2018) 1177 final).

					31  https://ec.europa.eu/info/business-economy-euro/product-safety-and-re-quirements/product-safety/product-safety-pledge_en).

					32  https://ec.europa.eu/growth/industry/policy/intellectual-property/en-force – ment/memorandum-understanding-sale-counterfeit-goods-internet_en.

					33  https://ec.europa.eu/info/policies/justice-and-fundamental-rights/com-batting--discrimination/racism-and-xenophobia/eu-code-conduct-countering-illegal-hate-speech-online_en.

					34  Directive 2019/790 of the European Parliament and of the Council (EU) of April 17, 2019 on copyright and related rights in the single cyber market and amending Directives 96/9/EC and 2001/29/EC (Text with EEA relevance.) (PE/51/2019/REV/1 OJ L 130, 17.5.2019, pp. 92–125) – hereinafter Directive 2019/790.

					35  (Journal of Laws of 2022, item 1722).
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				1) threatening the proper physical, mental or moral development of minors, in particular containing pornographic content or unrea-sonably displaying violence, without standing effective technical safeguards, as referred to in Article 47p (1);

				2) containing incitement to violence or hatred against a group of peo-ple on the basis of sex, race, color, ethnic or social origin, genetic features, language, religion or belief, political or any other opinion, nationality, membership in a national minority, property, birth, dis-ability, age or sexual orientation;

				3) containing content likely to facilitate the commission of a terror-ist crime, pornographic content with the participation of a minor, content inciting to insult a group of people or an individual because of their national, ethnic, racial, religious affiliation or because of their irreligiousness.”

				The criteria for determining whether content is illegal under the wording of Article 47o of the Radio and Television Act, which currently apply to users of VSP platforms, will apply to online platform activities, including cross-border ones.

				It should be considered whether the draft amendment to the Law on Provision of Electronic Services to implement the DSA should clarify what content is considered illegal under national law, for example, by citing the relevant provisions of laws, including the Radio and Television Act.

				This seems to be a regulation that should be left to member states, which must take into account not only the three-tier test,36 but also their own national perceptions of public interest objectives. Notification of il-legal content could trigger an accountability procedure.

				
					36  The Court of Justice of the EU has invoked the doctrine of imperative requirements for the possible justification of restrictions established in national law (see judgments: of 20.02.1979 in Case 120/78, Rewe-Zentral AG v. Bundes-monopolverwaltung für Branntwein (EU:C:1979:42); of 25.07.1991 in Case C-288/89, Stichting Collectieve Antennevoorziening Gouda et al. v. Commis-sariaat voor de Media (EU:C:1991:323). Application of the doctrine of imperative requirements requires proof that a three-tiered test has been met, including the following the need to examine: 1) the existence of an overriding general (public) interest; 2) the adequacy of the measures used to implement this interest; 3) the proportionality of the measures used to implement this interest.
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				At the same time, it is becoming necessary to monitor the content posted by users, especially as the popularity of video-sharing platforms is growing and effectively replacing traditional media. Any form of content moderation (e.g., algorithmic selection of information, profiling, geoloca-tion) should be subject to additional obligations, in particular the obliga-tion to make public the rules of the algorithm responsible for selecting, shuffling and sharing content.

				The new responsibilities of intermediate service providers include, among others, so-called content modification. The tasks indicated above fall within the scope of so-called “content moderation,” which means activities, either automated or not, undertaken by intermediary service providers that are aimed, in particular, at detecting, identifying and com-bating unlawful content or information inconsistent with the terms of use of their services provided by service recipients, including measures implemented, that affect the availability, visibility and reachability of il-legal content or information, for instance the positioning of such content or information, demonetization, preventing access to it or removing it, or that affect the ability of service recipients to transmit such informa-tion, such as closing or suspending the recipient’s account (Art. 3(t) of the DSA). 

				Likewise, it is becoming increasingly necessary to introduce additional information obligations related to the reporting and transparency of e-service providers, especially operators of online platforms. These infor-mation obligations, regulated most often at the level of self-regulation (regulations), are becoming the main instrument for protecting the in-terests of web users. However, they do not provide a solution to the legal protection of digital content itself and the fight against illegal activities, such as online piracy.

				The prerequisite for liability is the illegal nature of digital content, but the problem of values protected by freedom of speech will always arise here, even if it is socially undesirable or likely to cause harm. Legal regulation should apply to both illegal and legal content but, for example, undesirable content (e.g., illegal content will include hate speech, dis-criminatory content, but undesirable content will include fake news, deep fakes and elements of post-truth). It seems important here to evaluate the order to remove legal but undesirable content because of its ability 
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				to shape public discourse and influence political debate through mes-sages that are untrue or exploit someone’s gullibility or ignorance. Online platforms are supposed to play a central role in ensuring a safe online environment, protecting users from disinformation and allowing users to interact with different political views. In the communiqué, the Com-mission calls on platforms to dramatically step up their efforts to combat disinformation on the Internet.

				Under the conditions of development of new technologies, a special type of property, namely intellectual property, is of particular impor-tance. Its protection includes an extremely important developmental aspect associated not only with the characteristics of creativity itself in very many areas of human activity, but also with a strictly defined mate-rial and moral benefit belonging to the entitled subjects. Protection of intellectual property related to digital content has primarily an economic aspect. So, on the one hand we have the media industry, the market for audiovisual media services, the area of exchange of ideas, thoughts, on the other – the market for services related to distribution and any other use of digital content.

				However, it should be emphasized that intellectual piracy includes all infringement of intellectual property, so it also applies to patents and databases. Infringement of intellectual property on the network is the direct exchange of digital content between users using what is known as network equivalence, which is characterized by the fact that each node is equivalent, making it possible to send and receive data at the same time. This technique makes it possible to find a file located in the memory of another computer and copy the encoded data to its own disk. Most com-monly, this method is used to download music, movies and video games. A significant number of users use the online exchange platform without having any idea about the so-called digital footprint.

				Mechanisms should be established to monitor this digital content for illegal use, taking into account the instruments referred to in particular in Article 17 of Directive 2019/790.

				In turn, the DAUM has adopted a catalog of illegal content. Member states compile and update a list of video sharing platform providers based in their territory or deemed to be based in their territory and indicate on which criteria their jurisdiction is based. Member States shall transmit 
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				this list and its updates to the Commission. The Commission shall ensure that such lists are made available in a central database. In case of incon-sistencies between the lists, the Commission contacts the member states concerned to find a solution. The Commission shall provide national au-thorities or regulators with access to this database. The Commission shall make the information in the database available to the public. Member States shall ensure that video sharing platform providers under their ju-risdiction apply appropriate measures for the protection of:

				1) minors from broadcasts, user-created videos, and commercial au-diovisual communications that may harm their physical, mental, or moral development;

				2) general public against broadcasts, user-created videos and audio-visual commercial communications that contain incitement to vio-lence or hatred against a group of persons or a member of a group for reasons referred to in Article 21 of the Charter of Fundamental Rights of the European Union;

				3) general public against broadcasts, user-created videos and au-diovisual commercial communications containing content whose distribution is an act that is an offense under EU law, i.e. public provocation to commit a terrorist offense as defined in Art. 5 of the Directive of the European Parliament and of the Council (EU) 2017/541 of 15.3.2017 on combating terrorism, an offense related to child pornography as defined in Article 5(4) of Directive 2011/93/EU of the European Parliament and of the Council of 13.12.2011 on the combating sexual abuse and sexual exploitation of children and child pornography, and racist and xenophobic crimes as defined in Article 1 of Framework Decision 2008/913/JHA of 28/11/2008 on combating certain forms and expressions of racism and xenophobia by means of criminal law.

				The issue of protecting minors is addressed in Article 47e of r.t.a. Ac-cording to its provisions, it is forbidden to make available to the public an on-demand audiovisual medial service that includes broadcasts or other transmissions referred to in Article 18(4) of r.t.a. (i.e., violence, pornog-raphy), without using effective technical safeguards or other appropriate measures to protect minors from their viewing (para. 1). This provision – which is in line with the EU standard – thus implies restrictions on 
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				access, rather than on the placement of the content in question in the offer of its provider, which is obliged to take into account the degree of harmfulness of the broadcasts or other communication to children and adolescents in different age categories, and therefore also to qualify and label the content in question appropriately, including easily recognizable at the time of selection and at the time of their duration (para. 2).

				It should be mentioned that the general principle expressed in Art. 18 of the r.t.a., according to which broadcasts or other transmissions may not promote actions contrary to the law, to the Polish state rationale, or attitudes and views contrary to morality and the social good, and in particular may not contain content inciting hatred or violence or dis-criminating on the basis of race, color, ethnic or social origin, genetic traits, language, religion or beliefs, political or any other opinion, nation-ality, membership in a national minority, property, birth, disability, age or sexual orientation, or incitement to commit a terrorist crime, did not find application in Art. 47k r.t.a., which indicates those provisions that in turn apply to audiovisual media services on demand. These services regulate such issues as the protection of minors in on-demand audiovi-sual services (Article 47e of the r.t.a.), the accessibility of broadcasts to people with disabilities (Article 47g of the r.t.a.), and the prohibition of content that incites hatred or discrimination (Article 47h of the r.t.a.). Article 47b of the r.t.a. introduces the disclaimer that the imposition of an obligation or order on an entity providing an on-demand audiovisual media service to make a particular broadcast or transmission available to the public may be made only on the basis of a law.

				There also seems to be a need for a transparent notice-and-take-down system, already in use in e-services, differentiated according to the con-tent concerned, which simultaneously enables interested parties, users and others to effectively notify intermediaries of illegal content or legal but socially undesirable content, but also to assert their rights if their content has been removed in violation of the rules. The new notice and action system introduces a requirement for proactivity on the part of platforms to identify unlawful content, as well as to automatically detect unlawful content. Such a system should provide for an appropriate time-frame that will enable aggrieved persons to exercise their right to a court of law and other fundamental rights, although the particular difficulty of 
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				establishing such a timeframe that is appropriate for an interactive online environment must be noted.

				The mere blocking or removal of digital content would require the use of an appeal procedure against platform operators’ decisions to remove content, with a court route adapted to deal with such cases – as is the case with the liability of operators of video sharing platforms operating in the territory of Poland. The NBC’s authority over DSA operators should also be expanded across borders.

				According to Article 49(2) of the DSA, Member States may assign some specific tasks or sectors to more than a single competent author-ity with responsibility for supervising intermediate service providers and enforcing the regulation.

				In accordance with the principles of good legislation, it is necessary to apply a consistent and detailed division of competencies and tasks among the competent authorities, i.e. either a division relating to the explicitly cited tasks of the regulated entities in the individual provisions of the DSA, or to apply a pure sectoral division.

				One of the key issues that need to be redefined related to the develop-ment of digital services is the issue of accountability and prevention of illegal distribution of digital content. This is an area in which a constitu-tional body, the National Broadcasting Council, which, according to Ar-ticle 6 (1) of the Broadcasting Law, guards freedom of speech in radio and television, the independence of media service providers and video shar-ing platform providers, the interests of service recipients and users, and ensures the open and pluralistic nature of broadcasting, has key tasks.

				At the same time, Article 6(2)(4) and (5) lists among the NBC’s tasks:

				exercising, within the limits of the law, control over the activities of media service providers and video sharing platform providers;

				organizing research on the content and reception of media ser-vices and video sharing platforms.

				The submitted draft amendment to the Law on Provision of Services by Electronic Means, aimed at implementing the DSA, proposes that reg-ulatory oversight of Internet platforms for content exchange, other than VSP, be entrusted to the President of the Office of Electronic Commu-nications (UKE). The NBC believes that they should be placed under regulatory supervision by the NBC, which would be a natural exten-
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				sion of its current statutory responsibilities. NBC is concerned with the regulation of and access to content, regardless of whether it is transmitted as audio or video signal/file, and regardless of how it is distributed in a program, video-on-demand catalog, or VSP platform.

				Among the services covered by the DSA are online platforms that are a subcategory of the broader category of hosting providers. These include social networking sites or platforms that not only store information pro-vided by recipients of the service at their request, but also disseminate that information to the public at the request of recipients. These include, for example, search engines and content-sharing platforms (social net-works such as Facebook, Instagram, Twitter and Snapchat).

				The DSA imposes the following obligations on these entities, which are directly related to the NBC’s competencies insofar as its current com-petences relate to video sharing platforms (VSP), i.e. in terms of supervi-sion of:

				using appropriate safeguards and tools to protect the audience and media transparency;

				fulfillment of information obligations by platforms and their shaping of regulations for the provision of electronic services;

				moderation by platforms, i.e., detecting, identifying and com-bating illegal content (hate speech or terrorist content, illegal discriminatory content, or content that becomes illegal under current laws due to the fact that it relates to illegal activities, e.g., dissemination of pornography without applicable technical safeguards) by blocking, deleting and preventing reappearance;

				enforcing the decision of the Chairman of the National Broad-casting Council to block/unblock or remove illegal content;

				advertising related activities such as blocking ads for non-legal products and services, identifying the advertiser and the appro-priate way to display the ad to the user, e.g. with appropriate warnings or information, maintaining ad databases;

				platforms’ use of targeting restrictions;

				the performance of platforms’ obligations to inform about the recommendation criteria, to respect the recipient’s right to re-sign out of the content recommendation system or to modify the recommendation criteria.
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				The services of online platforms of providing content to the gen-eral public for informational, entertainment or educational purposes regardless of the form – written language, audio transmission or video transmission – must be subjected to the same regulatory regime, espe-cially as discussions are already underway to amend the Audiovisual Media Services Directive – with the prospect of providing a more unified regu-lation. It is possible that the extraction of VSP platforms – to which this draft amendment to the Act on Provision of Electronic Services (Article 22a(1)(3)) refers – will no longer be relevant. Thus, if the full transfer of the supervision of all Internet platforms to the competence of the National Broadcasting Council is not justified, it should certainly be considered that those platforms that serve the same purposes, differing only in the form of content transmission, should be placed in a common regulatory environ-ment. This will ensure the impact of a single regulator with a consistent approach to the same or similar phenomena related to the provision of illegal content.

				The role of the competent authority with regard to providers of inter-net platform services should be performed by the National Broadcasting Council, with the exclusion of the scopes of cases relating to unfair trade practices and the role of internet platforms acting as a market place (in particular, Section 4 of the DSA entitled “Additional provisions concern-ing providers of Internet platforms enabling consumers to conclude dis-tance contracts with entrepreneurs”), where the President of the Compe-tition and Consumer Protection Office (OCCP) would have jurisdiction, and with the exclusion of personal data protection in the context of pro-filing (in particular, Articles 26(3), 28(2) of the DSA), where the President of the Office of Personal Data Protection (OPA) would have jurisdiction.

				It seems necessary to supplement the provisions of Polish law to indi-cate in what situations such an order may be issued and what actions it should concern. In the case of an order to provide information, it should be clearly indicated to what extent it is to be disclosed to the body. The competence of the competent authorities indicating the basis for such action should be reflected in the provisions of the laws on the basis of which these authorities operate, and indicate, for example, the provisions of the Code of Administrative Procedure in the proceedings conduc-ted.
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				In the new ecosystem of sharing copyrighted content, the limita-tions of the legal instruments that previously served to protect exclu-sive rights became apparent. In addition to the aforementioned factual circumstances, the legal situation of rightsholders was complicated by the emergence of provisions that allowed to easily exclude the liability of Internet intermediaries,37 when their services are used or directly used to share copyrighted content.

				The source of national legislation in this regard was the EU law stan-dards, which are still in force today,38 which regulate the activity of internet intermediaries. They were created more than twenty years ago and defined under what circumstances it is possible to exclude the liability of so-called passive Internet intermediaries. The provisions of the same act39 allowed for the introduction of specific legal bases in sectoral regulations for the issuance of measures by judicial or administrative authorities to remedy in-dividual violations of the law and to prevent their occurrence in the future. Almost simultaneously, the basic EU solutions concerning copyright law, including its application in the digital environment, were also adopted.40 Being a sector-specific regulation, they introduced a legal basis41 for the use of injunctions against online intermediaries, including blocking orders.

				Taking advantage of the unforeseen interference of the two sets of norms, some intermediaries have abused the opportunity to evade li-

				
					37  Articles 12–14 a.p.s.e.m.

					38  Directive 2000/31/EC of the European Parliament and of the Council of June 8, 2000 on certain legal aspects of information society services, in particular electronic commerce, in the internal market (Official Journal of the EU L. 178/1 of 17.07.2000) – hereinafter the Electronic Commerce Directive (ECD).

					39  Article 18(1) ECD.

					40  Directive 2001/29/EC of the European Parliament and of the Council of May 22, 2001 on the harmonization of certain aspects of copyright and re-lated rights in the information society (Official Journal of the EU L. 167/10 of 22.06.200) – hereinafter InfoSoc Directive.

					41  Article 8(3) of the InfoSoc Directive in the case of copyright and Article 11 of Directive 2004/48/EC of the European Parliament and of the Council of April 29, 2004 on the enforcement of intellectual property rights (Official Journal of the EU L. 157/45 of 30.04.2004) – hereafter IPRED Directive – which introduces the obligation to provide injunctive relief against Internet intermediaries also in the case of intellectual property rights other than copyright.
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				ability on the basis of exemptions that were created for passive Internet intermediaries (in particular, concerning hosting providers), even though their service was not of that nature. To this end – in a number of court proceedings – Internet intermediaries claimed that they did not violate the law, since it is individual Internet users who make content available, and their role is limited only to providing an Internet space that is neutral to that content, or technical tools that allow all types of content to be made available. They pointed out over and above that the prohibition on general prior filtering of content by an intermediary makes it impossible to distinguish between copyrighted content and content lacking such protection before it is made available.

				The weakness of the previous instruments of protection against illicit content was related to the limitations of the principles of tort liability,42 which make its attribution conditional on proving the activity and fault of the infringer. They also dictate that the same criteria should be applied in the case of post-power of tort,43 which in the context of infringement of exclusive rights could theoretically be a formula capacious enough to cover, in many cases, the relationship between an Internet intermedi-ary and an individual user of its services. Under such circumstances, the reaction of the right-holders to violations of exclusive rights was usually long delayed, sometimes dependent on the involvement of law enforce-ment agencies and the application of criminal law norms or inefficient administrative procedures,44 and sometimes even impossible. This has meant that the holders of rights to those works that have the greatest economic value as soon as they are made available to the public, i.e. ini-tially especially audiovisual works, television broadcasts, and to a lesser extent musical or verbal works, are exposed to particular losses. It is no coincidence, then, that it is precisely representatives of these groups of right-holders who have begun to apply for injunctions against Internet in-termediaries whose services are used by a third party to infringe exclusive rights.45 Such injunctions, of which blocking injunctions are a particular 

				
					42  Article 415 et seq. of the Civil Code.

					43  Article 422 of the Civil Code.

					44  The best example is the French Hadopi.

					45  M. Husovec, Injunctions against intermediaries in the European Union. Accountable but not Liable?, Cambridge 2017, pp. 3 et seq.
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				type, made it possible to reduce the scale of illegal exploitation of specific content soon after it was made available. In this way, they limited the fi-nancial losses of rights holders in systems when full compensation might not be possible, limited or at least heavily deferred.

				The evolution of this seemingly rather inconspicuous institution, which – unlike Western European countries and a dozen of the most developed non-European countries46 – is not widely used in the coun-tries of our region, would certainly have surprised the creators of the European regulation forming the basis for its introduction throughout the EU. The source of this surprise would be, among other reasons, the laconic nature of the regulations, which obliged EU member states only to create the possibility for authorized persons to apply for an injunction. These provisions did not specify its scope, content, conditions for ob-taining it, the circle of addressees, or – as seemed obvious in 2001 – any procedural issues, including those related to the cross-border execution of the warrants. The EU legislators started from the pragmatic assump-tion that intermediaries have, in many cases, real technical possibilities to effectively and at relatively lowest cost end the state of infringement of collective rights.47 After several years of applying limitations on liability, it turned out that one of the most effective and most frequently used also outside the EU countries are blocking orders, i.e. imposing an obligation on the Internet intermediary to implement such technical measures to prevent access to specific content or a specific website.48

				
					46  In this case, one needs to point to the US, Australia, Argentina, India, In-donesia, Singapore, Malaysia, Mexico, South Korea and Turkey. More extensively on the subject: “Swiss Institute of Comparative Law, Filtering, blocking and take-down of illegal content on the Internet,” study commissioned by the Council of Europe, https://edoc.coe.int/en/internet/7289-pdf-comparative-study-on-block-ing-filtering-and-take-down-of-illegal-internet-content-.html (accessed: 14 Jan-uary 2022).

					47  Cf. recital 59 of the preamble to the InfoSoc Directive.

					48  The legal definition of blocking orders is lacking. More broadly on the definitional issues:

					T. Riis, T. Elholm, A. Nordberg et al., Study on Legislative Measures Related to On – line IPR Infringements, commissioned by EUIPO, https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/observatory/documents/ reports (accessed: 19 January 2022).
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				Three types of injunctions have evolved, which are used in different practical situations.49 The first are static blocking injunctions usually used in the case against websites that have been created to provide content protected by exclusive rights. The addressee of the injunction in such a case is not the site operator, but the Internet provider, and its effect is to block access to a specific site.

				The second type is dynamic blocking injunctions, which are used to more easily resolve cases in which content identified as being shared in vio-lation of exclusive rights on one website appears on new sites. The effect of the injunction is to block access from such a site, which may have a different IP address or URL, but serves to share the same content as its predecessor. Such a site is also often linked to its predecessor by the name of the domain; to make it more recognizable and for the convenience of content users, who then find the site more easily in a search engine. A dynamic injunction must therefore be formulated in such a way as to enable the addition of a new IP address or URL without having to initiate a new court procedure to obtain a new injunction. Alternatively, when the domain names and/or IP addresses in question are unknown to the court at the time of the ruling, the courts set a timeframe (periodic or up to a certain date) for authorized service providers to provide lists of sites to be blocked under the injunc-tion. This protects the right holder from applying for a separate injunction each time protected content begins to appear on subsequent websites, i.e. it makes it possible to reduce the costs and other difficulties associated with the proceedings. In this way, the system of exclusive rights protection re-gains the necessary balance, violated when the protection of rights is costly and long-lasting, and the infringement itself, which amounts to creating a new site and making the same content available illegally, is easy and cheap.

				The third type is blocking injunctions applied in real-time against live content.50 In this case, the application of the injunction only makes sense 

				
					49  “Study on dynamic blocking injunctions in the European Union”, collec-tive study commissioned by EUIPO, edited by Giancarlo Frosio, Oleksandr Bu-layenko, https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_ library/observatory/documents/reports (accessed: 13 January 2022).

					50  The first time such an injunction was applied in the UK was in the case of football match broadcasting – the case of Football Association Premier League Ltd. vs. British Telecommunications Plc & Others [2017] EWHC,480 (Ch).
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				during the transmission, so the reaction of authorized and legal protec-tion authorities must be rapid and strictly limited in time. The application of the technical measures indicated in this type of injunction takes place only each time the server in question is used to make a live broadcast available. This means that the injunction is granted for strictly defined time, about which the authorized person is to inform the online interme-diary in advance,51 until the end of the specified sports season.

				Not all types of blocking orders are used even in those member states that have introduced a general basis for applying for them in their na-tional law.52 In some jurisdictions, the possibility of using dynamic injunc-tions or their application to live broadcasts has not yet been tested before the court.53 Sometimes, in turn, it has been tested with negative results – in this way, the judicial jurisprudence has forced the clarification of the national basis for the use of injunctions in situations where the simple transfer of a provision of EU law has proved insufficient.

				Regardless of the type of injunction sought by the right holder in a giv-en situation from the technical point of view their application consists in the so-called blocking of a domain or a specific website or blocking of data flow by the Internet provider.54

				The individual user’s computer is then unable to locate a particu-lar domain or website (blocking occurs DNS, URL or IP number), 

				
					51  For example, in the form of electronic information from the authorized person or a third party authorized to act on his behalf.

					52  The use of blocking orders – regardless of their nature – has been affirmed in court rulings in Austria, Belgium, Denmark, France, Finland, Greece, Ireland, the Netherlands, Portugal, Spain, Sweden, the United Kingdom, Iceland and Norway. In Germany and Lithuania positive verdicts are appealed.

					53  The feasibility of dynamic blocking orders has been confirmed in Belgium, Denmark, France, Germany, Greece, Ireland, Italy, the Netherlands, Spain and Swe-den.

					54  In such a situation, the recipients of a request for access to a given domain do not return to the user computer the correct IP address that would allow them to connect to it. As a substitute, the computer obtains information that the domain is unknown or obtains another IP number, which directs it to a page informing that access to a given domain is not allowed (so-called DNS Spoofing). This method can be used either to block a single IP address or a set of multiple IP addresses that are filtered from all available addresses based on predefined criteria.
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				which consequently leads to the blocking of content transmission or even denial of access to the entire site through which the content is made available. Consequently, there is thus no removal of the content in question at the source, which solves the lack of legal instruments to eliminate illegal content sites operating from territories where protection is not considered at all or protection is illusory. The content is simply inaccessible to the recipient of the place where it is intended by the op-erator of a given pirate site. Injunctions are most often used against a few of the largest Internet providers active in the territory of a given member state – this is when the scale of thwarted violations is most apparent.

				The aforementioned flexibility of EU law can sometimes be an ad-vantage, as it does not preclude the use of technological measures other than those typically used for blocking orders, allowing rightsholders and courts to adapt to changing methods of infringement. On this basis, for example, the French Supreme Court (Court of Cassation)55 has upheld injunctions requiring search engines to de-index and block access to sites that are structurally designed to infringe exclusive rights.

				The systemic consequence of the DSA is the introduction of cross-bor-der enforcement of injunctions. Among other things the DSA specifies the minimum conditions that an injunction must meet in order to be enforced in a member state other than the states of its issuance56 and creates a net-work of national digital service coordinators to facilitate the cross-border enforcement of online remedies, and thus also blocking injunctions.57

				In addition to the issue of the possibility of cross-border execution of orders, the procedural differences concern:

				the scope of the investigation of the circumstances of the case;

				the participation of both parties in the proceedings aimed at issuing an injunction;

				the possibility for an online intermediary to apply for a suspen-sion of the injunction;

				
					55  Supreme Court (Court of Cassation) ruling of July 6, 2017. SFR et al. v. Film Producers Association, No. 16–17.217, 16–18.298, 16–18.348, 16–18.595, ECLI:FR:CCASS:2017:C100909, https://www.legifran – ce.gouv.fr/juri/id/JURI-TEXT000035152528 (accessed: 11 January 2022).

					56  Article 8 of the DSA draft regulation.

					57  Article 38 of the DSA draft regulation.
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				the range of remedies available to online users and intermediar-ies.

				In the former case, if the injunction is intended to be permanent, it is necessary to examine all the circumstances of the violation in order to assess the established facts against the general principles formulated in the case law of the European Court of Justice. In the case of injunctions of a temporary nature in urgent cases, the adjudicating panel is sometimes endowed with a greater degree of adjudicatory discretion; it can rely more heavily on the plausibility of certain circumstances.58

				In the second case in some countries (Greece, Ireland and Spain) the procedural rules always provide for mandatory participation of the par-ties involved in the proceedings for the issuance of the injunction. How-ever, in several member states, the proceedings may be ex parte under certain conditions. These conditions include: urgent circumstances for the issuance of the injunction (Germany); infringement of exclusive rights has already taken place (the Netherlands); the online intermediary sub-ject to the injunction had prior notice of the infringements/intention of the rightsholders to use the injunction (the UK). 

				In contrast, the suspension of the injunction, which is not a European standard, but has been developed by case law doctrine in Ireland and the UK, is temporary. The grounds for requesting a suspension are either to correct or investigate possible excessive blocking of material, or involve the need for the intermediary to ensure the technically uninterrupted operation of its ser-vices (e.g., to maintain the integrity of the service, maintenance, removal of an imminent threat to the security of the network, service or intermediary).

				In addition, in the case of several member states, the right to appeal serves individual Internet users indirectly affected by the injunction (e.g., in Finland, Germany, Greece, Ireland, the Netherlands and the United Kingdom. According to the German Supreme Court,59 individual Internet 

				
					58  “Mapping report on the national remedies against online piracy of sports content,” collective stage commissioned by the European Audiovisual Observato-ry; https://www.obs.coe.int/en/web/observatoire/mapping-reports report p. 80 (accessed: 18 January 2022).

					59  Cf. G. Frosio, Enforcement of European Rights on a Global Scale [in:] The Routledge Handbook of European Copyright Law, E. Rosati (ed.), Routledge 2021, https://ssrn.com/abstract_id=3650521 (accessed: 19 February 2022).
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				users have the right to a remedy by initiating proceedings against their ac-cess provider on the basis of the contractual relationship between them. In addition, in a few cases (the Netherlands), class action lawsuits filed by internet users against blocking bans are available, or the protection of the rights of network users is achieved through laws designed to protect consumers.

				In addition to issues associated with the design of the judicial proce-dure, the important differences between EU member states that relate to blocking orders concern the possibility of their issuance in some cases by administrative organs60 or the facilitation of their execution through self-regulatory solutions.61

				In the first case the relationship of the proceedings conducted before the administrative authority to the judicial proceedings may be shaped differently: usually the two paths are not mutually exclusive, although there are also cases when the initiation of administrative proceedings excludes the possibility of bringing a civil case.62

				In the second case, on the other hand, they are solutions of limited scope and application, which only serve to facilitate protection, supple-menting more formalized proceedings or providing an applied solution before the initiation of formal procedures.63

				In Polish law – as confirmed by one of the few rulings addressing this issue64 – there is no specific legal basis for filing an application to the court for such an order. In the analyzed ruling, the court prejudged that the pre-emptive measures it imposes can only apply to a specific copyright in-fringement, and do not extend to multiple infringements of even the same 

				
					60  Such a possibility exists in Greece, Italy, Spain and Lithuania. In Italy, In-ternet domains blocked administratively are subject to compulsory registration on a so-called blacklist. For more on this topic, see Study on dynamic blocking injunctions in the European..., op.cit., pp. 20–22.

					61  The case of Belgium where joint contact points have been set up by au-thorized and potential recipients of blocking orders to receive and recognize complaints against, among others, infringements of exclusive rights.

					62  A solution adopted in Greece. In Lithuania, on the other hand, civil courts deal with the execution of orders issued by an administrative body.

					63  A solution known in Belgium.

					64  Yes: decision of the Court of Appeals in Warsaw of March 27, 2017, VI ACz 164/17, not published.
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				right that occurs at a given moment or may occur in the future. In addition, the court pointed out that by concrete infringement it means infringement committed or likely to be committed by a concretized infringer, and not the existence of an abstract threat related only to the business profile of a par-ticular online intermediary. The court thus held that it is also impossible to impose a general and abstract injunction that would cover, for example, all audiovisual works even of a given right holder.

				In this situation, the only provision that would allow for a similar, al-beit limited, effect in the case of copyright is Article 79(1)(2) of the Febru-ary 4, 1994 Law on Copyright and Related Rights, which provides for the possibility of a claim for removal of the effects of infringement. The real-ization of such a claim may consist, among other things, in the removal of content made available in violation of exclusive rights. In this context, it is worth mentioning the decision of the Court of Appeals in Cracow of September 18, 2017,65 in which the court obliged internet services provid-ers to remove a user’s account that contained a link to infringing content. In its reasoning, the court found that the Internet intermediary is not passive, since it charges for uploading content, thus attributing to it the guilt of infringing exclusive rights. Thus, the court focused on the possi-bility of imputing to the intermediary participation and, in consequence, responsibility for the violation, rather than the possibility of imposing a specific obligation to protect the law regardless of such participation or fault on the part of the intermediary. This, in turn, is the essence of blocking orders. This isolated ruling does not confirm – which is worth making clear – that there is a general possibility of issuing them in our country. Rather, it represents a jurisprudential attempt to propose a sub-stitute with a limited scope of application in practice, pending the neces-sary legislative intervention.

				Polish law lacks a legal basis for courts to apply injunctions against In-ternet intermediaries who are not directly involved in committing copy-right infringement.

				In view of the implementation of the DSA regulation and the conse-quent need to identify a Polish authority that should be responsible for 

				
					65  Decision of the Court of Appeals in Cracow of September 18, 2017, I Ca 1494/15, not published.
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				the implementation of obligations related to the cross-border enforce-ment of injunctions against Internet intermediaries the implementation of European Union law norms governing blocking orders is even more important. It is difficult to consider as reasonable a situation in which the Polish justice system will be obliged to execute injunctions protecting the rights of rightsholders from other EU member states, while at the same time Polish rightsholders will be deprived of the possibility of benefiting from such protection both in Poland and throughout the EU.

				Some courts are attempting to fill this gap by applying provisions that allow exclusion of liability of an Internet intermediary – by the way, in accordance with their original scope – only to passive intermediaries, re-sulting in the imposition of certain obligations on the intermediary. Such a solution, however, does not provide the right-holders with an effective and quick remedy to reduce the scale of Internet piracy and requires the conduct of complicated evidentiary proceedings. In addition, court rul-ings in this case are few and it is difficult to speak of any jurisprudential practice in this case.

				The Polish legislator should therefore, drawing on the experience of the more advanced EU member states, introduce into the legislation a le-gal basis creating the possibility for courts to impose blocking orders against Internet intermediaries. The legislation should take into account standards shaped by the jurisprudence of the CJEU. The most relevant in this case is:

				wide formation of the circle of addressees of the order;

				detaching the possibility of its imposition from the participa-tion/guilt of the intermediary in the infringement of exclusive rights;

				prejudging that courts have the authority to impose dynamic orders and address parties dedicated to live broadcasts. 

				In view of the solutions contained in the DSA regulation, it is also reasonable to define the minimum elements of the orders in a way that coincides with the regulation to ensure that the orders imposed by Polish courts can be enforced across borders.

				Given the negative experience of some EU member states with overly laconic provisions for imposing injunctions against Internet intermediar-ies and the potential public discussion regarding provisions for blocking 
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				access to content on the Internet, the proposed regulation should include provisions clearly defining appeal procedures. There should also be the possibility of requesting the suspension of an injunction if it has ceased to serve its function, technical circumstances require it, or due to a change in factual circumstances that are related to the activities of the intermedi-ary in question lead to excessive content blocking.

				The legislation should also stipulate rules for sharing the costs of implementing blocking orders, at least when the order is issued to an intermediary not at all involved in copyright infringement (i.e., an access provider). Charging them with the costs of implementing the injunction is neither justified by the rules of equity, nor will it contribute to the formation of sustainable economic relations between right holders and Internet intermediaries.66

				A detailed definition is required of the procedure and scope of issuing injunctions under the DSA: Article 9 (injunction to take action against unlawful content) and Article 10 (injunction to provide information on the service recipient). 

				4. Responsibility for digital content shared by users of the ICT network

				Another problem related to liability for shared content is the issue of li-ability for content shared by users of the ICT network, including on social media and on so-called blogs. The issue of this type of liability touches on issues that are related to activities beyond the regulatory framework related to audiovisual media services and electronically provided services.

				The basic rule is that a service provider supplying free access to a dis-cussion portal is not obliged to ensure the identifiability of the service recipient making an entry on the portal and is not liable for violations of personal rights committed by means of such an entry, unless it knew 

				
					66  Based on an expert opinion commissioned by the Academic Center for Cyberspace Policy of the War Studies University – Legal opinion on the possibil-ity of introducing into the Polish legal order provisions regulating the so-called blocking orders in the context of the principles of their application that arise from European law and the practice formed in some member states of the Euro-pean Union from December 31, 2021 by K. Kościński.
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				that the entry violated such rights and the service provider did not im-mediately remove it.67 It is becoming standard for electronic editions of the press to “store” comments by Internet users that drastically violate the personal rights of individuals. Based on the view expressed in the jurisdi-cation that the service of providing users with the network with access to a part of the server for the purposes of the discussion portal is a hosting service, as referred to in Article 14 of a.p.s.e.m., storage, as referred to in Article 14 of the E-Commerce Directive, cannot be reduced solely to the storage of data in the memory of the computer (server of the service pro-vider). Since hosting is one of the services of the information society, the storage of information referred to in this provision may also take place in such a way that they are made available in a communication network, and the provider of such a service facilitates this access. As a consequence of the intermediary’s actions, involving the maintenance of such a network and, in particular, granting access to the content contained therein, is also covered by the exemption provided for in Article 14 of the Direc-tive and Article 14 of a.p.s.e.m., especially in a situation in which such an entity did not have positive knowledge of the unlawful nature of the stored content, or, when it does have such knowledge, in a situation in which it immediately prevents access to such content. The responsibility of the web portal administrator for users’ comments in the face of the formalization of press activity is also questionable, as there are doubts about the qualification of such comments as press material within the meaning of Article 7(2)(1) and (4) and (5) of the Press Law. For a material is any text or image published or submitted for publication in the press of an informative, journalistic, documentary or other nature, regardless of the medium, type of form, purpose or authorship. In turn, the term press is understood to mean periodical publications that do not form a closed homogeneous whole, appearing not less than once a year, bearing a fixed title or name, running number and date, and in particular dailies and magazines, agency services, fixed telex transmissions, bulletins, radio and television programs and newsreels. The press also includes all existing and emerging as a result of technological advances mass media, includ-

				
					67  Judgment of the Supreme Court of July 8, 2011, IV CSK 665/10, “Orzec-znictwo Sądu Najwyższego Izba Cywilna” 2012, No. 2, item 27.
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				ing broadcasting stations and tele- and company radio stations that dis-seminate periodical publications by means of print, vision, phonation or other dissemination technique. The press also includes teams of people and individuals engaged in journalistic activities. A journalist is a person who edits, creates or prepares press materials, is in an employment rela-tionship with an editorial board or engages in such activity for and under the authority of an editorial board.

				However, in a judgment dated October 10, 2013. (No. 64569/09) in the case of Delfi AS v. Estonia,68 the European Court of Human Rights ruled that it is permissible to attribute liability to a news portal for the appearance of offensive posts under a text posted on the Internet. Thus, it accepted that, despite the E-Commerce Directive, there could be spe-cific solutions in the national legal order limiting freedom of expression when the posts of Internet users are offensive and hateful, and the ad-ministrator of the portal did not prevent them from being made public, profited from it, and ensured the anonymity of their authors. According to the interpretation indicated here, the exemptions contained in Articles 12–15 of the a.p.s.e.m. also need to be analyzed in the context of other legal provisions regulating the protection of human rights and freedoms. Given that the comments of anonymous authors posted on an Internet portal administered by a party may contain content that violates personal rights, it is necessary to analyze liability in the context of violations of the provision of Article 24 § 1 of the Civil Code. The Supreme Court, in its judgment of September 30, 2016,69 took the position that the provi-sions of Articles 14(1) and 15 of a.p.s.e.m. regulate issues related to the exclusion of liability of the web portal administrator. However, they do not regulate such issues as the principle of distribution of the burden of proof of the absence of unlawfulness of the actions of the administrator of an Internet portal providing a hosting service. The Supreme Court pointed out that, in accordance with Article 24 § 1 of the Civil Code, the one whose personal good is threatened by someone else’s action may 

				
					68  http://www.hfhr.pl/wp-content/uploads/2013/10/Omowienie_orzecze-nia_Delfi_przeciwko_Estonii.pdf (accessed: 12 December 2018).

					69  Judgment of the Supreme Court of September 30, 2016. Ref. I CSK 598/15 Liability of the administrator of an online portal for comments of Internet users. LEX No. 2151458.
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				demand that this action be abandoned. In the event of an infringement, one may also demand that the person who committed the infringement perform the actions necessary to remedy its effects, in particular to make a statement of appropriate content and form. Moreover, the provision of Article 24 § 1 of the Civil Code does not limit its application to the direct perpetrators of violations of personal rights, which in this particular case are anonymous authors, but encompasses within its scope all actions of a specific entity which in any way causes or contributes to the violation of the personal rights of the person harmed or to the aggravation of viola-tions of these rights previously committed by other entities. On the basis of this provision, the concept of the perpetrator of the violation of per-sonal property is so capacious that it is unnecessary to refer to the provi-sion of Article 422 of the Civil Code. The Supreme Court in its judgment of January 10, 201470 noted that the freedom of expression exercised in online forums by anonymous authors often provokes unrestrained state-ments that degenerate into hate speech that violates the personal rights of third parties. The Supreme Court stressed that the legal position of citizens offended and defamed by such anonymous postings, thus exclud-ing the liability of the direct perpetrators, is incomparably worse from this point of view. “Such a victim has no obligation whatsoever to even own the Internet, read Internet portals or take the time to check whether he or she is insulted, defamed or his or her authority undermined on the sites. A person who does not use the Internet may never find out about unlawful, anonymous postings concerning him, which irrevocably undermine his authority. The Internet is a medium that is intended by design to be friendly to the information society, and there should be ef-fective legal mechanisms to prevent its use for actions that violate the dignity and honor of citizens, and without any legal consequences for the perpetrators.”71 Consequently, it is the defendant who bears the burden of proving that he did not know about the incriminated comments of Internet users before he was served with the lawsuit. It should be noted that the exclusion of civil liability is governed both by Article 24 § 1 of 

				
					70  Judgment of the Supreme Court of January 10, 2014, I CSK 128/13, not published.

					71  Ibidem. See also: judgment of the Court of Appeals in Lodz of January 29, 2018, I ACa 631/17, Legalis No. 1760310.
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				the Civil Code and the aforementioned Articles 14(1) and 15 of the Civil Remedies Act, so it seemed fundamental to assess the interrelation of these provisions. However, the Supreme Court failed to make such an assessment, which had an impact on the judgment. Such an expansive interpretation may seem to contradict the conflict rules of legal norms, the principle of consistency of the legal system, the purposive interpreta-tion of both the e-commerce directive and the law on the provision of electronic services. In this context, the regulation of Article 14(1) of the E-Services Act also seems irrelevant. However, the rationale of the afore-mentioned ruling is in line with the recent recommendation of the EU Commission, which addresses the issue of monitoring content provided as part of the hosting service.

				In line with Commission Recommendation (EU) 2018/334 of March 1, 2018 on measures to effectively combat illegal online content72 rules should be established to regulate the mechanism for submitting notifica-tions. These mechanisms should be easily accessible, user-friendly and should allow for electronic submission of notifications. These mecha-nisms should allow and encourage the submission of notifications that are sufficiently precise and adequately substantiated to enable the affected hosting provider to make informed and reliable decisions with respect to the content to which the notification relates, particularly with respect to whether or not the content should be considered illegal and whether or not it should be removed or prevented from being accessed. These mechanisms should facilitate the submission of notifications that include an explanation of the reasons why the notifier considers the content to be illegal, as well as a clear identification of the location of such content. If they decide to do so, their anonymity to the content provider should be guaranteed. If a content provider decides to remove any content they hold or prevent access to it because they consider it to be illegal content, regardless of the means used to detect, pinpoint or remove such content or prevent access to it, and if the content provider’s contact information is known to the content provider, the content provider should, without undue delay, be informed in a proportionate manner of the decision and the reasons for it, as well as the opportunity to challenge the decision. 

				
					72  C/2018/1177 OJ L 63, 6.3.2018, pp. 50–61.
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				Content providers should have the opportunity to challenge a decision made by a hosting provider, within a reasonable period of time, by means of an objection addressed to the hosting provider in question.

				It should be ensured that hosting providers give due consideration to the objections they receive. If the objection includes reasons why the host-ing provider may consider that the content to which the objection relates is not unlawful content, it should, without undue delay, reverse its decision to remove the content or prevent access to it, without prejudice to its abil-ity to determine and enforce the terms of service in accordance with the European Union law and the laws of the Member States. Hosting providers should be encouraged, where appropriate, to take proportionate and spe-cific proactive measures against illegal content. Such proactive measures may include the use of automated mechanisms for detecting illegal content only when relevant and proportionate, and subject to the application of ef-fective and adequate safeguards. The removal of content that is not illegal content should be avoided, without prejudice to the preservation of the ability of hosting providers to define and implement their terms of service in accordance with Union and Member State law. To this end, effective and appropriate safeguards should be put in place to ensure that hosting providers act appropriately and proportionately with respect to the content they host, especially when processing notifications and objections and de-ciding whether to remove content deemed illegal or prevent access to it.

				If hosting providers use automated mechanisms for their stored con-tent, effective and appropriate safeguards should be put in place to ensure that decisions made about such content, especially decisions to remove content deemed illegal or prevent access to it, are accurate and justified. The recommendation also includes specific recommendations on terror-ist content. Hosting service providers should clearly state in their terms and conditions that they will not store terrorist content and should put in place measures to prevent them from storing terrorist content.

				5. The issue of responsibility for the protection of personal data

				An example of the problems of establishing responsibility for online ac-tivities is the responsibility for the use of personal data. Until the entry into force of Regulation 2016/679 of the European Parliament and of the 
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				Council (EU) of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free flow of such data and repealing Directive 95/46/EC (General Data Protection Regulation) (GDPR)73 in Poland, there was a Personal Data Protection Act of August 29, 1997.74 The scope of application of the Personal Data Protection Act covered all entities engaged in data processing that have their registered office or place of residence in the territory of the Republic of Poland, or in a third country, as long as they process personal data using technical means located in the territory of the Republic of Poland. These entities are listed in two groups. The first group includes public entities (state bodies, bodies of local self-government, state and municipal organiza-tional units), which can decide the purpose of personal data process-ing within the framework of the tasks they perform in accordance with the law, and which have been designated by these laws. To the second, private entities, including non-public entities carrying out public tasks, natural persons and legal persons and organizational units that are not legal persons, processing personal data in connection with profit-earning activities, professional activities or for the realization of statutory pur-poses.75 Article 7(2) of the Personal Data Protection Act,76 which was not in force after the entry into force of the GDPR,77 introduced a definition of “data processing.” According to this definition, these are all operations performed on personal data, such as collecting, recording, storing, pro-cessing, changing, sharing and deleting, and especially those performed in computer systems, with a computer system being a set of cooperat-ing devices, programs, information processing procedures and software

				
					73  (Official Journal of the EU. L 2016 No. 119, p. 1).

					74  (Journal of Laws No. 133, item 883, as amended) – an act that is no longer in effect.

					75  P. Barta, P. Litwinski, Komentarz..., op. cit, p. 118.

					76  Regulation (EU) 2016/679 of the European Parliament and of the Council of April 27, 2016 on the protection of natural persons with regard to the pro-cessing of personal data and on the free flow of such data and repealing Direc-tive 95/46/EC (General Data Protection Regulation) (Official Journal of the EU. L 2016 No. 119, p. 1) – hereinafter GDPR.

					77  Act of August 29, 1997 on the protection of personal data (Journal of Laws No. 133, item 883, as amended) – no longer in effect.
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				tools used for data processing. The Supreme Administrative Court has commented on this notion, holding that the definition of an informa-tion system in the Personal Data Protection Act is very capacious, and therefore it cannot be used to eliminate data processing procedures in forms other than electronic. This is due to the fact that these procedures can be traditional in nature.78 Data processing itself can be carried out in both automated and non-automated ways. The legislator stated that data processing is, in particular, those operations that are performed in infor-mation systems, i.e. in sets of cooperating devices, programs, information processing procedures and software tools applied for the purpose of data processing. In turn, the activity of processing personal data was subject to strict rules. The most important was the rule granting the right to the individual whose data is subject to processing to decide whether the data can be processed. Failure to give such consent meant that the processing of that person’s data violated his right to the protection of that data. On the other hand, according to the statutory definition, consent of the data subject is a declaration of will, the content of which is consent to the pro-cessing of personal data of the one who makes the declaration; consent may not be implied or implied from a declaration of will with a different content; such consent may be revoked at any time. Pursuant to Article 7(2) of the Personal Data Protection Act, the processing of personal data is understood to mean any operations performed on personal data, such as collection, recording, storage, processing, alteration, disclosure and deletion, especially those performed in computer systems. It should be emphasized that the Act used the term “processing of personal data,” and therefore used a term indicating the activities or operations performed (here and now) on personal data. Chronological juxtaposition of the de-scribed activities, indicates that the processing of personal data started from the stage of their acquisition (collection) and proceeded through fixation, storage, processing, modification, sharing, and ended with the stage of data erasure. This is important for assessing whether the use of an employer’s personal data on an employer portal constitutes the pro-cessing of that employer’s personal data by the operator of the Internet 

				
					78  Judgment of the Supreme Administrative Court of December 3, 2003, II SA 232/02, “Wspólnota” 2003, No. 26, p. 52.
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				portal. In the Court’s opinion, the situation in question does not meet the above criteria. “Processing” of the plaintiff’s personal data, which is undoubtedly considered to be the name and address, enabling identifica-tion of the person, came down in the case in question to the placement of such data by the recipient of the service on a certain web portal. On the other hand, data security in this computer system is the implementation and operation of appropriate technical and organizational measures to ensure data protection against unauthorized processing. The data con-troller is the entity that, deciding on the purpose of data processing, will concretize, detail this processing to meet the needs of a more specifically defined public task.79

				G. Sibiga argues that the term was introduced into this legal act “to designate the subject of rights and obligations related to participation in the processing of personal data”.80 A data controller is understood to be an authority, organizational unit, entity or person deciding on the purposes and means of processing personal data. These entities included entities with the following legal form:

				state bodies, local government bodies and state and municipal organizational units;

				non-state entities carrying out public tasks;

				natural persons and legal entities and organizational units that are not legal entities, if they process personal data in connec-tion with profit-earning activities, professional activities or for statutory purposes who have their registered office or place of residence in the territory of the Republic of Poland, or in a third country, as long as they process personal data using technical means located in the territory of the Republic of Poland. 

				According to J. Barta, P. Fajgielski and R. Markiewicz the consequence of the introduction of exemptions in the definition scope of the data re-cipient is also the exclusion of obligations, as well as the right to inform the data subject about the entities to which the data are made available, if

				
					79  See Judgment of the Provincial Administrative Court in Warsaw of August 19, 2008, II SA/Wa 605/08, LEX No. 516692.

					80  G. Sibiga, Postępowanie w sprawach ochrony danych osobowych, Warsaw 2003, p. 53.
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				these entities have no status of the data recipient. In view of this, the data controller does not have to inform the data subject about sharing his data with entities that are not included in the category of data recipients, nor does he have to record the fact of sharing data with these entities. The controller is also not obliged to indicate the exempted entities to which it makes personal data available in the notification of the personal data set for registration.81 In light of the Law on Personal Data Protection, each data controller had to exercise oversight over the personal data processed in its organization.

				Following the entry into force on May 25, 2018 of Regulation 2016/679 of the European Parliament and of the Council (EU)82 (referred to as “GDPR”), the role of expert support for data controllers and processors is played by data protection officers (also referred to as “DPO”). The task of DPOs – just like information security administrators (ABIs) until now – is to act for data processing that complies with data protection regula-tions, both in the public administration and in the private sector.

				The new regulations significantly strengthen the role and position of data protection officers. One of the most important manifestations of this strengthening is that the appointment of a data protection officer, in many cases, will become an obligation and not, as before, a power of the controller. The General Data Protection Regulation stipulates the obliga-tion to appoint an inspector for controllers and processors when the pro-cessing is carried out by a public authority or entity, with the exception of courts in their exercise of the administration of justice, the main activity of the controller or processor consists of processing operations which, due to their nature, scope or purposes, require regular and systematic monitoring of data subjects on a large scale, and when the main activity of the controller or processor involves large-scale processing of specific categories of personal data. Unlike the Personal Data Protection Act, the

				
					81  J. Barta, P. Fajgielski, R. Markiewicz, Ochrona danych osobowych. Komen-tarz, 5th edition, Warsaw 2011, p. 387.

					82  Regulation of the European Parliament and of the Council (EU) of April 27, 2016 on the protection of natural persons with regard to the processing of personal data and on the free flow of such data and repealing Directive 95/46/EC (General Data Protection Regulation) (Official Journal of the EU L 119, p. 1).
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				General Data Protection Regulation contains legal provisions on the pos-sibility of appointing a single data protection officer for several entities. In the case of private entities, a single inspector can be appointed by a group of pre-ventures (e.g., a corporate group), as long as the inspector can be easily contacted from each organizational unit.83 If the controller or pro-cessor is a public authority or entity, a single data protection officer may be appointed for several such authorities or entities, taking into account their organizational structure and size.84 Administrators and processors should opt for it with an awareness of their responsibilities In such cases, it will be necessary for them to make arrangements for their cooperation in providing the DPO with the right conditions for performing the func-tion (including in terms of time and organization, in terms of providing sufficient resources, inclusion in all personal data protection matters and the guarantees of his independence provided for in the GDPR). It should be emphasized, however, that a person performing the function of a DPO on the basis of a service contract must meet all the requirements set by the provisions of the GDPR, e.g. the requirements concerning the avoid-ance of conflicts of interest, guarantees of independence, ease of estab-lishing contact with him, proper and timely involvement in all matters concerning the protection of personal data.85

				The DPO is appointed on the basis of his professional qualifications,86 in particular his expertise in data protection law and practices and abil-ity to fulfill given tasks.87 The above indicates that in order to be able to properly perform their duties, a DPO should demonstrate both theoreti-cal and practical knowledge of the General Data Protection Regulation and national laws governing data processing. The data protection officer should have adequate knowledge of national and European data protec-tion laws and practices, as well as in-depth knowledge of the provisions of the GDPR. Business and sector-specific knowledge of the controller’s operations is also recommended. The DPO should also have adequate 

				
					83  Article 37(2) GDPR.

					84  Article 37(3) GDPR.

					85  Article 29 Working Group, Guidelines on Data Protection Officers (“DPO”), December 13, 2016, WP 243.

					86  Article 37(5) GDPR.

					87  Article 39 GDPR.
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				knowledge of the controller’s data processing processes, IT systems and security features and data protection needs. In the case of public bodies and entities, the DPO should demonstrate knowledge of administrative procedures and the functioning of the entity.88 In order to ensure the in-dependence of the DPO, the controller or processor should put in place internal regulations that guarantee the DPO’s independence in perform-ing his or her duties and tasks. This is particularly true for public entities or entities with complex structures, which will need to adapt their organi-zational regulations and statutes to ensure the DPO’s independence. This way of framing the duties of the DPO reflects the new approach to per-sonal data protection based on risk analysis and the principle of account-ability enshrined in the GDPR.89 Assigning an advisory and verification role to the DPO over the activities of the data controller and processor (and their employees) makes both the DPO’s tasks and the way they are implemented closely linked not only to the duties of data controllers or processors, but also to the new approach to their implementation. These measures should be reviewed and updated as necessary. In addition, both in determining the amount of personal data to be collected, the scope of processing, the period of storage, their availability and the means of processing, it is necessary to apply mechanics such as ensuring the pro-tection of personal data at the design stage and privacy by default, both before processing and during the processing itself.90 The scope of the DPO’s tasks is contained in Article 39(1) of the GDPR, but the enumera-tion contained in this provision is not a closed catalog. In justifying the unquestionable professionalism, special attention should be paid to the emphasis placed on the expertise that the DPO must have in the field of data protection. The assignment of additional tasks may be important in this case, as well as independence of action, which will undoubtedly have an impact on the raising of standards related to personal data protection in the future, and thus this protection will also be ensured in connection with the development of new technologies.

				
					88  Article 29 Working Group, Guidelines..., op. cit, p. 10.

					89  Article 5(2) GDPR.

					90  K. Witkowska, Data protection officer, or data protection inspector in the General Data Protection Regulation, [in:] E. Bielak-Jomaa, D. Lubasz (eds.), Pol-ska i europejska reforma ochrony danych osobowych, Warsaw 2016, p. 249.
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				However, the principles indicated above do not clearly determine the issue of liability for the processing of personal data, especially online. It should be noted here that the basic legal act protecting personal data of international scope is the Convention No. 108 of the Concil of Europe for the Protection of Individuals with regard to Automatic Processing of Personal Data.91 It was signed in Strasbourg on January 28, 1981. The Convention entered into force on October 1, 1985. Poland ratified it on April 24, 2002, and as an international agreement it entered into force in the national law system on September 1, 2002. The convention in-troduces obligations in the public law space. According to Article 1 of the Convention, the aim of the regulation is to ensure that every natural person, regardless of nationality or place of residence, has their rights and fundamental freedoms respected in the territory of each party to the Convention, and in particular their right to privacy in connection with the automatic processing of personal data concerning them (“data protec-tion”). The Convention introduced several definitions that have become the basis for defining terms related to the protection of personal data.

				The discrepancies in regulation that existed in the European Union member states have been partially overcome by the Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data.92 Securing a uniform suf-ficient level of protection of the private sphere in the Member States in connection with the processing of personal data contained in the filing systems and ensuring the possibility of free flow of personal data be-tween the Member States93 were considered to be the primary objectives of this regulation. The above-mentioned Directive was complemented by Framework Decision 2008/977/JHA as a general instrument at the Union level for the protection of personal data in the area of police and judicial cooperation in criminal matters.94

				On December 15, 1997, a special Directive 97/66/EC of the European Parliament and of the Council on the processing of personal data and the 

				
					91  (OJ 2003, No. 3, item 25) – hereinafter the Convention.

					92  (Official Journal of the EC L of 23.11.1995) – hereinafter Directive 95/46.

					93  J. Barta, P. Fajgielski, R. Markiewicz, op.cit. p. 64.

					94  (OJ EC L 350, 30.12.2008, p. 60) – hereinafter the Framework Decision.
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				protection of privacy in the field of telecommunications was also issued.95 The purpose of this regulation was to ensure the protection of personal data in the telecommunications network in connection with the transmis-sion of information in electronic communication services. As a result of the development of electronic communications services, Directive 97/66/EC was replaced by Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal data and the protection of privacy in the electronic communications sector,96 which was subsequently amended by Directive 2006/24/EC of the Euro-pean Parliament and of the Council of 15 March 2006 on the retention of data generated or processed in connection with the provision of publicly available electronic communications services or of public communications networks and amending Directive 2002/58/EC.97 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal data and the protection of privacy in the sector of electronic communications98 has introduced certain obligations. The Eu-ropean legislator has imposed additional obligations on providers of these services with regard to the processing of personal data. It requires that the provider ensure that personal data is accessed only by authorized person-nel for legally permitted purposes, that the provider protect data stored or transmitted against unlawful destruction, accidental loss, destruction or alteration, and unlawful storage, disclosure, access and processing. Suppli-ers are also required to implement an appropriate security policy. Control over the fulfillment of these obligations is to be exercised by the competent national authorities.99 The latest amendment of the Directive introduced 

				
					95  Directive 97/66/EC of the European Parliament and of the Council of December 15, 1997 (Official Journal of the EC L 24 of 30.01.1998) – hereinafter Directive 97/66/EC.

					96  (OJ EC L of 31.07.2002).

					97  (OJ L 105, 13.04.2006).

					98  Directive 2002/58/EC of the European Parliament and of the Council of July 12, 2002 concerning the processing of personal data and the protection of privacy in the electronic communications sector (Directive on privacy and elec-tronic communications) (OJ EC L 201, 31.07.2002, p. 37; OJ EU Polish Special Edition, Chapter 13, Vol. 29, p. 514, as amended).

					99  National legislation equips the Inspector General for Personal Data Pro-tection with the ability to impose appropriate sanctions and the following mea-
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				into the legal order of the European Union Directive 2009/136/EC of the European Parliament and of the Council of November 25, 2009 amend-ing Directive 2002/22/EC on universal service and users’ rights relating to electronic communications networks and services, Directive 2002/58/EC concerning the processing of personal data and the protection of privacy in the electronic communications sector and Regulation (EC) No 2006/2004 on cooperation between national authorities responsible for the enforce-ment of consumer protection laws.100

				In a judgment of the Supreme Administrative Court in Warsaw on April 18, 2014, it was stated that if the rule is that personal data can be processed with the consent of the person to whom it pertains, then any exceptions to it must be interpreted strictly. On the other hand, assuming that providing access to data in order to initiate legal proceedings would violate the rights and freedoms of the individual would lead to unjustified protection of such a person from possible liability for his actions.101 The processing of personal data in the situation of carrying out tasks speci-fied by law must be necessary for their performance, and the condition of “indispensability” occurs when the abandonment of the processing of personal data prevents or significantly impedes the performance of tasks. Thus, it is inadmissible to overprocess personal data (i.e., among other things, to collect or share) on the basis of and in a broader scope than justified by the purposes pursued by the data controller.102

				On the other hand, in the context of the application of the premise of legally justified purposes by data controllers, in a judgment dated Febru-ary 13, 2014. The Supreme Administrative Court of Warsaw interpreted that “when interpreting Article 23(1)(5) of the Personal Data Protection Act, it should be noted that the application of this provision requires not only proving the pursuit of a legally justified purpose, but also as-

				
					sures, enabling control: the right to inspect the premises where the data sets are located; the right to conduct surveys and other inspection activities; the right to request an explanation; the right to demand the production of documents, make available for inspection equipment, media and information systems.

					100  (OJ L337/11, 18.12.2009).

					101  I OSK 2789/12, LEX No. 1480902.

					102  Cf. Judgment of the Supreme Administrative Court in Warsaw of Febru-ary 20, 2013, I OSK 258/12, LEX No. 1356990.
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				sessing whether it is necessary to transfer data for the realization of this purpose, despite the lack of consent of the data subject. This assessment boils down to balancing the rationale and interests of the “owner” of the data, covered by legal protection, on the one hand, and, on the other hand, the data controller, also protected by law to the extent that it can realize legally justified purposes and rights. With an existing conflict of interests, the application of Article 23(1)(5) of the Law requires taking into account the rank of these interests in the circumstances of a par-ticular case. This means that in the case of processing of personal data by the data controller, without the consent of the data subject, it is first necessary to determine and consider whether the statutory specific pre-requisite justifying the processing of data without the consent of the data subject is met”.103 According to the NSA, in a situation where the premise is met, all circumstances necessary to balance the necessary protection of the interests of such a person and the interests of the data controller must be established and considered in turn.104

				In cases where there is a collision between the provisions of laws regu-lating the right to privacy (secrecy of communications) and other laws that would justify, in accordance with Article 23(5) of the Personal Data Protec-tion Act, the processing of personal data, the Supreme Administrative Court in Warsaw, in a judgment of February 21, 2014, held that “the secrecy of communications in telecommunications networks reaches only to the limits of conflict with the applicable legal order.” In a situation of conflict with the legal order, the rule must yield before a higher good.105 A legitimate goal will be, for example, the prosecution of the perpetrators of crimes, includ-ing from private prosecution. A similar position has already been taken by 

				
					103  Judgment of the Supreme Administrative Court of February 13, 2014, I OSK 1641/12, LEX No. 1497276.

					104  Ibidem.

					105  The regulation of the provisions of Article 159(4) of the Telecommuni-cations Law and Article 18(6) of the Act on Providing Services by Electronic Means does not narrow the scope of the disclosure of personal data, indicating only examples of statutory exemptions from telecommunications secrecy and stipulating an absolute obligation to provide data to state authorities for the purposes of their investigations. After all, they do not cover all the legal bases that constitute exceptions to the rule.
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				the Supreme Administrative Court in its judgment of August 21, 2013.106 In its justification, it was pointed out that international regulations allow disclosure of the identity of a service subscriber in violation of legal order. Processing of data for a purpose other than that for which they were col-lected is permissible if it does not violate the rights and freedoms of the data subject, and two prerequisites are met. Such processing takes place for scientific, didactic, historical or statistical research purposes, in compliance with the provisions of Article 23 (general principles of processing) and Ar-ticle 25 (information obligations) of the Personal Data Protection Act. At the same time, the Supreme Administrative Court of Warsaw, in its judgment of February 13, 2014,107 took a position on the issue of not informing an employee of the existence of a system functionality involving the collection of information between the internal network and the Internet. According to the Court, if monitoring of the information system is necessary for the fulfillment of legally legitimate purposes pursued by the employer as a data controller, Article 23(1)(5) of the Personal Data Protection Act cannot be a premise for lawful processing of personal data, as such processing violates the right to privacy in a situation where the employee is unaware of moni-toring of computer use.

				The provisions of Chapter 4 of a.p.s.e.m. concerning the rules of pro-tection of personal data in connection with the provision of services by electronic means, impose special obligations on the service provider in this regard and provide for more far-reaching protection of the personal data of service recipients using services provided by electronic means than the provisions of the previous Act of August 29, 1997 on the pro-tection of personal data. Taking into account the need to identify anony-mous users who violate the rights of third parties with their comments, and given the nature and purpose of the service consisting in making available, free of charge, the possibility of using an Internet discussion portal, it should be recognized that no general rules for the management of such services and systems provide a basis for imposing a general obli-gation on the service provider to ensure the identifiability of the service 

				
					106  I OSK 1666/12 (published in the online Central Database of Rulings of Administrative Courts).

					107  I OSK 2436/12, LEX No. 1449889.
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				recipient making entries on such a portal. Leaving aside the question of the actual effectiveness of any systems for identifying a person making an anonymous entry on a publicly accessible, free Internet portal, it must first of all be stated that imposing an obligation on an Internet service provider to secure the service in this way would require an explicit pro-vision of the law. Such an obligation cannot be derived from generally accepted general principles, since the generally accepted principle and essence of this type of service is the anonymity of service recipients us-ing publicly available Internet discussion portals, ensuring freedom and freedom of expression, which is the fundamental purpose of such portals. As a result, it should be recognized that a service provider providing electronic services consisting in enabling free access to an Internet dis-cussion portal created by it is not obliged to ensure the identifiability of the service recipient making an entry on such a portal.

				The last important issue concerning the protection of personal data is to ensure it in Cloud Computing services, especially after the provision of such services has been established. Some providers, wanting to make cus-tomers dependent on their services, have led to a situation where mov-ing data to the of another provider is impossible. This may be the case, for example, if the on – row provided by one provider is not compatible with those used by another. Often in the case of clouds, there is also the question of whether it is possible to delete data from the provider’s serv-ers after the expiration of the contract. In this matter, there are no legal regulations that refer to the complete deletion of data from databases, so that they can no longer be processed.

				This problem was addressed in the Regulation of the European Par-liament and of the Council on the protection of natural persons with regard to the processing of personal data and on the free movement of such data (GDPR) of April 27, 2016.108 Article 17 of the Regulation intro-duces the “right to be forgotten and erasure of data.” Paragraph 1 of this article states that: “the data subject shall have the right to obtain from the 

				
					108  Regulation 2016/679 of the European Parliament and of the Council (EU) of April 27, 2016 on the protection of natural persons with regard to the pro-cessing of personal data and on the free movement of such data and repealing Directive 95/46/EC (General Data Protection Regulation) (Official Journal of the EU. L 2016, No. 119, p. 1).
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				controller the erasure of personal data relating to him or her and the ces-sation of further dissemination of such data, in particular with regard to personal data that were provided by the data subject when he or she was a child, if one of the following applies: (a) the data are no longer necessary for the purposes for which they were collected or otherwise processed; (b) the data subject revokes the consent on which the processing is based (...) or when the retention period for which the consent was given has expired, and if there is no longer a legal basis for the processing; (c) the data subject objects to the processing of the personal data (...); (d) the processing is not in compliance with the Regulation for other reasons.” Further, on the basis of paragraph 3, we learn that the controller, except in strictly defined cases, must immediately delete the data. Article 18, on the other hand, shows that the user has the option of transferring data. The administrator of the database from which the data is to be transferred should not put any obstacles in this situation. This regulation increases, as it were, the guarantees of those who provide the data. Specialists en-gaged in Cloud Computing services, with these provisions hope to limit the dependence of customers on providers. This issue applies to all digital services that are tasked with hosting.

				6. Liability of search engine operator

				In the Polish legal system, there are no specific regulations devoted to the principles of liability of search system operators or administrators of Inter-net referencing directories. However, some member states have introduced such regulations.109 The liability of these entities is shaped differently in different legal systems. For example, the Austrian law adopts a model for the liability of providers of simple transmission services. This is evidenced not only by the choice of prerequisites, but also by the systematics of the act, i.e. the location of the provision regulating the liability of search en-

				
					109  The Austrian E-Commerce Act (E-Commerce Gesetz) regulates the lia-bility of both search system operators (§14 ECG) and referral directory admin-istrators (§17 ECG). Section 14 ECG stipulates that a search system operator is not liable if it cumulatively meets the following prerequisites: it does not initiate the transfer, it does not select the recipient of the transfer, and it does not select or modify the information that is the subject of the transfer.
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				gine operators between the provisions on mere conduit and caching ser-vices. A completely different approach was taken by the Spanish legisla-ture, which in Article 17 of the LSSI established the prerequisites for the exclusion of the search engine operator’s liability under the provisions on hosting. This solution is in line with the current jurisprudence of the courts of the member states,110 which do not have a separate regulation of search engine liability rules and consider them according to the liability rules of hosting providers, as well as the CJEU. As in the Austrian regulation, the exclusion of liability does not apply if the person from whom the infor-mation originates acts under the authority or direction of the provider of search or referencing systems. According to M.Z. Zieliński, it follows from an analysis of the above regulations that they are not special in nature in relation to the existing rules of liability of network service providers in EU law, but rather arose as a result of the attribution of the activities of both search system operators and directory administrators to the models devel-oped on the basis of the E-Commerce Directive.111 However, there are res-ervations about the fact that entities providing the same services respond on different terms, as they have been classified differently. Certainly, such a state of affairs is an obstacle to the approximation of the legislation of member states. It would be advisable to postulate the creation of a uniform regulation in this regard at the level of the European Union. 

				The Polish legislator has attempted to regulate this issue in the draft Act on amending the Act on provision of services by electronic means and amending certain other acts of the Ministry of Administration and DIgitalization of February 22, 2013,112 which contains provisions regu-lating the issue of exclusion of liability of administrators of hypertext reference catalogs. The draft proposes the introduction of the provision of Article 14a, which would cover “service providers who make publicly available information that allows locating specific resources of the in-formation and communication system in which the data of its service 

				
					110  M.Z. Zielinski, op. cit, p. 38.

					111  Ibidem.

					112  https://mc.bip.gov.pl/projekty-aktow-prawnych-archiwum/projekt-ust-awy-o-amending-legislation-about-services-road-electronics-and-amend-ing-some-other-legislation.html (accessed: 16 August 2023).
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				recipient is located”.113 Liability issues for search-engine operators have been the subject of jurisprudential analysis by the CJEU, and the inter-pretation contained therein has a significant impact on the qualification of these services. An example is the judgment of the European Court of Justice (ECJ) of May 13, 2014 in Google Spain SL, Google Inc. via Agencia Española de Protección de Datos (AEPD), Mario Costeja González.114 The request was made in the context of a dispute between Google Spain SL and Google Inc. and the Agencia Española de Protección de Datos (the Spanish data protection agency, “AEPD”) and M. Costeja González over the agency’s decision upholding a complaint filed by M. Costeja González 

				
					113  “Art. 14a. (1) A service provider that makes publicly available information that allows it to locate the specific resources of the information and communi-cation system in which the data of its service recipient are located shall not be liable for the content of such data if it does not know of the unlawful nature of the data or related activity, nor does it know of facts or circumstances that clearly demonstrate the unlawful nature of the data or related activity, and if it receives: 1) official notification of the unlawful nature of the data or related activity will immediately prevent access to information that allows locating the data; 2) cred-ible message shall prevent access to information allowing data localization in accordance with Article 15d (1), and upon receipt of an objection referred to in Article 15e (1), shall leave unavailable information allowing data localization in accordance with Article 15f (1) (2). (2)The service provider referred to in paragraph 1 shall not be liable for the content of the data if it does not know of the unlawful nature of the data or related activities, or does not know of facts or circumstances that clearly prove the unlawful nature of the data or related activ-ities, and if it obtains such knowledge otherwise than by means of official notice or reliable information referred to in paragraph 1, it shall immediately prevent access to the information allowing the data to be located. The service provider shall not be liable to the service recipient for any damage caused as a result of preventing access to information allowing data to be located.

					(3) A service provider that has received official notification of the unlawful na-ture of the data or related activities and has prevented access to information allow-ing the data to be located, shall not be liable to the service recipient for the damage caused by the prevention of access to information allowing the data to be located. The service provider shall immediately notify the service recipient of the fact and reasons for preventing access to the information allowing to locate the data.”

					114  Judgment of the European Court of Justice (ECJ) of May 13, 2014 in Case C-131/12, Google Spain SL, Google Inc. v. Agencia de Protección de Datos (AEPD), Mario Costeja González, Legalis No. 966325.
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				against the two companies and ordering Google Inc. to adopt the mea-sures necessary to remove personal data concerning M. Costeja González from the index and prevent future access to such data.

				On March 5, 2010. M. Costeja González filed a complaint with the AEPD against, among others, Google Spain and Google Inc. The com-plaint was based on the fact that when M. Costeja González’s name was entered into the Google Group’s search engine (“Google Search”), a link appeared to two pages of the daily newspaper “La Vanguardia,” which contained a plaintiff’s name, an announcement on the auction of immov-able property related to their seizure resulting from unpaid debts owed to the social security institution. In the complaint, M. Costeja González requested that “La Vanguardia” be ordered to remove or alter these web-sites so that his personal information would not be accessed as a result of using the tools provided by the search engines. He also demanded that Google Spain or Google Inc. be obliged to remove or hide his personal data in such a way that it would not be disclosed in search results and linked to publications in the “La Vanguardia” newspaper. The plaintiff also argued the removal of the data with the conclusion of the auction case. The complaint was upheld in favor of Google Spain and Google Inc. AEPD held that search engine operators are subject to data protection laws because they perform data processing for which they are respon-sible, and act as intermediaries of the information society. AEPD held that it has the right to order the deletion of such data and prohibit search engine operators from accessing some of it if it considers that its location and degree of dissemination may violate the fundamental right to data protection and the dignity of persons in a broad sense, which may also include only a person’s wish that the data relating to them not be known to third parties, also indicating that this obligation may fall directly on search engine operators, without having to remove the data from the website from which the data originated. Over the objections of Google Spain and Google Inc. Audiencia Nacional decided to suspend the pro-ceedings and referred preliminary questions to the ECJ.

				The fundamental issue raised in the judgment in question was wheth-er Article 12(b) and the first paragraph of Article 14(a) of Directive 95/46 should be interpreted as meaning that the norms established by these provisions are complied with when the operator of an Internet search 
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				engine is obliged to remove from the displayed list of search results that have a search engine as a result. They must be interpreted as meaning that the standards laid down in those provisions are complied with when the operator of an Internet search engine is obliged to remove from the displayed list of search results having as their starting point the name of a person concerned the links to websites published by third parties con-taining information about that person, even if the name of that person or other information about them has not been previously or simultaneously removed from those websites – as the case may be – even if their publi-cation on such websites is lawful. Pursuant to Article 12(b) of Directive 95/46, Member States shall ensure to each data subject, as appropriate, the right to rectification, erasure or blocking of data the processing of which does not comply with the provisions of this Directive, in particular because the data are incomplete or inaccurate. With regard to the data subject’s right to object (at least in the cases listed in Article 7(e) and (f),115 at any time for compelling legitimate reasons arising from his or her particular situation, to object to the processing of data concerning him or her, subject to the provisions of national legislation to the contrary. In the event of a legitimate objection, the processing by the data controller may no longer include the data. The Court referred to its judgments, in which it held that the interpretation of the provisions of Directive 95/46, insofar as they regulate the processing of personal data that may affect fundamental freedoms and, in particular, the right to privacy, must neces-sarily be made from the point of view of fundamental rights.116 The Court emphasized that the processing of personal data by the operator of an

				
					115  (e) the data processing is necessary for the performance of a task carried out in the public interest or for the exercise of public authority delegated to the administrator of the data or to a third party to whom the data are disclosed; or (f) processing is necessary for the purposes of the legitimate interests of the controller or of a third party, or of the persons to whom the data are disclosed, except where such interests are subordinated to the interests related to the fundamental rights and freedoms of the data subject, which warrant protection under Article 1(1).

					116  Judgments of the Court of Justice: of March 6, 2001 in Case C-274/99 P, Bernard Connolly v. Commission of the European Communities (EU:C:2001:127, paragraph 37); and of May 20, 2003 in Case C-465/00, Österreichischer Rundfunk and others (EU:C:2003:294, para. 68).
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				Internet search engine may significantly affect the fundamental rights to respect for privacy and the protection of personal data when the search of Internet resources by means of that search engine is based on the pro-cessing of an individual’s name: “if that processing enables all Internet users to receive the form of the list of search results of a structured over-view of information concerning that person that can be found on the Internet, potentially concerning a whole range of aspects of his private life, and which, were it not for that search engine, could not be linked or would be very difficult to link, with the result that it would be impossible or very difficult to draw up a more or less detailed profile of the person concerned”.117 The Court noted that “the effects of that interference with the rights of the data subject are multiplied because of the important role played by the Internet and search engines in modern society, giving the information contained in such a list a ubiquitous character”.118 According to the ECJ, “in view of the potential gravity of that interference, it must be concluded that it cannot be justified solely by the interest that the opera-tor of the Internet search engine has in that data processing”.119 The Court did, however, refer to the rights of web users under Articles 7 and 8 of the Charter of Fundamental Rights, which concern the right to privacy, the right to communicate, and the right to protection of personal data. However, since the removal of links from the results list may, depending on the type of information searched for, affect the legitimate interest of Internet users potentially interested in accessing that information, the Court believes that a balance point should be sought between that inter-est and fundamental rights. The balance of these interests – the right of access to information and the right to privacy – according to the Court, “may depend on the nature of the information in question and how rel-evant it is to the privacy of the data subject and to the public interest in 

				
					117  Judgment of the European Court of Justice of May 13, 2014 in Case C-131/12, Google Spain SL, Google Inc. v. Agencia de Protección de Datos (AEPD), Mario Costeja González, Legalis No. 966325.

					118  See similarly the judgment of the European Court of Justice of October 25, 2011 in Joined Cases C 509/09 and C 161/10, eDate Advertising GmbH and Others v. X and Société MGN LIMITED (EU:C:2011:685, paragraph 45).

					119  Ibidem.
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				the disposal of that information, which interest may depend in particular on the role played by that person in public life”.120

				The Court also addressed the issue of a website publisher’s liability for data processing involving the publication of information about an individual, carried out “solely for journalistic purposes.” In the case of data processing for journalistic or literary or artistic purposes, especially in the field of audiovisual technology, the provisions of the Directive have limited applicability, in accordance with the provisions provided for in its Article 9. Accordingly, Member States shall introduce the possibility of exemptions from the data protection provisions in the case of processing personal data exclusively for journalistic purposes or for artistic or liter-ary expression only then. However, according to the Court, the scope of the derogations from the requirements established in the Directive will not apply in the case of data processing by an operator of an Internet search engine. Thus, it cannot be ruled out that a data subject could, under certain circumstances, exercise the rights referred to in Article 12(b) and 14, first paragraph, point (a) of Directive 95/46 with respect to a search engine operator, but could not invoke them against a website publisher. Because of the protection of the right to privacy, the deciding factor in the dissemination of this information will be whether it can constitute an interference with the fundamental right to respect for the privacy of the data subject, and this right is more significant than the right of publication of the website publisher. As far as Article 12 lit. (b) of Directive 95/46, which can be applied provided that the processing of personal data is incompatible with the directive, it should be emphasized that the incompatibility can arise not only from the fact that the data are false, but also, in particular, from the fact that they are inappropriately used or excessive in relation to the purposes for which they are processed, that they are not updated, or that they are stored for longer than nec-essary – except in cases where their storage is necessary for historical, statistical or scientific purposes.

				The analysis concluded that Article 12(b) and the first paragraph of Article 14(a) of Directive 95/46 should be interpreted in such a way that, in assessing whether the conditions for the application of these provisions 

				
					120  Ibidem.
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				are met, it is necessary to analyze in particular the question of whether the subject of the data, has the right to have the information in question no longer associated with their name through a list displaying the results of a search having that name as its starting point, the assertion that they has such a right being unrelated to whether the inclusion in such a list of search results of the information in question causes harm to that person. Because that person may, by virtue of his fundamental rights, demand that the information in question no longer be made known to the public at large through its inclusion in such a list of search results. This right overrides the economic interest of the search engine operator, the interest of web users based on the right to obtain in a search conducted using the name of an individual. However, this principle will not apply when the data subject plays a special role in public life. Then the interference with the fundamental rights of this person is justified by the overriding interest of this public in having access to public information.

				The Court also raised that a national authority may directly order a search engine operator to remove from its indexes and cache informa-tion published by third parties containing personal data, without first or simultaneously making such a request to the publisher of the website where the information was posted. If the information has been lawfully published and is still on the website where it was originally left and so the operator is obliged to remove it. In the judgment in question, the European Court of Justice noted that, in the opinion of the Polish govern-ment, the circumstance that the personal information was published in accordance with the law and is still on the website where it was originally published may exempt the operator from this obligation.121

				
					121  At this point, it is worth noting the judgment of the Supreme Admin-istrative Court of November 21, 2000, according to which, even assuming that monitoring of an IT system is necessary for the fulfillment of the legally justi-fied purposes pursued by the data controller, the provision of Article 23(1)(5) of the Personal Data Protection Act (“Data processing is permitted only if it is necessary for the fulfillment of the legally justified purposes pursued by data controllers or data recipients, and the processing does not violate the rights and freedoms of the data subject”) cannot be prerequisite for lawful processing of personal data if such processing violates the right to privacy in a situation where the user is unaware of the monitoring of the computer. Referring to the charges of the appeal, the Inspector General stated, among others, that in view of the 
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				The obligation to protect personal data in the Polish legal system was imposed by the Personal Data Protection Act of August 27, 1997.122 This act introduced into the Polish legal system provisions protecting the interests of individuals affected by the information collected and pro-cessed. In Polish law, the provision of e-services itself, which falls under the notion of information society services, to which we can include the operation of search engine operators, is subject to separate regulation. As already indicated, the Polish Act of July 18, 2002 on the provision of services by electronic means123 defines the obligations of a service pro-vider providing services by electronic means (Articles 5–11), exclusions of the service provider’s liability (Articles 12–15) and rules for the protec-tion of personal data (Articles 16–22). The three-tiered scope of liability set forth in a.p.s.e.m., which implements Directive 2000/31, may affect the decision as to the search engine operator’s liability. According to the wording of Article 15 of the E-Commerce Directive (as well as Article 15 of a.p.s.e.m.), e-service providers are not obliged to check the data they transmit, store or make available for legitimacy. This excludes the pos-sibility of imposing a general obligation on network service providers, referred to in Articles 12–14 of a.p.s.e.m., to monitor data within their network. It should be emphasized that the Polish position in the present case may have been dictated by considerations of this very regulation, and that the services of a search engine operator would most closely resemble the liability of a hosting provider.124

				Nevertheless, it should be noted that on the basis of the case law of Polish courts, the services of a search engine operator could also be ana-lyzed in the context of the judgment of the Court of Appeals in Cracow 

				
					content of Article 12 of the Personal Data Protection Act, which defines the tasks of the authority, the Inspector General cannot encroach on the scope of compe-tencies reserved by law for other entities (e.g., courts, prosecutors), II SA 308/00.

					122  Act of August 29, 1997 on the protection of personal data (Journal of Laws, No. 133, item 883, as amended) – no longer in effect.

					123  (Journal of Laws of 2020, 344 as amended).

					124  This topic was analyzed in the author’s publications: Ochrona ptywatno-ści w audiowizualnych usługach medialnych na żądanie, “Internetowy Kwartal-nik Antymonopolowy i Regulacyjny” 2015, No. 7(4), pp. 86–97.
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				of July 20, 2004,125 which concerns liability for content made available on the website of an internet portal, the so-called deep link, which al-lows users of this portal to open the recommended website directly (i.e., bypassing the navigation structure of the main page of another portal). In this case, the public release of the plaintiff’s photo unlawfully violated her right to image, but also her personal dignity and good name. Accord-ing to the Court, the violation of the claimant’s honor was linked to the context in which the claimant’s photo was placed. The photo was posted on a website depicting so-called “blatant pornography,” which demeaned the plaintiff in public opinion by suggesting to the public that she was participating in photo shoots for the purpose of publishing her image on an online pornographic site. Under these conditions, the Court held that the referring party was also liable.

				The judgment of the European Court of Justice is an interpretation that may change the common attitude to the issue of liability for informa-tion processing activities on the network. It responds to the expectations of the necessary regulations related to the need to adapt the law to new technologies and innovations of social media in the context of the most relevant issues related to cyber security and its essential element, which is information security.

				7. Liability under Cloud Computing services 

				Over the past few years, the architecture of data storage and processing in distributed databases has changed. Since the emergence of hosting services in the range of ICT services, we talk about a new type of ISP, or ASP (Applications Service Providers). Cloud Computing, therefore, is one version of ASP services. ASP guarantees the customer access to a dedicated application running on a server for him. Cloud Computing, on the other hand, provides the ability to use the resources of a shared infrastructure for multiple users simultaneously.126 The use of the CC model is more efficient in many aspects. Cloud Computing provides the 

				
					125  I ACa 564/04, “Transformacja Prawa Prywatnego” 2004, No. 3–4, p. 155.

					126  L. Murphy, ASP vs SaaS – What’s the difference?, http://sixteenventures.com/ difference-between-asp-and-saas (accessed: 5 November 2018).
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				opportunity to use three main services: cloud storage, cloud applications and compute cloud. Web hosting and email are still the most popular services in Cloud Computing.

				The first services of this type were launched by Amazon – one of the world’s largest e-commerce companies. The CC model cannot be re-garded as a new type of service, as many of the solutions used in its field are taken from existing ones. However, the model does have a number of distinctive elements that make up its distinction from other similar services. These features include outsourcing, which is one of the manage-ment strategies, multi-tenancy, sharing resources among multiple service recipients at the same time. R. Marchini points out that the essence of the operation of multi-leasing is the use of the same copy of the software, run by multiple users at the same time.127 The problem of multi-leasing is very important while constructing of contracts. The supplier, due to the multi-plicity of customers and their proliferation, is forced to standardize their template as much as possible so that it meets the needs of all users and at the same time meets economic and business expectations. Contract templates are very often inflexible and do not usually provide for excep-tions for individual users. Thus, a customer who decides to enter into such an agreement must expect certain limitations. It is more of an acces-sion agreement than an assignment. Another feature is scaling. According to A. Mateos and J. Rosenberg, scaling is “the ability of the platform to support an increased number of users using the application”.128 An entity using Cloud Computing does not need to make additional demands for resources, as they will be allocated spontaneously. Also associated with the term is another very essential – flexibility. A. Mateos and J. Rosenberg cite one more element as a major technological factor of cloud comput-ing – virtualization. This is a technology that allows applications to run on multiple operating systems, running on the same specific physical server at the same time. This makes it possible to take full advantage of the server’s computing power and resources. It also makes it possible to

				
					127  R. Marchini, A practical Introduction to the Legal Issues, London 2010, p. 8.

					128  A. Mateos, J. Rosenberg, Chmura obliczeniowa. Rozwiązania dla biznesu, Gliwice 2011, p. 30.
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				quickly create work-ready operating systems in a virtual space. Although this model is mainly used in commercial enterprises, its potential has also been recognized by state authorities and international institutions. For states, the use of solutions offered by model CC provides an opportunity both for the development of digital economic activities of the state, but also can contribute to a significant reduction in costs associated with communication and information technologies.129

				The European Commission, in its 2012 document “Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions – Exploiting the potential of cloud computing in Europe,” es-timates that unifying the digital market, based on the operation of the public cloud model, would bring an increase in GDP of 250 million EUR in 2020. However, this is only assuming well-functioning policies enabling the CC model. Failure to act in this sphere assumes an increase of only 88 million EUR. The difference, therefore, is very large. Moreover, it is estimated that the development of this field would result in the creation of nearly 2.5 million new jobs.130 In addition to the undoubted benefits of the development of cloud computing, the process also raises a number of doubts arising, for example, from the fact that the changes are very dynamic, which involves, among other things, the need to adjust legal solutions. Since the provision of services in this model is done on an out-sourcing basis, this means that the entities involved in the supply chain (data administrator, processor, sub-processor) are in most cases subject to different legal regulations concerning, for example, data protection or are based in different jurisdictions.131 Given the temporary development of CC in 2012. The Working Group on Data Protection in Telecommuni-cations (Berlin Group) created a document called the Sopot Memoran-

				
					129  Communication from the Commission to the European Parliament, the Council, the European Economic and Social Comittee and the Committee of the Regions Exploiting the Potential of Cloud Computing in Europe, Brussels 2012, p. 2.

					130  Ibidem, p. 7.

					131  Based on: http://www.twojbiznes24.pl/artykuly,10218,17176,bezpiec-zenstw about-information-in-cloud-computing-aspects-legal,page,2 (accessed 2 January 2016).
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				dum on Cloud Computing. In it, it identified the most important issues that may carry risks in the development process of Cloud Computing: the relentless development of the technology; the lack of standardized international terminology; the vast amount of data collected in clouds; the global reach of computing; the cross-border and unlimited reach of the technology; lack of transparency to service provider practices, pro-cesses and procedures, including whether service providers subcontract any processing and, if so, on what basis it occurs; lack of transparency about providers bringing difficulties in proper risk assessment; too much emphasis on economic issues related to data processing, which may con-sequently lower their standards.132 The conditions presented above may bring with them a number of undesirable actions, such as: committing acts that violate data protection and privacy laws and principles; data may end up in a jurisdiction that does not provide them with a sufficient degree of protection; the possibility that violations of data confidentiality and security may go unnoticed by the controller; the possibility that the controller may lose control of the data; the possibility of dilution of re-sponsibility in a long supply chain.133 In the Sopot Memorandum, its au-thors provide recommendations that they believe can help minimize the risks of using Cloud Computing services. These include: taking care to maintain high standards for protecting data stored and processed in the cloud; requiring data controllers to conduct privacy impact assessments and threat assessments before taking action in the CC space; standard-izing data protection technologies; making efforts for research and third-party certification; continually monitoring and evaluating the adequacy of existing legal frameworks that posess data transfer across borders and include protection of such data in the CC model.134 In CC, the service provider is unable to give the user guarantees about where the data is stored. This is due to the fact that the servers where the data is stored are highly distributed.135

				
					132  Working paper on cloud computing – data protection and privacy issues – “Memorandum z Sopotu,” Sopot 2012, p. 2.

					133  Ibidem, p. 3.

					134  Ibidem, p. 4.

					135  M. Marciniak, Bliższe niż chmura, http://www.computerworld.pl/artic-les/350736_4/Blizsze.niz.cloud.html (accessed: 13 February 2015).
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				The Cloud Computing model is considered to be the next stage in the evolution of service delivery methods. It cannot be said that it is a new type of service, as it has already developed on existing process-es and infrastructure. It is often referred to as ISP 5.0 (Internet Service Provider).136 In CC services, the data controller is crucial in terms of re-sponsibility for stored data. This is because it appears that in the process of data processing it is the controller who plays the biggest role and who bears the greatest responsibility. Although it is possible to entrust data to another entity on the basis of an agreement for the purpose of process-ing, this fact does not exclude the responsibility of the administrator. If a legally unclear situation arises, the controller may even incur criminal liability. The statement that the data controller “bears the responsibility for processing” is of paramount importance. According to the position set forth in Opinion 1/2010 of the Article 29 Working Party, “in the case of the notion of data administrator, the basic and most important role is to determine who is responsible for compliance with data protection rules and how data subjects can exercise their rights in practice. In other words: to entrust responsibility”.137 An entity that processes data com-pletely according to instructions, cannot be considered a controller. It follows that the main criterion in recognizing an entity as a controller here will be its independence in deciding the purposes and means of data processing.138 Here the question arises, based on data protection prin-ciples, can a service provider be considered a controller at the same time, or is it only a data processor? Is that controller the CC user? The answer to these questions is extremely important, as not only the question of obligations, but also the responsibility of the processor139 depends on it.

				
					136  IT Control Objectives SAMPLE for Cloud Computing: Controls and Assurance in the Cloud, 2011, p. 17, http://www.isaca.org/knowledge-center/research/documents/itco-for-cloud-computing-controls-and-assurance-in-the-cloud-sample_res_ eng_0711.pdf (accessed: 10 November 2018).

					137  Opinion 5/2012 of the Working Group on Cloud Computing, Section 3.3, http://www.giodo.gov.pl/1520111/id_art/4760/j/pl/ (accessed: 18 May 2015).

					138  J. Barta, P. Fajgielski, R. Markiewicz, Ochrona danych..., op.cit., pp. 98 et seq.

					139  Cf. Opinion 10/2006 of the Article 29 Working Group, http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2006/wp128_en.pdf (accessed: 18 May 2015).
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				Analyzing the tasks of the various entities involved in CC activities, it should be assumed that it is the CC customer-user who fulfills almost all the prerequisites for being considered a controller, as they have the authority to make decisions regarding the purpose of processing his data. The provider will in such a case play the role of a processing entity. In-deed, there are situations in which it is the processing entity, i.e. ISP CC itself that determines what type of data it will process and the rules and methods of this process. In such a situation, should it still be called a pro-cessor or already a controller? This issue was addressed by the Article 29 Working Party (WG) in Opinion 10/2006 on the processing of personal data by the Society for Worldwide Interbank Financial Telecommunica-tion (SWIFT). This entity deals similarly to ISP CC with information exchange and intermediation of transactions between banks, brokerage houses and other financial institutions.140 In theory, it only handles data processing on behalf of service providers. Nevertheless, SWIFT itself also sets the standards and rules for this processing.141 Recognize each provider as a controller, could significantly limit their field of action.142 Thus, although Opinion 1/2006 deals quite extensively with the issue of administrators and related liability, it does not provide clear suggestions on how to distinguish between an administrator and a data processor in services provided in the virtual space. This problem is somewhat clarified by another opinion of the WG No. 1/2010. According to it, the determi-nation of the “purpose” of processing is sufficient to consider an entity an administrator. “The way” of processing in technical and organizational matters, on the other hand, can be delegated to another entity, and this will not change its status as a data administrator,143 since the determina-tion of elementary issues concerning the compliance of processing with the law, also belongs to the data administrator.144 In practice, in Cloud 

				
					140  Based on: http://pl.wikipedia.org/wiki/Society_for_Worldwide_Inter-bank_Financial_Telecommunication (accessed: 18 May 2015).

					141  Opinion 1/2010 of the Article 29 Working Group, available at http://www.giodo. gov.pl/1520057/id_art/3595/j/en/ (accessed: 18 May 2015).

					142  R. Marchini, op.cit., p. 47.

					143  Opinion 1/2010 of the Article 29 Working Group, ibidem.

					144  Ibidem.
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				Computing, especially the SaaS model, it is the customer who manages its data and is primarily responsible for all decision-making processes. However, it is on the side of the CC ISP to decide on security issues, or the location of servers, which would consequently make it liable to be considered a data controller. Unambiguously defining a controller and a data processor is extremely difficult. This is why it is so important that all parties to agreements on cloud services familiarize themselves with the exact scope of activities of each entity in relation to the transferred data. In the case of Cloud Computing services, it is not possible to make an unambiguous statement that the service provider is a data processor, and given the dynamics of change within cloud services, it would be nec-essary to create unambiguous regulations that would not leave ambiguity and room for abuse.

				Since the proliferation of broadband Internet and wireless connectiv-ity, IT professionals have faced new challenges in copyright protection. Until now, at almost every level of service and product delivery, authors have been able to control the audience. Authors of books, music creators or programmers have faced copyright violations, but the Internet has greatly intensified this practice. With the dynamic development of the net, in which the number of users is constantly growing, its control is almost impossible. Copyright issues affect cloud computing on many lev-els. A very important issue is first of all the one related to the conclusion of agreements between service provider and service recipient. This re-quires defining clear rules so that there is no room for any kind of abuse. It will also be very important to consider the issue of sharing computer programs placed in the Cloud Computing space. The same will be true for applications. They clearly require the establishment of rules for their use, but through a different route than traditional licensing. The biggest controversy in this regard is the SaaS model, or Software as a Service. Lawyers argue whether, in the case of using software located in the cloud, it is necessary to conclude a license at all, or whether concluding a license is necessary.145

				
					145  Based on: http://www.ipblog.pl/2013/02/technologie-mobilne-wy-brane-aspekty-practical-and-legal-part-2/#more-1632 (accessed: 12 December 2018).
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				A significant problem associated with Cloud Computing is the storage of data, the amount of which is huge and continues to grow due to the in-creasing popularity of services offered in this model. In recent years there has been a dynamic popularization of social networks. Some of them, such as Facebook or Instagram, which belongs to it, give users the pos-sibility to share and store photos. However, a significant number of users do not realize that the photos become the property of the service provid-er, which often leads to violation of personal rights, among others.146 In terms of copyright law when using cloud computing the choice of appli-cable law and jurisdiction seems to be important. Providers of solutions in the CC model are based in different parts of the globe. Most of which are located in the US, China and India.147 This is tantamount to submit-ting to the jurisdiction of these individual countries. In most contracts for the provision of such services, there is a choice-of-law clause. For Pol-ish users, this means the need to use the services of foreign submittees and, consequently, enter into cross-border contracts. This is extremely important, because if any disputes arise, the costs of international litiga-tion are enormous. Due to the fact that the biggest disputes in this mat-ter are related to the lication of these services, Cloud Computing service providers, when providing them, use, among other things, tools that are based on open source licenses (open source opgramming, literally mean-ing open source). This is an element of free software, the main purpose of which is to enable free access to software for all its users.148 Open source software provides less opportunity for various types of abuse than that in which the source code is non-public. Undesirable actions could include, for example, when someone with knowledge of the hidden code could 

				
					146  For copyright issues, peer-to-peer services will also be an important issue. These allow direct exchange of data between network users. This term refers to soft-ware that allows to locate a particular file placed in the memory of another computer on the network and copy the encoded data to one’s own disk. The most common use of this service is to download music and movies. When using a peer-to-peer solution, two issues are the most controversial: the liability of the service providers in the context of copyright, and the liability of end users who use such solutions.

					147  Based on: http://prawo.rp.pl/artykul/724643.html?p=2 (accessed: 30 April 2015).

					148  Based on material available at http://evolpe.pl/open-source/ (accessed: 12 December 2018).
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				use the software to track or obtain data. In addition to publicly available source code, open source software is also characterized by such elements as freedom to create derivative works, freedom of redistribution, no dis – crimination of individual or group users, or free distribution of licenses. In the case of software where the source code is publicly available, the license should include a provision that the source code cannot be modi-fied, as such action would lead to blocking open use.149

				According to J. Barta and R. Markiewicz, an open source license is “an umbrella category covering various forms of contracts for computer pro-grams, characterized by making the program available, including in the source version (in addition to the ‘machine’ version), combined with the authorization to make changes to the program and its further distribution on the basis of this licenses”.150 What follows is an essential element of a license of this type “an obligation on the part of the user to make modi-fications to a program (...) available on the same terms and conditions as those set forth in the license from which he or she benefited (so-called co-pyleft software)”.151 Sometimes copyleft is also referred to as viral election, since a user who contributes his intellectual input to a given program does not have the option of licensing it on a traditional basis.152 In order to protect the license based on open source, in 1985, thanks to R. Stall-man, the Free Software Foundation (FSF) was established. Through this foundation, at the time of rapid development of Cloud Computing ser-vices, a new type of GNU Afferro GPL (AGPL) license was created to prevent any acts that restrict freedom on the Internet or aim to collect too much information about users. This type of license assumes that if you use a program or application hosted on a server, you must have ac-cess to the source code.153 Copyleft assumes that “anyone who distributes 

				
					149  J. Barta, P. Fajgielski, R. Markiewicz, Ochrona danych..., op.cit., p. 234.

					150  Ibidem, p. 234.

					151  E. Traple, Umowy o eksploatację w prawie polskim, Warsaw 2010, p. 295.

					152  W. Machala, Prawnoautorskie aspekty obrotu programami komputero-wymi stworzonymi przy wykorzystaniu oprogramowania o otwartym kodzie, “Zeszyty Naukowe Uniwersytetu Jagiellońskiego. Prace z Prawa Własności In-telektualnej” 2007, No. 110, pp. 28–37.

					153  AGPL license available at http://www.gnu.org/licenses/agpl.html (acces-sed: 20 April 2015).
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				this type of software must at the same time transfer the right to further distribute and change it”.154

				In the article “Data Privacy in the Cloud: Dozen Myths and Facts,” L. Datermann points out 12 of the most popular myths relating to data se-curity in cloud computing. However, despite this, the risks of using cloud computing still exist and challenge data security and privacy policies. The danger is related to the fact that the customer’s location is often very distant from where the servers on which the data is stored are located. This often raises the problem of determining where to process entrusted personal data. Here, on the one hand, the controller is at risk of losing control over the data, and on the other hand, there is a risk of transfer-ring the data to a third country.155 In the context of the global reach of Cloud Computing services, appropriate legal solutions must be found to help clearly define the jurisdiction. The customer is not aware of who has access to his data and to what extent. Thus, it exposes itself to the risks associated with poorly managed data access or simply a hacker attack.156 There are times when Cloud Computing providers do not delete storage or operational memory when a user disconnects.157 Adequate data secu-rity in terms of privacy and confidentiality is also an issue. Some data is stored in an unclassified form, which increases the risk of it finding its way into unwanted possession.158

				R. Marchini, in his study, gives providers several solutions that he be-lieves will minimize the risk of adverse situations and their security im-plications. First of all, the priority for providers should be to maintain an adequate level of internal and external security. The latter mainly concerns such aspects as server security, network security, the way data is stored, its encryption and issues related to backup copy (data backups created in 

				
					154  K. Chałubińska-Jentkiewicz, M. Karpiuk, Prawo nowych..., op.cit., p. 225.

					155  B. Pudo, Ochrona danych osobowych and Cloud Computing, http://mojafirma.infor.pl/mala-firma/pracownik-i-zus/707750,Data-personal-protec-tion-a-cloud-computing.html (accessed: 11 May 2015).

					156  J. Muszyński, Bezpieczeństwo w chmurze, http://www.computerworld.pl/news/ 376996_2/Security.in.the.cloud.html (accessed: 11 May 2015).

					157  Ibidem.

					158  Ibidem.
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				case of loss or damage).159 Among the largest providers of cloud services is Google. The company in 2012 issued a document called “Privacy Policy.” In it, it addresses many issues related to data security and information se-curity. Although the document issued by Google is quite comprehensive, many IT professionals and analysts who study this market point out that the document lacks transparency in many places. This applies to the use of user data between different services, among others, or obtaining users’ phone numbers by logging to Google using Android.160

				Another example of a provider is Facebook. It should be noted that over the past few years, Facebook’s privacy and security policies have been criticized by both users and other public cloud providers. A pro-vider that provides services in the Cloud Computing model and, alike Facebook, is a social network is LinkedIn. On its official website, as in the examples described earlier, we can find information on data security. Unlike Facebook, LinkedIn refers extensively to the security of its users’ data. Such provisions are a kind of reassurance, which, however, is often perceived by users as an avoidance of providers taking responsibility for security violations. In the security policy available on Google’s official website, we can find information that “Google can be used in a variety of ways, such as searching for and sharing information, communicat-ing with others, or creating new content. With the information we get from users (e.g., when they create a Google account), we improve these services – displaying more relevant search results and more relevant ads, making it easier to connect with friends, and offering faster and simpler ways to share content”.161 The collection of information occurs in two ways: directly from the user and when using services offered by Google (such as watching videos on YouTube). In the second case, data collec-tion is independent of the user, they are unaware of it. The data Google obtains by this means include the user’s location, data about the equip-ment they use, IP address, or information about the mobile network and 

				
					159  R. Marchini, op.cit., p. 4 and pp. 24–25.

					160  Based on: http://www.sbp.pl/artykul/?cid=6458&prev=540 (accessed: 13 December 2015).

					161  Google Privacy Policy, available at http://www.google.com/intl/pl/poli-cies/privacy/ (accessed: 12 December 2018).
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				phone number.162 According to EU experts, Google is also violating some of the findings of the “Safe Harbour” on the exchange of personal data between the European Union and the United States and treats them very selectively. This primarily involves the aforementioned use of impre-cise terms, listing only selected sensitive data or guaranteeing users the right to access data. Similar accusations were levelled at Facebook when it emerged in 2014 that changes were being made to its privacy policy. According to its creators, only cosmetical, but allowing it to collect even more data about users. The first of the changes is the introduction of the “Friends Nearby” service, which will allow mobile devices to download a signal and transmit information about a user’s location to friends. An-other is the “Buy” service, which allows a user to purchase an advertised product without having to log out of Facebook. The company reserves the right to collect location and transaction data. In addition, the service will more precisely collect information about the pages visited and ap-plications used, with the aim of tailoring the advertising offer as close to our needs as possible.163

				Directive 95/46/EC and the Personal Data Protection Act contained restrictions on the transfer of data to prevent individuals from control-ling it. It should be emphasized that, according to the directive’s provi-sions, the transfer of data between member states should be free and unhindered.164 The situation was different when the entity to which we send data is based outside the EU. As a third country, according to the provisions of the Personal Data Protection Act (Article 7.7), “a country not belonging to the European Economic Area” can be understood. In the transfer of data outside the EU, it is very important that very many coun-tries, including the United States, do not have a corresponding degree of protection. Such a situation necessitated the creation of regulations that would allow trade between market participants in the US and the EU. 

				
					162  Ibidem.

					163  http://wyborcza.pl/1,75248,16963897,Facebook_zmienia_polityke_pry-watnosci Bedzie_wiedzial.html (accessed: 10 November 2018).

					164  Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data. Document 31995L0046, www.eur-lex.europa.eu.
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				In order not to complicate trade relations, the European Commission and the U.S. Department of Commerce created the aforementioned Safe Harbor Privacy Principles document, otherwise known as the principles “Safe Harbor”165. The main premise of Safe Harbor is to enable process-ing of data originating in the European Union, to entities in the United States. Provisions relating to the maintenance of an adequate SLA – Ser-vice Level Agreement – are extremely important in contracts for cloud services. These rules create a certain framework defining the actual scope of services offered by it, constitute an obligation for it to maintain ap-propriate standards and level of services it provides, and will make every effort to ensure that this does not change.166 The elementary issues of the level of services provided, according to Marchini, should be: availability of the service, time to resolve problems, response time to inquiries, speed of delivery of the services requested by the customer.167

				A very important part of the SLA, which should be included in agree-ments on Cloud Computing, is to define the scope of participation of third parties in the process of providing services and to clearly define their responsibilities. Under Polish law, this issue is addressed by Article 738 § 1 of the Civil Code, which states that: “The person accepting the order may entrust the execution of the order to a third party only if it results from the agreement or from custom, or if he is forced to do so by circumstances. In such a case, he shall be obliged to immediately notify the principal of the person and place of residence of his substitute and, in the event of notification, shall be liable only for the lack of due diligence in the selection of the substitute. The substitute shall be liable for the execution of the order also towards the principal. If the principal is liable for the acts of his substitute as for his own acts, their liability shall be joint and several.” According to the provisions of this article, it is possible for the service recipient to choose the sub-recipients. However, this may occur only with the consent of the client (service recipient). In the case of Cloud Computing services, this type of situation very often occurs. 

				
					165  Based on the text: Co to jest Safe Harbor?, published on the Inspector General for Personal Data Protection website http://www.giodo.gov.pl/317/id_art/1500/j/pl/ (accessed: 19 May 2015).

					166  R. Marchini, op.cit., p. 110.

					167  Ibidem, pp. 114–115.
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				This is due to the fact that, as an outsourcing service, it involves many subcontractors. In the event of a contractor’s failure to meet its obliga-tions, service providers will do their best to show that they have made every effort to ensure that the service is delivered at an adequate level, but they are not able to control all subcontractors. Therefore, one must take into account the risk of undesired actions, such as interruptions in the delivery of Internet services, program errors, or server unreliability. Such situations, although they do not occur often, have consequences, sometimes even for several million users. In order to protect themselves from liability for such incidents, service providers include clauses in the agreements they create, which exclude or limit their liability in the event of damage caused by system errors. For example, Google has included a provision in its terms and conditions for the use of their services stating that “in no event shall Google, its suppliers or its distributors be liable for any loss or damage that is not foreseeable by reasonable means”.168 This is because the potential damage relates to a mass number of users and not a single customer. In Polish law such a situation is allowed by Article 353 § 1 of the Civil Code.169 It is also common practice for service providers to specify an amount for damages below which they are not liable. An important issue in the context of liability for Computing Cloud activities is liability for damage caused by improper data processing.

				8. Blog registration – a dispute over liability170

				The issue of liability for online activities is related to the problem of edi-torial responsibility for the content provided. One of the fundamental 

				
					168  Based on: http://www.google.com/intl/pl/policies/terms/ (accessed: 25 May 2015).

					169  Article 353¹ of the Civil Code: “parties entering into a contract may ar-range the legal relationship at their own discretion, as long as its content or purpose does not oppose the properties (nature) of the relationship, the law or the principles of social intercourse.”

					170  Cf. K. Chałubińska-Jentkiewicz, Rejestracja jako źródło prawa do prowa-dzenia działalności wydawniczej w nowych warunkach technologicznych, [in:] Między Klio a Themis. Książka dedykowana Profesorowi Jackowi Sobczakowi, K. Kakareko, T. Wallas, J.W. Adamowski (eds.), Warsaw 2016.
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				issues is to determine whether there is editorial activity and responsibility at all in a given case, as mentioned in Article 25(4) and Article 38(1) of the Press Law. The development of techniques, methods and conditions for making content available has resulted in the creation of venues for distributing content without liability. This causes difficulties in determin-ing the violator of third-party rights. One of the legal instruments for determining the responsible party is the registration system, in the case of editorial responsibility the system of registration of the press title, and therefore to prejudge whether we are dealing with the press and related responsibility in a given situation.

				Public authorities have become obliged to supervise electronic ser-vices covering both the areas of operation of traditional social media and completely new forms of communication, not excluding those that have emerged in connection with the development of the ICT network (Inter-net). This obligation, depending on the nature of the service, is to varying degree related to the process of regulating the media market. Depending on the mode of transmission, individual electronic press services will be regulated dramatically differently. This differentiation, in fact, is due to the limitations on freedom of speech, as mentioned in Article 54 of the Polish Constitution.171 The provision of Article 54 of the Polish Constitu-tion stipulates, among other things, that everyone shall be guaranteed the freedom to express their views, and that preventive censorship of the so-cial media and licensing of the press are prohibited. A similar regulation is contained in Article 10 of the Convention for the Protection of human rights and fundamental freedoms.172 States-parties to the Convention, including the Republic of Poland, which ratified it in 1993, guarantee everyone the right to freedom of expression, which includes the freedom to hold opinions and to receive and impart information and ideas, with-out inference by public authorities and regardless of national borders. 

				
					171  Constitution of the Republic of Poland of 2 April 1997 (Journal of Laws, No. 78, item 483, as amended).

					172  Convention for the Protection of Human Rights and Fundamental Free-doms, drawn up in Rome on November 4, 1950, subsequently amended by Pro-tocols Nos. 3, 5 and 8 and supplemented by Protocol No. 2 of November 4, 1950 (Journal of Laws of 1993, No. 61, item 284).
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				The exercise of these freedoms may be subject to restrictions in strictly defined situations and must be provided for by law. Free press is intended to serve man and the citizen, fulfilling a function primarily informative. It is widely believed that the press enables citizens to have access to reliable, credible information. However, freedom of the press is one of the “politi-cal freedoms,” which in practice may suffer restrictions due to the need to ensure individual rights and freedoms. Therefore, one cannot speak of its absolute nature and unfettered freedom of action. However, is this rule valid in view of the challenges of the changing world and the developing virtual reality? In the face of modern changes in the rules of creation and use of information, it is necessary to review the existing rules of the media market, not excluding legal instruments designed to ensure a bal-ance in the relationship between the exercise of freedom of expression and the protection of its beneficiaries from unauthorized activities. The publishing activity of daily newspapers or periodicals requires registra-tion with the district court with local jurisdiction over the publisher’s seat (registration authority). Thus, unlike other registers of media activity, the registration authority is the court, and not the public administration body, which in the case of the register of television and radio programs is the Chairman of the National Broadcasting Council.173

				Thus, the subject matter of media market rationing using the registry includes:

				1) Newspapers and periodicals – publishing activities – registration – Press Law;

				2) Television programs distributed exclusively on ICT networks – broadcasting activities – registration – Radio and Television Act;

				3) TV programs distributed – cameraman activities – registration – Radio and Television Act.

				Article 24 of the Press Law. expressly separates the registration of publishing activity from the activity of media service providers, to which the provisions of the Press Law in the area of registration do not apply. It must be stressed, however, that the publishing activity covered by the rejection is limited only to the publishing of dailies and magazines. News-

				
					173  See in more detail K. Chałubińska-Jentkiewicz, M. Nowikowska, Prawo mediów, Warsaw 2022.
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				papers and magazines appearing in the form of an Internet message will meet the prerequisites for publishing registration both when the Inter-net message accompanies the printed message as its electronic form in the online system, and when the message is only in electronic form on the Internet, but appears periodically, meeting the definitional require-ments of the law. As defined by the Press Law: “press means periodical publications which do not form a closed, homogeneous whole, appear-ing at least once a year, bearing a fixed title or name, a running number and a date, and in particular dailies and magazines; press also means all existing and emerging as a result of technical progress mass media dis-seminating periodical publications by means of print, vision, phonation or other dissemination technique” (Article 7(2)(1)). The above position is firmly established in the doctrine.174 A report by Multi Communica-tions shows that 64% of journalists use social media at least once a week in their professional work.175 According to the journalists participating in the survey, blogs are a source of knowledge about political and social issues for 40% of those surveyed. J. Wright, analyzing corporate blogs, prepared a typology of internet journal authors. He distinguished seven types of bloggers.176 He likened business blog authors to trades or ele-ments of urban infrastructure: 1) hairdressers – bloggers with knowledge they have gained over the years by talking to various, including influential people; they like to share the experience they have gained, they are ana-lysts or advisors; 2) blacksmiths – they know their trade, and use their knowledge internally; 3) bridges – they make contacts, influence people and help unite them; 4) windows – like blacksmiths, they work internally and use their knowledge to form opinions. Window bloggers, however, 

				
					174  See J. Sobczak, Ustawa prawo prasowe. Komentarz, Warsaw 1999, pp. 113 and 273–274; J. Barta, R. Markiewicz, Internet a prawo, Cracow 1999, pp. 35–41; J. Barta, R. Markiewicz, A. Matlak, Prawo mediów, Warsaw 2005, p. 95; E. No-wińska, M. du Vall, Komentarz do ustawy o zwalczaniu nieuczciwej konkurencji, Warsaw 2001, p. 184; E. Nowińska, Nieuczciwa reklama w Internecie, [in:] Inter-net – problemy prawne, R. Skubisz (ed.), Lublin 1998, p. 51.

					175  Dziennikarze w świecie, Media social, Czy korzystają w jaki sposób, http://www.multipr.pl/uploaded/raport/raport_sm_2014.pdf (accessed: 30 May 2016).

					176  Typologia blogów – część 1. Fryzjerzy, kowale i inni blogerzy, https://ere-daktor.pl/teoria/typologia-blogow-czesc-1-fryzjerzy-kowale-i-inni-blogerzy/ (accessed: 17 August 2023).
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				talk not only about intra-company issues, but also those happening inside the company; 5) traffic signs – atypical bloggers, since they usually do not share their opinions, but instead point out interesting information related to a particular industry; 6) pubs – stimulate discussions in which various people related to a particular industry participate; 7) newspapers – publish a lot of information about a particular industry, while trying to remain objective, they report news more than share opinions.177 

				The issue of the classification of Internet activity as press and registra-tion obligations was also addressed by the Supreme Court in its decision of July 26, 2007.178 The subject of the analysis was the fact of the issuance of the online magazine “Szycie po przemysku” without the required reg-istration. The court held that in assessing the registration obligation, the provision of the law stating that a daily newspaper is a general periodical print or broadcast by sound and sound and image appearing more often than once a week (Art. 7(2)(2) Press Law) is unambiguous. A similar rule applies to periodicals (Art. 7(2)(3) Press Law). According to the court, the Internet itself is not subject to registration because: “the Internet is only a medium of communication just like a ream of paper. Paper as such cannot be registered, while printed paper is subject to registration, and in fact not the paper itself, but only the activity of printing the paper and publishing it in the form of a daily newspaper or magazine – that is, the press. The Internet is a medium, through it correspondence is exchanged, just as cor-respondence in written form on paper is transmitted. The transmission of correspondence on the Internet is not subject to registration, while the publication in electronic form of the press available on the Internet must be registered”.179 Thus, a message via the Internet, if it meets the require-ments specified by the law, is a press, and the issue of periodicity is deter-mined only by whether it is a journal within the meaning of Article 7(2)(2) of the press law, or a periodical within the meaning of Article 7(2)(2) of that law.180 At the same time, the question of the frequency of publication 

				
					177  Ibidem.

					178  IV KK 174/07, “Orzecznictwo Sądów Polskich” 2008, No. 6, item 60.

					179  Supreme Court decision of July 26, 2007, IV KK 174/07, “Orzecznictwo Sądów Polskich” 2008, No. 6, item 60.

					180  Judgment of the Court of Appeals in Gdańsk of December 30, 2014, I ACa 654/14, Legalis No. 1241725; see also the decision of the Supreme Court of De-
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				of new content should be considered taking into account the date of the so-called update, or “last modification,” which is taken as the date of the last edit of the message originally sent.181 According to the court, “since the role and task of the press is to disseminate information, the periodicity of the message, i.e. the periodicity of informing the public about certain social, economic, political, educational, cultural facts, under a designated title, name, address or even link, will indicate the purpose pursued by the editor, publisher or author of a given electronic publication”.182 According to the thesis of the Court of Appeals’ judgment of May 25, 2005, even a website about aquarium fish can be recognized by the court as a magazine, and operating it without registration will be an offense.183

				In the context of the jurisprudence cited above, another questionable issue in the problem of the application of registration of a press title is the determination of the legal status of a publication in the form of a blog.184 Since the catalog of publications indicated for registration is not closed, it can be assumed a priori that as an Internet message, in the situation of fulfilling the statutory features of the press definition, a blog will require registration. With regard to the number of authors, blogs can be divided into two types: individual blogs, i.e. blogs edited by a single person, and collective blogs, having several authors (such blogs most often take the form of press). It is on the pages of the latter that journalists publish their works, and as a consequence the message of this type will not always be of a private nature, but rather of a professional nature, encompassing the category of press understood as news dailies or thematic magazines. Rec-ognizing this diversity, the doctrine stresses that some blogs, by virtue of 

				
					cember 15, 2010, III KK 250/10, “Orzecznictwo Sądów Polskich” 2011, No. 10, item 101.

					181  Decision of the Court of Appeals in Lodz dated January 18, 2013, I ACa 1032/12, “Orzecznictwo Sądu Najwyższego Izba Cywilna” 2003, Vol. 7–8, item 11.

					182  Order of the Supreme Court of December 15, 2010, III KK 250/10, “Orzecznictwo Sądów Polskich” 2011, Vol. 10, item 101.

					183  Judgment of the Court of Appeals in Rzeszow of May 25, 2005, I ACa 277/2005, LexPolonica no. 1275504. Cf. decision of the Supreme Court of De-cember 15, 2010, III KK 250/10, “Krakowskie Zeszyty Sądowe” 2011, No. 4, item 16; decision of the Court of Appeals in Lodz of January 18, 2013, I ACa 1032/12, “Orzecznictwo Sądów Apelacyjnych” 2013, No. 3, item 23.

					184  A similar problem will apply to vertical, or thematic, portals.

				

			

		

	
		
			
				

			

		

		
			
				III. Cyber liability – selected legal regulations

			

		

		
			
				their periodicity and fulfillment of other conditions provided for in the wording of Article 7(2)(1) of the Press Law, will have to be counted as press, and thus will be subject to registration under Article 20(1) of the Press Law.185 However, this requirement will not apply to blogs associated with specific press titles, appearing as their electronic versions, or those which, by virtue of their content, constitute literary works.186 It should be noted, however, that the Internet service itself may, once it meets the definitional prerequisites, constitute a work, which is not in conflict with the obligation to register such a publication if the conditions for registration referred to in Article 20(1) of the Press Law are met. As in the case of any other pub-lication, the basic feature of the registration obligation is the periodicity of the message, its general informational purpose, as well as the editorial preparation process preceding the publication itself. The essence of the registration procedure also implies the already mentioned formal nature of the control of the court registering the press title. From the legislator’s assumption, the body Registration is always based solely on the publisher’s declaration of the qualities of the press title described above. This will also be the case with a blog or other form of online information sharing. Thus, if the application for registration contains all the required data, and the press title does not infringe on the right to protection of a previously registered title, the registration authority must register.187

				The regulations providing for the necessity of registering press titles are controversial due to the lack of clear criteria determining such an obligation and their inadequacy to address the problems arising in con-nection with the diversity of forms of publishing content on the Internet. This issue has another aspect related to the regulation relating to the activities of electronic service providers. Article 3 of a.p.s.e.m. defines the scope of its provisions. Publishing activities were not excluded from them. At the same time, the register of publishing activities – against the background of the judicial interpretation cited above – has become a type of regulation of electronically provided services, as long as they meet the 

				
					185  Yes, in the decision of the Supreme Court of December 15, 2010, III KK 250/10, “Krakowskie Zeszyty Sądowe” 2011, No. 4, item 16.

					186  J. Sobczak, Prawo prasowe. Komentarz, Warsaw 2008/Lex.

					187  J. Chwalba, Prawo prasowe a publikacje internetowe, “Zeszyty Naukowe Uniwersytetu Jagiellońskiego” 2010, No. 3, p. 87.
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				definitional prerequisites of the press.188 However, importantly especially for the determination of the issue of publishing liability, Article 24 of the Press Law states that the provisions on the registration of press activities do not apply to the activities of media service doers within the meaning of the Broadcasting Act. A media service provider, according to Art. 4(4) of the Radio and Television Act is “a natural person, a legal person or a com-mercial partnership bearing editorial responsibility for the selection of the content of a media service and deciding how to compile that content, being a broadcaster or an entity providing an on-demand audiovisual me-dia service” whereby an on-demand audiovisual media service is a media service provided as part of a business activity conducted in this regard, consisting in making audiovisual programs available to the public on the basis of a catalog established by the entity providing the service. Given the often mixed-media nature of information services, made available via the electronically, the application of the rules of preventive control of the licensing activity or the rules of liability for the same services as provided electronically, the determination of liability for a particular area of activ-ity, will require the application of a detailed analysis in each individual case, which does not guarantee either legal certainty, let alone benefit the protection of individual rights and freedoms. 

				In a similar way, the institution of the register of business activity should be treated, which, as an element of the old legal order in me – dial activity, seemingly loses its usefulness, especially in view of the rules governing the new virtual space. At the same time, this institution, due to its “liberal” character in the area of rationing still remains an attractive way of regulating the press market, dictated by considerations of public interest.

				The rapid development of modern technologies for processing and transmitting information has created opportunities to offer and provide services through ICT devices. Any attempt to give normative treatment to certain issues of providing services electronically, which are connected with the development of new technologies, is associated with objections justified by the freedom of speech and social media. Legislation infuses 

				
					188  Cf. W. Lis, Procedura rejestracji tytułu prasowego. Problemy regulacyjne, “Rocznik Bibliologiczno-Prasoznawczy” 2013, Vol. 5/16, pp. 149–150.
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				difficulties in strictly defining the concepts and scope of responsibility of the entities providing such services. The dynamic development of ser-vices specific to the information society requires constant updates and procedures for application. Nevertheless, the basic concept for defining the scope of application of the Act is “electronically provided service” or “information society service” In general, the term covers any service provided by means of information and communication systems, without the simultaneous presence of the entities involved in the process. The transmission of data between these entities, the service provider and the service recipient, takes place over public telecommunications networks. Electronically provided services include a wide catalog of economic ac-tivities that are carried out in the mode of connection to a telecommuni-cations network (on-line). These can also include search engine services, hosting in the form of Computing Cloud or creating a blog. As part of this transmission, digital content processing often occurs. Thus, under such conditions, it seems necessary to define the rules that establish the scope of responsibility depending on the service provided or its subject matter. While the technical aspect of the service provided should not be decisive for this distinction due to the principle of technological neutrality, the interference in the subject matter of the service, its nature and the type of influence on the transmitted content, information, will already shape different principles of liability. It should be noted that if a specific issue is not regulated by the provisions of the Act on Provision of Services by Electronic Means, then the general provisions on contractual obligations apply. However, in light of the increasing obligations of telecommuni-cation entrepreneurs (e.g., search engine operators, Computing Cloud operators or other digital service providers) related to the development of the regulatory sphere of cyberspace, there is a tendency to disperse liability for network activities of a diverse nature to intermediary service providers. Then there is the so-called secondary liability (Secondary Li-ability of Internet Service Providers – term secondary liability” is a term that encompasses many different types of claims), which may not only become a way to resolve the issue of establishing liability for network activities, but may represent a new approach in determining what cyber liability is at all.
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				9. Obligations of digital providers in light of the NIS directive, the law on the national cyber security system and Directive 2019/790 on copyright in the digital single market 

				One of the key regulations on cybersecurity liability is the NIS Direc-tive and its draft amendment, the so-called NIS 2,189 which is intended to replace the former act “to address the issue of the increasingly strong interconnection between the physical and digital worlds thanks to the legislative framework including strong measures to increase resilience in both cyber and physical aspects, as defined in the EU Security Union Strategy”.190 The amendment aims to increase the resilience of “essential actors” and “relevant actors” reaching certain thresholds in a number of sectors to all information and communications technology threats. The opportunities that new technologies have created and the need to adapt the administrative and legal system to them are key issues in the development of modern ICT network security management. Public au-thorities have become obliged to provide electronic services to citizens, including both the handling of citizen affairs and other areas of public administration, not excluding the decision-making process. The impact of the new technical means that have emerged in public administration forces changes in the basic relationship in administrative-citizen rela-tions (individual-citizen), but also has important implications for inter-sectoral cooperation in the implementation of public tasks. A new sphere of influence of these processes is cyberspace. With the development of cyberspace, the threats in it are evolving. Cyberspace today is a symbol of development, but also of freedom and privacy, and any interference with its functioning is associated with an attack on these values. However, in countries committed to building an information society, cybersecurity is considered one of the most serious challenges in the national security 

				
					189  Directive 2022/2555 of the European Parliament and of the Council (EU) of December 14, 2022 on measures for a high common level of cyber-security within the union, amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972 and repealing Directive (EU) 2016/1148 (NIS 2 Directive) (Official Journal of the EU L. 333/80 of December 27, 2022) – hereinafter NIS 2.

					190  COM(2020) 605.
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				system. It refers both to the security of the entire state institution and individual citizens.

				The responsibility for ensuring cyber security lies with all network us-ers, but a significant role is played by public administration bodies, one of whose primary tasks is to act to ensure public security and order. Under the conditions of arrangements for the implementation of public tasks for national security, with particular attention to the definition of public tasks in the area of critical infrastructure protection, it is important to establish a catalogue of entities implementing public tasks in the area of security cyberspace. It should be noted that these entities can be public entities per-forming public tasks, private entities performing public tasks on the basis of privatization of the performance of a public task, and private entities performing their own tasks that are of significant importance for the public interest, or that were once performed as public tasks but were subject to privatization. As a result, the issue of cross-sector cooperation is becoming important in the process of creating a unified cyber security system. The platform has initiated activities and more intensive cooperation between the public and private sectors in identifying key resources, measures, func-tions and basic requirements for resilience, as well as the need for coopera-tion and mechanisms to respond to large-scale disruptions of electronic communications. For this reason, digital service providers are becoming one of the main components of the EU cyber security system.

				Providers of digital services are legal persons or unincorporated or-ganizational units having their registered office or management in the territory of the Republic of Poland or a representative having an orga-nizational unit in the territory of the Republic of Poland, providing digi-tal services, including services provided by electronic means within the meaning of the Act on Provision of Services by Electronic Means The doctrine distinguishes between entities providing digital services. J. Barta and R. Markiewicz distinguish the following categories of entities: tele-communication network administrators/operators – telecommunication companies; access providers – entities providing the service of enabling access to the network without any influence on the content transmitted in the network; original content providers – entities whose activity consists in introducing “own” content to the network circulation, which allows further users to use this content; service providers in networks (service 
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				providers).191 M. Zieliński distinguishes three categories of entities in-cluded in the concept of service provider:

				access providers, network providers, and intermediary service providers – entities that transmit, store and make available in-formation on the Internet. It also singles out content providers, or content providers.192 The legislator has excluded from the application of the law those entrepreneurs (micro and small entrepreneurs) referred to in Article 7 (1) (1) and (2) of the Law of March 6, 2018. – Entrepreneurs Law.193

				Related to the concept of digital services, including those provided electronically, is the concept of e-service, which is given a similar mean-ing to that attributable to the concept of information society services in Directive 2000/31/EC. This service was defined as a service provided in an automated manner through the use of information technology, by means of information and communication systems in public telecommu-nication networks, at the individual request of the recipient of the service, without the simultaneous presence of the parties in the same location, while e-services do not include: a) radio and television broadcasting ser-vices, b) telecommunications services, c) the provision of the following goods and services: goods where ordering and order processing is done electronically, CD-ROMs, floppy disks and similar physical media, print-ed materials such as books, newsletters, newspapers and magazines, CDs, cassettes, videocassettes, DVDs, games on CD-ROM, services provided by lawyers or financial advisors who provide their clients with advice via e-mail, educational services, in which course content is conveyed by a teacher via the Internet or an electronic network (i.e., through a remote connection), off-line physical services repairing computer equipment, off-line data warehousing, advertising services, particularly in newspapers, 

				
					191  J. Barta, R. Markiewicz, Internet a prawo..., op.cit., pp. 213–215; see more extensively: D.K. Gęsicka, [in:] Wyłączenie odpowiedzialności cywilnoprawnej dostawców usług sieciowych za treści użytkowników, Warsaw 2014, pp. 40–49.

					192  M. Zielinski, op.cit., p. 38. A similar distinction is made by P. Litwiński; see P. Litwiński, Świadczenie usług drogą elektroniczną, [in:] Prawo Internetu, P. Podrecki (ed.), Warsaw 2004, pp. 176–178.

					193  (Journal of Laws of 2021, item 162, as amended).
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				on posters and on television, telephone support centers, educational ser-vices provided by correspondence, particularly through the mail, conven-tional auction services where human participation is necessary, regardless of the method of submission offerings, telephone services with a video component, Internet and Web access, and telephone services provided over the Internet.

				In turn, in the Ordinance of the Minister of Regional Development of March 21, 2013 on granting financial assistance by the Polish Agency for Enterprise Development to support the creation and development of the electronic economy under the Operational Program Innovative Economy, 2007–2013, e-service means: a service provided in an automated manner through the use of information technology, by means of information and communication systems in public telecommunications networks, at the individual request of the recipient, without the simultaneous presence of the parties in the same location, while e-services do not include:

				a) radio and television broadcasting services;

				b) telecommunications services;

				c) supply of the following goods and provision of the following ser-vices:

				goods, for which ordering and order processing is done elec-tronically,

				portable computer storage media,

				printed materials, such as books, newsletters, newspapers and periodicals,

				sound recordings on analog or IT data carriers,

				audio-video recordings on analog or IT storage media,

				computer games on computer storage media,

				services provided by service providers by means of electronic communication,

				educational services in which the course content is provided by the teacher through electronic communication,

				advertising services, particularly in newspapers, posters and tele-vision,

				call support centers,

				educational services provided by correspondence, especially through the mail,
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				conventional auction services, where human participation is necessary, regardless of the method of bidding,

				telephone services with a video component,

				Internet access,

				telephone services provided over the Internet.194

				According to Article 2(2) of Directive 2019/770 on certain aspects of contracts for the supply of digital content and digital services, a digital service means (a) a service that allows a consumer to produce, process, store or access data in digital form or (b) a service that allows the shar-ing of digital data that has been uploaded or created by the consumer or other users of the service, or other forms of interaction using such data. This definition includes both an element of the creative process of cyber content and the use of such content. The expansion of the defi-nition of information society service providers will include ISPs, cloud computing, domain name system service providers, social media, search engines, platforms from the collaborative economy sector, online adver-tising services, blockchain-based services. In common parlance, these are so-called ISPs (Internet service providers), and such providers are already covered by sectoral regulations, including the new European Electronic Communications Code,195 which is currently being implemented in EU countries. The lack of full normalization of legal relations relating to the provision of digital services is heavily influenced by their global scope. These services are cross-border, and as a result, national law cannot af-fect services provided by service providers of other countries. This also applies to the Act on the National Cyber Security System, although the Polish legislator has stipulated that the rules on cyber security obligations apply to a legal person or a non-corporate organizational unit having its seat or management on the territory of the Republic of Poland or a rep-

				
					194  (Journal of Laws of 2013, item 412).

					195  Directive 2018/1972 of the European Parliament and of the Council (EU) of 11.12.2018 establishing the European Electronic Communications Code (OJ EU L 321, p. 36) and Regulation (EU) 2018/1971 of the European Parliament and of the Council of 11.12.2018 establishing the Body of European Regulators for Electronic Communications (BEREC) and the BEREC Support Agency (BEREC Office), amending Regulation (EU) 2015/2120 and repealing Regulation (EC) No. 1211/2009 (OJ EU L 321, p. 1).
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				resentative having an organizational unit on the territory of the Republic of Poland, with the proviso that a digital service provider that does not have an organizational unit in one of the member states of the European Union, but offers digital services in the Republic of Poland, shall appoint a representative with an organizational unit in the Republic of Poland, unless it has appointed a representative with an organizational unit in another member state of the European Union. A representative may be a natural person, a legal person or a non-corporate organizational unit established in the Republic of Poland or in another member state of the European Union, appointed to act on behalf of a digital service provider that does not have an organizational unit in the European Union, which may be approached by the authority competent for cyber-security, CSIRT MON, CSIRT NASK or CSIRT GOV in connection with the digital ser-vice provider’s obligations under the Act. The definition of the digital service and the definition of its objectives will influence the accountability arrangements for the response tasks. This is also provided for in the Draft Digital Services Act,196 according to which digital services cover a large category of online services, from simple websites to Internet infrastruc-ture services and Internet platforms. The rules set forth in the draft digi-tal services act primarily apply to online intermediaries and platforms, such as online shopping platforms, social networks, content sharing platforms, app stores, and online travel and accommodation platforms. On the other hand, the draft Digital Marketplaces Act197 contains provi-sions that regulate online “gatekeeper” platforms. Gatekeeper platforms are digital platforms that play a systemic role in the online marketplace, functioning as bottlenecks between businesses and consumers for im-portant digital services. Some of these services are also regulated under the Digital Services Act, but for different reasons and to different extents.

				The types of digital services to which the commented regulation ap-plies are specified in Appendix 2 to the Act on the National Cyber Secu-

				
					196  Proposal – Regulation of the European Parliament and of the Council on the Single Market for Digital Services (Digital Services Act) and amending Directive 2000/31/EC (COM(2020) 825 final).

					197  Proposal – Regulation of the European Parliament and of the Coun-cil on Contestable and fair markets in the digital sector (Digital Markets Act) (COM(2020) 842 final).
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				rity System. They are: online trading platform, i.e. a service that allows consumers or entrepreneurs to conclude contracts electronically with entrepreneurs on the website of the trading platform or on the website of the entrepreneur who uses the services provided by the online trad-ing platform (e.g. Allegro, ING Services for Business SA – ALEO.COM, B2B platform automicob2b.pl); cloud computing service – a service that allows access to a scalable and flexible set of computing resources for shared use by multiple users (e.g. Cloud for Business – ergonet.pl), Amazon Web Services, Google Cloud Platform, Microsoft Azure, private and hybrid); and Internet search engine – a service that allows users to search for all websites or web pages in a particular language using a query by entering a keyword, phrase or other element, presenting links as a result, referring to information related to the query. The category of users of cyferal services should include natural or legal persons who are customers or subscribers of an online trading platform or cloud com-puting service, or who visit a search engine site to conduct a search us-ing keywords (Commission Implementing Regulation (EU) 2018/151). The measures to be engaged by digital service providers must ensure cyber security appropriate to the risks involved and take into account: 1) security of information systems and facilities; 2) incident handling; 3) management of the provider’s business continuity to provide the digital service; 4) monitoring, auditing and testing; 5) state-of-the-art, including compliance with the international standards referred to in the 2018/151 Implementing Regulation.

				When analyzing cybersecurity issues in the context of responsibil-ity for the security of digital services, attention should be paid to the transmission of data and information through electronic means of trans-mission, the data communications network. It can be said that the law of cybersecurity, including the security of information itself, touches on issues related to the legal protection of the information and communica-tion system, which includes the certain data that enable the provision of digital services, the protection of electronically provided services and related content and databases, as well as the network through which such services are transmitted. Thus, it should be assumed that cybersecurity is closely related to the concepts of information and telecommunications security, and more specifically to ICT security, which means the protec-
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				tion of information processed, stored and transmitted by means of ICT systems against unwanted (accidental or knowing) disclosure, modifi-cation, destruction or making its processing impossible. A digital ser-vice provider may provide information to the appropriate CSIRT MON, CSIRT NASK or CSIRT GOV: 1) on other incident; 2) on cyber security threats; 3) on risk estimation; 4) on vulnerabilities; 5) on technologies used. Whereby “Cyber Threat” means any potential circumstance, event or action that may cause harm, cause disruption or otherwise adversely affect in the case of information networks and systems, users of such systems and other persons.198 This is not a mandatory obligation, but it is related to the ability to ensure the realization of other tasks of the digital service provider, which, through the scope of the information provided, can contribute to improving the level of cyber security.

				Another area of future regulation covering the duties and responsi-bilities of online platforms is the area of crisis management liability. The draft directive of the Parliament of the European Parliament and of the Council on the resilience of critical entities199 stresses that “the current framework for critical infrastructure protection is not sufficient to re-spond to the challenges currently facing critical infrastructures and the entities that operate them. Given the increasingly strong interconnection between infrastructures, networks and operators providing critical ser-vices in the internal market, it is necessary to fundamentally change the current approach from protecting specific infrastructure components to strengthening the resilience of the critical entities that operate them”.200 Thus, the draft introduces new obligations to adopt certain measures to ensure the provision in the internal market of services necessary to main-tain essential social functions or economic activities, and in particular to identify critical entities and enable them to comply with specific obliga-tions to enhance their resilience and improve their ability to provide these 

				
					198  Regulation 2019/881 of the European Parliament and of the Council (EU) of April 17, 2019 on ENISA (European Union Agency for Cyber-security) and the certification of information and communication technology cybersecurity and repealing Regulation (EU) No. 526/2013 (Cyber-security Act) (Text with EEA relevance) (PE/86/2018/REV/1 OJ L 151, 7.6.2019, pp. 15–69).

					199  Brussels, 16.12.2020 (COM(2020) 829 final 2020/0365(COD).

					200  Ibidem.

				

			

		

	
		
			
				

			

		

		
			
				III. Cyber liability – selected legal regulations

			

		

		
			
				services in the internal market. The directive also establishes provisions for the supervision of critical entities and enforcement to apply the rules, as well as for specific supervision of critical entities considered to be of special European interest. Article 1 also clarifies the relationship between the directive and other relevant acts of Union law, and sets out the condi-tions for the exchange with the Commission and other relevant organs of information that is confidential in accordance with Union and national laws. These obligations apply to the so-called digital infrastructure, which according to the entity definition includes, among others, cloud service providers [referred to in Article 4(X) of NIS 2]; data processing center service providers [referred to in Article 4(X) of NIS 2]; and content de-livery network providers [referred to in Article 4(X) of NIS 2]. A content delivery network is a network of servers that deliver websites and other content to users.201

				The processes of convergence of digital media with traditional media have given rise to a particular type of conflict in the area of the scope and level of new regulations, especially with regard to digital content, where most issues touch on new media and new technologies (especially intel-lectual property protection), as and in the economic field (in the sphere of responsibility of cyber service providers). New models of content man-agement are emerging (including online), supported by new principles of virtual organization of the digital market. Changing communication technologies have fundamentally altered the rules for the functioning of individuals and entire communities. Online multimedia platforms pro-viding services electronically are being created, which require the use of modern technological solutions, and in which the private sector is most often investing. On the one hand, an open and free cyberspace allows the exchange of cultures and experiences between countries, communities and citizens, enabling interaction and the exchange of content and, in consequence, knowledge, experience and technology. On the other hand, this openness triggers activity that encroaches on the area of rights and freedoms, including the right to property online.

				
					201  See in more detail K. Chałubińska-Jentkiewicz, Online Platforms in the Cybersecurity System, [in:] The Role Of Cybersecurity in the Public Sphere – The European Dimension, K. Chałubińska-Jentkiewicz, I. Hoffman (eds.), Maribor 2022, pp. 4–34.
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				The new technological order is the premise and also the subject of the changes under discussion, which fundamentally affect the regulatory area that is digital media.

				It should be emphasized here, however, that the issue of restrictions in the area of free speech is, in democratic conditions, decisions to interfere with the content of religious organizations, owners of “free” media, po-litical groups and other various social groups, which adopt a strictly de-fined way of thinking, which digital media support, closing themselves in a bubble of ideas, and not just information, because the problem concerns not only the acceptance of certain information by users of the network, but also the accessibility of digital content. However, it is necessary here to use the words of philosopher Onora O’Neill that “our media should not only be accessible, but also assessable”.202 Although, as T. Garton Ash points out, “God versus truth, the most effective constraint on the media should be ourselves – readers, viewers and users”.203

				The main challenge becomes property protection in the context of a market economy in a single digital market. The key issue here is the choice of forms of regulation of the digital media market, which arise from the from Poland’s membership in the European Union, so for the most part it is the provisions of EU law that form the basis of the analy-sis carried out beforehand, in terms of directives and projects defining the given area of regulation. According to the commonly accepted as-sumption, “the function of the press in society is to inform, but its role – to make money”.204 This rule can be used to define the goals of today’s large Internet platforms. On the one hand, they are both an example of fragmentarization and concentration, which is primarily due to current self-regulatory rules. On the other hand, they are an effective model for making money through the exchange of data, users’ digital content and databases without the excessive costs that traditional media still incur for pluralism and objectivity.

				
					202  O. O’Neill, quoted in T. Garton Ash, Wolne słowo. Dziesięć zasad dla połączonego świata, Warsaw 2018, p. 301.

					203  T. Garton Ash, Wolne słowo, op. cit, p. 379.

					204  K. Chałubińska-Jentkiewicz, M. Nowikowska, Prawo mediów, Warsaw 2022, p. 32.
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				Current regulatory changes are directing the regulation of the digital market towards ensuring cybersecurity in the broadest sense (here one can mention the need to protect against disinformation, violation of the right to privacy, hate speech, as well as discrimination and property rights in the broad sense). It is necessary to redefine both the goals of the public interest – in this new – and, it seems, hitherto unregulated world – and to seek new instruments for its protection, with the establishment of rules for new responsibility for digital content made available online.

				The business of digital content providers is to make them available through ICT systems. This category is very diverse – it can include not only specialized institutions or units, but also end users. The latter group of entities is particularly active due to the increasing popularity of user-generated-sites (or UGC – user-generated-content). Due to the active form of their activity on the web, surveillance and control capabilities via infrastructure, content providers are directly liable for violations caused by such activity.

				Under the current system of Polish law, content providers are directly liable for infringements of third-party rights. According to J. Barta and R. Markiewicz, controversy arose when trying to qualify the activity of mak-ing works available in computer networks, which was eventually qualified as a new field of exploitation, i.e. making a work available in such a way that everyone could access it at a time and place of their own choos-ing. In ICT networks, the functioning of which is based on interactivity, this issue was of vital importance. As a result of digital processes, the modification of content and its further dissemination by users is currently not a problem. The concept of sui generis protection of the rights of the producer or doer of content on the Web seems interesting. This issue was discussed at the congress of the “Association litteraire et artistique international” (ALAI) in 1996. They considered the formulation of such a construction that would allow the producer to assert protection against third parties. Among other things, they considered giving them the char-acter of author’s moral rights or quasi-personal rights, with the proviso that these rights could not limit the personal rights of content creators.205 

				
					205  A. Dietz, General Report, [in:] Copyright in Cyberspace, M. Dellebeke (ed.), Amsterdam 1997, after D.K. Gęsicka, Wyłączenie odpowiedzialności cy-
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				However, these rights do not structurally resemble personal copyrights, but rather – property rights. Also, such a purpose, mainly economic, guided these entities hence approximated these rights to the character-istics of author’s property rights. This nature of the rights should set the tone for future regulations related to liability for illegal content on the Internet.

				Technological changes have affected the scope of liability for illegal acts in cyberspace, but new rules have also emerged related to the limits of such liability. In EU law, the issue of liability of online service providers is regulated by Directive 2000/31/EC. This directive includes provisions relating to the most popular network services: mere conduit, caching and hosting. Such liability rules were also maintained in the Digital Ser-vices Act regulation. It should be noted here that the European regulation adopts a horizontal model. This means that the exemptions provided for therein apply to all legal liability, including civil, criminal and adminis-trative. The E-Commerce Directive created disclaimer rules at the maxi-mum level. Individual member states could therefore opt for less restric-tive solutions. As already indicated, content providers were deemed to be direct infringers and thus were ultimately excluded from the scope of liability limitations covering providers of electronically delivered services, which is also confirmed by the proposed legislation. The implementation of the provisions of the e-commerce directive in Polish law is provided for in Articles 12–15 of the E-Commerce Act. The DSA as a regulation significantly changes this approach.

				However, the issue of such liability touches on issues that are related to activities that also encroach on the regulatory framework related to media services and liability under copyright law. In addition, the basic rule is that a service provider providing electronic services consisting in enabling access to a portal created by it is not obliged to ensure the iden-tifiability of the recipient of the service making an entry on that portal, and is also not liable for violations of, for example, personal rights made as part of such an entry, unless it knew that the entry violated such rights 

				
					wilnoprawnej dostawców usług sieciowych za treści użytkowników, Warsaw 2014, pp. 39–40.
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				and did not immediately remove it.206 For example, it is becoming stan-dard for electronic editions of the press to “store” user comments that drastically violate the personal rights of individuals. Based on the view expressed in the judicature, the service of providing users of the network with access to a part of the server for the purposes of a discussion por-tal is a hosting service refereed to in Article 14 a.p.s.e.m. (cf. the judg-ment of the Supreme Court of July 8, 2011),207 the storage itself, cannot be reduced exclusively to the accumulation of data in the memory of the computer (server of the service provider). Since hosting is one of the ser-vices of the information society, storage of content, may also take place in such a way that it is made available, and the entity providing such a ser-vice facilitates this access. Consequently the activities of an intermediary, which consist in carrying out the maintenance of such a network and, in particular, granting access to the content contained therein, are also cov-ered by the exemption provided for in Article 14 a.p.s.e.m., especially in a situation in which such an entity did not have positive knowledge of the unlawful nature of the stored content, or, when it did have such knowl-edge, in a situation in which it immediately prevented access to such content.

				The responsibility of digital service providers has evolved in multiple ways. A data transmission service involves sending content after initiating transmission and sending to an intermediary entity, where it is stored and then sent on to the addressee, or to another intermediary entity. The en-tity receives all the information, checks its correctness using the included checksums, then sends the information on. This method is used when the source and destination stations do not have the ability to communicate si-multaneously, the transmission channels used have different bandwidths, or the transmitted information is corrupted and requires retransmission. This is one of the more reliable ways of transmitting information. Article 12(1) of a.p.s.e.m. exempts the telecommunications entrepreneur from liability only for the content transmitted. Meanwhile, the above analysis 

				
					206  Judgment of the Supreme Court of July 8, 2011, IV CSK 665/10, “Orzecz-nictwo Sądu Najwyższego Izba Cywilna” 2012, No. 2, item 27.

					207  IV CSK 665/10, “Orzecznictwo Sądu Najwyższego Izba Cywilna” 2012, No. 2, item 27.
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				shows that content is not only transmitted, but also stored by the inter-mediary entity before it is sent further. 

				In the case of telecommunications network operators and network access providers, it has been widely accepted that they should not be held liable for infringements caused by content distributed by their systems, as their role is limited to their users. With regard to telecommunications network operators and network access providers, it has been widely ac-cepted that they should not be liable for infringements caused by content distributed on their systems by users, since their role is merely, as the N. Bortloff, to open the way to someone else’s content.208 A key justification for this approach was the lack of a cause-and-effect relationship.

				The first legislator who decided to exclude the liability of network service providers, including network access providers, was the German legislator, who divided electronically provided services into telecom-munications services and medial services. The first category included electronic information services and communications services intended for individual use, such as providing network access or e-commerce. On the other hand, he considered media services to be services intended for public reception, such as offering access to, for example, electronic magazines, journals, newsletters presenting the activities of companies or newsletters (newsletters). Thus, it can be said that we are then dealing with content providers. Although, until recently, content delivery services were not distinguished from service delivery services.

				Attempts were then made to regulate the liability of network service providers at the international level. Article 8 of the Agreed Statements Concerning the WIPO Copyright Treaty stated that the provision of fa-cilities for public dissemination of a work did not constitute a distribution within the meaning of Article 8 of the WIPO Copyright Treaty, done in Geneva on December 20, 1996.209

				The Polish legislator initially did not see the need to separately regu-late the principles of liability of digital service providers. Article 422 of the Civil Code was indicated as the basis of civil liability of network ac-

				
					208  After D.K. Gęsicka, op.cit., p. 42.

					209  (Journal of Laws of 2005, No. 3, item 12).
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				cess providers.210 Not only the person who directly caused the damage, but also the one who induced or assisted another person to cause the damage, as well as the one who knowingly benefited from the damage caused to another person, is responsible for the damage. However, this provision applied only if a causal relationship was established, which in practice would be difficult to establish under the conditions of operation of telecommunications networks transmitting digital content.

				In the United States, this liability was initially based on the construc-tion of negligence, which was related to the existence of a legal ob-ligation to monitor the content of third parties. It then evolved into liability based on the principle of unlawfulness of the third party’s strict liability, to eventually adopt a near-immunity as a result of the Digital Millennium Copyright Act in 1998. With regard to infringement of intel-lectual property rights, American jurisprudence has adopted two legal constructs: contributory liability and vicarious liability. As previously indicated in Europe, the E-Commerce Directive introduced a system of horizontal exclusion of liability for service providers. The first legal regu-lations and doctrinal views differentiated the rules of liability depending on the form of activity undertaken by digital service providers. At the time, three groups of entities were distinguished: network access provid-ers, network content providers and providers of electronically delivered services. Since the issue was relatively new, content providers were con-sistently included in the category of network service providers.

				Nevertheless, it was already noted at that time that they did not main-tain neutrality and therefore could not benefit from the disclaimer that was and is mentioned in Article 14 of the Directive and Article 14 of a.p.s.e.m. It should be noted that, on the one hand, the purpose of the 2001 Copyright Directive was to ensure a high level of protection of copy-right and related rights, and on the other hand to reassure providers of information society services by guaranteeing immunity and thus enabling the development of these services. As a consequence of market changes, it became necessary to correct the imbalance in the asymmetrical re-lationship between copyright holders and online platforms that profit

				
					210  J. Barta, R. Markiewicz, Internet..., p. 224.
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				from the exploitation of copyrighted works to which they provide access without compensation to copyright and related rights holders.

				An example of a basic new regulation of digital content liability is Di-rective 2019/790 on Copyright in the Digital Single Market.211 The regula-tion of Article 17(4) of the Directive on Copyright and Related Rights in the Single Market is now becoming crucial digital, according to which, if no authorization has been granted, providers of online content services are liable for unauthorized acts of making available to the public, includ-ing making available to the public, copyrighted works and other protected subject matter, unless they demonstrate that: (a) they have used their best efforts to obtain authorizations, and (b) they have used their best efforts, in accordance with high standards of professional diligence in the sector, to ensure that there is no access to particular works and other protected items for which the authorized entities have provided the service provid-ers with the relevant and necessary information; and, in any case, (c) act promptly upon receipt of a duly substantiated objection from the right holders to block access to the works or other subject-matter to which the objection relates or to remove them from their websites, and make every effort to prevent their future posting in accordance with (b). In as-sessing whether a service provider complies with the obligations referred to above and in light of the principle of proportionality, consideration should be given to, among other things: a) the type, audience and scale of the services provided and the type of works or other subject matter posted by users of the service; and b) the availability of adequate and ef-fective measures and their cost to service providers.

				The directive, through Article 17, introduces two key obligations: (1) the first obligation is to make every effort for platforms to obtain autho-rizations from rights holders; (2) the second obligation is to make every effort in the area of ensuring the unavailability of content not authorized by rights holders. When providers of online content services are liable for acts of making available to the public or making available to the public

				
					211  Directive 2019/790 of the European Parliament and of the Council (EU) of April 17, 2019 on copyright and related rights in the digital single market and amending Directives 96/9/EC and 2001/29/EC (Official Journal of the EU L. 130/92 of May 17, 2019).
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				under the terms of this Directive, Article 14(1) of Directive 2000/31/EC should not apply to the liability arising from the provisions of this Direc-tive concerning the use of protected content by providers of online content services. This should not affect the application of Article 14(1) of Directive 2000/31/EC to such service providers for purposes beyond the scope of Directive 2019/790. Article 17(3) of the Directive 2019/790 is therefore lex specialis to that of Article 14 of Directive 2000/32/EC. The origi-nal intention was that the E-Commerce Directive would not conflict with the 2001 Authorship Directive, which was adopted shortly the-reafter.

				The examples indicated above provide support for the thesis that in each case the liability of the same entity will be different depending on whether it is engaged in service activities, as referred to in the Law on Provision of Electronic Services, or is an entity providing a content deliv-ery service. As a result of technological as well as economic convergence, the same entity can perform very different functions, and it is not a fore-gone conclusion that its status and thus the scope of liability is definitively established. This situation indicates the need to introduce appropriate regulations, subject to the need to synchronize issues at each stage of substantive legislative action. This is an indispensable part of the creation of a coherent system of regulatory frameworks, enabling the develop-ment of the digital services market sector with elementary principles of responsibility for distributed content. The notice and down procedure is still applicable in many countries.

				The protection of fundamental rights and freedoms sets the limits of any regulation. At the same time, it should be borne in mind that restric-tions on these rights and freedoms can be dictated by considerations of protecting the public interest, the determinant of which is, among other things, the right of others, including their property rights.

				Technological changes in the operation of the digital media market, or better yet, digital services, especially the development of the Internet and social media, require a new look at issues related to ensuring the protec-tion of public interest objectives. In the course of diagnosing what new directions have emerged in the realization of the public interest in digital media, it may turn out that a completely new regulation will be required here. There will then be completely new tasks for the legislator, taking 
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				into account the premises referred to in Article 31(3) of the Polish Consti-tution (e.g., public morality, public safety, public order and the rights and freedoms of others). In conclusion, it can be said that Directive 2019/790 on copyright and related rights in the digital single market has established a new separate liability mechanism for service providers making content available online (hereinafter referred to as “providers”). Article 17 of this directive establishes the principle that providers are directly liable when works and other protected items are unlawfully posted online by users of their services. The providers in question may, however, be exempted from this liability. To this end, they are specifically obliged, in accordance with the provisions of this article, to actively monitor the content posted by users in order to prevent protected objects that legitimate entities do not wish to make available online through their services. The EU legislature has provided clear and precise limits on the measures that can be adopted in carrying out these duties, by specifically excluding measures that filter and block lawful content when it is posted online.

				According to Article 17(1) of the Directive, “Member States shall in-troduce provisions providing that a provider of online content services shall perform public communication or communication to the public acts for the purposes of the Directive under review when it grants public ac-cess to copyrighted works or other protected subject matter posted by its users.

				A provider of online content services must therefore obtain authori-zation from the authorized entities referred to in Article 3(1) and (2) of Directive 2001/29/EC, for example by concluding a license agreement, in order to make works or other protected subject matter available to the public or to make them available to the public.”	

				Directive 2019/790 requires member states to ensure that users have the right to post and share content generated for specific purposes, such as quoting, criticizing, reviewing, caricaturing, parodying or pastiche. In addition, providers should inform users that they may use works and other subject matter protected under exceptions or limitations to copy-right and related rights provided for in EU law.212

				
					212  Article 17(7) and (9) of Directive 2019/790.
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				As a result of poor implementation in this regard, it may turn out that the availability of unauthorized digital content can be avoided only after notification to authorized entities.213

				In addition, Directive 2019/790 introduced a number of procedural guarantees, including, among others, the ability for users to file a com-plaint if they believe that access to the content they posted has been unfairly blocked, as well as access to out-of-court redress mechanisms and effective remedies.214

				The directive authorizes the European Commission to organize dia-logues between stakeholders to discuss best practices for cooperation between suppliers and eligible entities, as well as to issue guidelines for the application of this system.215

				In the course of the legislative process, the counterpart to Article 17, the then proposed Article 13 of the proposal for a directive, underwent various modifications. It was adopted in substantially revised form as Article 17 of Directive 2019/790 and is aimed, as its title indicates, at “providers of online content services.” The term is defined in the first paragraph of Article 2(6) of that directive as meaning any “information society service provider whose main or one of its main purposes is to store and give public access to a large number of copyrighted works or other protected subject-matter uploaded by users of those ser-vices, which it organizes and promotes for profit.” Regardless of the open-ended nature of the definition, it follows self-evidently that Article 17 applies to content sharing service providers.

				Article 17 of Directive 2019/790 stipulates in the first subparagraph of paragraph 1 that a content service provider “shall perform a public communication activity or an act of making available to the public for the purposes of the Directive where it grants public access to copy-righted works or other subject-matter posted by its users.” In connec-tion with this, as clarified in the second paragraph of the section, provid-ers should obtain permission from legitimate entities, for example

				
					213  Article 17(8) of Directive 2019/790.

					214  Article 17(9) first and second paragraphs of Directive 2019/790.
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				by entering into a license agreement for the use of protected content posted online by users on their services.

				According to Article 17(4) of Directive 2019/790, in the case of unlaw-ful “public access” made through their services, they can absolve them-selves of any liability by showing that:

				“(a) have made every effort to obtain permits; and

				b) have made every effort – in accordance with high standards of pro-fessional diligence in the sector – to ensure that there is no access to the individual works and other protected objects for which the authorized entities have provided the service providers with the relevant and necessary information; and in any case;

				c) acted promptly upon receipt of a duly substantiated notice from the right holders to block access to or remove the works or other subject matter subject to the notice from their websites, and made every effort to prevent their future posting, in accordance with sub-section (b).”

				The provision indicated here has generated the most criticism in many member states. In Germany, for example, a debatable draft in English translation was published on the website of the Ministry of Justice and Defense. The German legislature has included a regulation with a high degree of specificity (especially with regard to the issue of blocking, ap-peal me – chanisms and complaint proceedings) in the Urheberrechts – Diensteanbieter – Gesetz/UrhDaG. According to the URhDaG (par. 7––11), the provider performs the act of public release but is not liable if it makes best efforts to obtain permission in accordance with par. 4 of the UrhDaG and if it fulfills its obligations in blocking content. In par. 4(1)of the UrhDaG states that the best efforts obligation is fulfilled if the provider acquires the rights of use that are offered to it, are available through representative rights holders, are acquired through organizations or subsidiary management entities based in Germany. The law specifies selectively which repertoire is protected. Blocking obligations, on the other hand, have been defined in great detail and comprehensively from the obligation at the request of the authorized party to the stay down obligation in the case of qualified blocking. The stay down obligation has been replaced by a stay up obligation in the case of pending complaint proceedings for so-called alleged permitted uses. For example, the Ger-
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				man legislature has introduced a minor use, which includes 15 seconds of any film work (or video alone or sound alone) or up to 160 characters in text and 125 kilobytes in a photographic work. The indicated regulations raise doubts about the correct implementation of the directive.

				In France, on the other hand, the legislator has introduced an addi-tional obligation to obtain consents from the right holders in the field of reproduction. According to Article L 137–2 of the Intellectual Property Code, agreements granting permission are considered to grant authori-zation to users. This approach provides legal certainty. In the interest of efficiency, the new legal regime puts an end to conditional irresponsibility if a given service provider demonstrates a certain number of due diligence measures. The French legislature has delegated the assessment of compli-ance with obligations and the elements that condition them, such as the availability of blocking measures, among others, to an independent public authority. Implementation of these measures is not a general monitoring obligation. HADOPI, on the other hand, has the authority to issue re-commendations on the level of effectiveness of the measures applied.216 According to Article L.137–2 III of the Intellectual Property Code, a pro-vider of online content services shall act only on relevant and necessary information or notifications provided, either directly by the rights holders or indirectly by a third party designated by them. Imposed moderation of uploaded content is based on automatic rozcognition tools. This could lead to the blocking of content covered by an authorized use, such as the existence of an exception. Therefore, the established filtering mechanism explicitly declares the preservation of authorized use.

				Article L 137–4 of the Intellectual Property Code requires online con-tent service providers to provide users with a mechanism to appeal and resolve complaints. This procedure must be prompt and effective, with-out undue delay. French law requires a rights holder who requests further blocking or removal of a work following a user complaint to justify its request.

				
					216  J.P. Mochon, S. Humbert, Vers une application effective du droit d’auteur sur les platformers numeriques de partage: etat de l’art et propositions sur les outils de reconnaissance des contenus, Jan.2020. Rapport CSPLA Hadopi CNC Outils de reconnaissance VFversionfinale (1).pdf (accessed: 21 August 2023).
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				In view of the considerations indicated above, clear regulations should be introduced to define the rules for blocking and removing illegal con-tent. If the principle of ex ante blocking is abandoned and a presump-tion of legality is introduced, based on the principle that the transmitted content and the blocked content are identical or equivalent, this would undermine the principle of effective protection of copyright and related rights as well as the principle of strict interpretation of exceptions to these rights. In such a situation, the concepts are revived in such a way that the exception would become the general rule, while the protection of exclusive rights would become the exception.

			

		

	
		
			
				IV Cybercrime – selected issues

				Real danger is not that computers will begin to think like men but that men will begin to think like computers.

				Sidney J. Harris1

				Cybercrime is a relatively new but very fast-growing phenomenon. It dates back to the early 1970s and is not related to the computer network, which was in its infancy at the time, but to the telephone network. The first case of such a procedure was when J. Draper made an interstate call for which he paid nothing. He tricked the switchboard with a toy breakfast cereal whistle. It sounds absurd, but in the 1970s, US telephone switchboards triggered a specific connection based on a sequence of tones at certain frequencies. This knowledge made it theoretically pos-sible to fool the calling machine by circumventing the need to record the call sequence that counted the impulses. Mr. Draper developed a device called a “bluebox,” which made it easier to trick the telephone exchange system and distributed it, so he can be considered the first cybercriminal and the method he used was called “phreaking.”2

				The proliferation of this practice, as well as the rapid development of PCs, put the specter of cyber threats on the rise. The ability to “plug in” a laptop revolutionized the approach to the computer network itself, as well as the approach of cyber criminals to the crimes they commit. Up until a certain point, committing a cybercrime involved a significant risk of detection. The reason for this was the stationary nature of the equipment and the scant number of internet connections. The wide-

				
					1  J.A. Scales, R. Snieder, Computers and creativity, “Geophisics” 1999, Vol. 64,No. 5, pp. 1347–1348.

					2  http://www.benchmark.pl/testy_i_recenzje/Internetowi_terrorysci-3063/strona/10100.html (accessed: 24 April 2016).
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				spread computerization and minimization of technology brought PCs to a wider group of people and these people wanted to take advantage of the resources offered by the Internet.

				The first research in this area was carried out in 1976 by D.B. Parker at the Stanford Research Institute. In his study, he found that as early as the beginning of 1970, there were already 1,000 or more acts of cyber-crime worldwide.3 In the course of his research, he also provided one of the first definitions of cybercrime. D.B. Parker derived two definitions of cybercrime: a narrow and a broad one. According to him, cybercrime in the narrow sense can be defined as: “a form of intellectual crime commit-ted within a computer system; the use of a computer as an instrument to commit a business crime,”4 in a broader sense he defined cybercrime as: “any violation of the law that requires knowledge of computer technology for its preparation, execution or occurrence.”5

				A more contemporary definition of cybercrime can be found in the Council of Europe Convention on Cybercrime drawn up in Budapest on 23 November 2001, A more contemporary definition of cybercrime can be found in the Council of Europe Convention on Cybercrime, drawn up in Budapest on 23 November 2001, which is not explicit, but, analysing the preamble of the document, cybercrime can be defined as “action di-rected against the confidentiality, integrity and availability of IT systems, networks and data as well as the misuse of such systems, networks and data, whether undertaken at national or international level.”6 The Coun-cil of Europe recognized the need for a common framework to address the problem of cybercrime. The Convention implies respect for all the regulations on human rights and freedoms developed to date, accord-ing to which these regulations are to be implemented in a manner that effectively combats manifestations of cybercrime at the national level.

				
					3  S. Schjolberg, The History of Cybercrime 1976–2014, Norderstedt 2014, p. 17.

					4  D.B. Parker, Computer Crime. Criminal Justice Resource Manual, Cam-bridge 1989, p. 21.

					5  Ibidem.

					6  Council of Europe Convention on Cybercrime, drawn up in Budapest on 23 November 2001 (Journal of Laws of 2015, item 728), p. 2.
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				The document also lists the categories of offences that can be labelled as cybercrimes, these being:7 

				offenses against the confidentiality, integrity and availability of IT data and systems; 

				computer-related offenses; 

				offenses related to child pornography; 

				offenses related to the infringement of copyright and related rights.

				In addition to establishing the categories in which the commission of cybercrime will be considered, the Convention also provides for the pos-sibility of cooperation between countries in detecting offenses and com-mon legal policies relating to such offenses. It is also important to impose the principle of proportionality in relation to detecting and combating cybercrime on the states that ratify the Convention.

				Nowadays, almost everyone can use an ICT network and access its re-sources. Cybercrime, as a result of increasingly widespread access to the Internet, can undermine the interests of the State, which transfers part of its business to the ICT network, sometimes even leading to the question-ing of its sovereignty.8 This is because not all users have a good under-standing of how ICT networks work, which leads to a kind of ignorance of their own security in cyberspace.9 Cybercrime encompasses acts that mirror real-world crime as well as completely new phenomena unique to cyberspace and posing threats to the individual or the state. The Main Report on National Security Threats identifies around 50 types of threats, 18 of which are listed in the National Crisis Management Plan, including the threat of cyber-terrorism. For cyber-attacks, only the possible effects of cyber-attacks on people and property are mentioned. The following are listed as potential impacts on people: risk to human life and health due to disruption of energy systems, traffic control, etc.; loss of confidence in public institutions; inability to carry out substantive tasks; inability to communicate. The following points are mentioned as potential effects on property: significant financial and economic losses and social repercus-

				
					7  Ibidem, pp. 5–9.

					8  M. Siwicki, Nielegalna…, op.cit., p. 24.

					9  K. Chałubińska-Jentkiewicz, M. Karpiuk, Prawo nowych…, op.cit., p. 353.
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				sions; disruption of energy, fuel, food, drinking water supply; disruption of transmission infrastructure. Crisis management, on the other hand, does include ICT networks in its scope, but more as one type of transmis-sion network and at the same time it does not consider at all the layer of information sharing, processing and storage that permeates all aspects of the information society. The 2013 Government Cyberspace Risk Estima-tion Report adopted the following main categories and subcategories of threats: threats targeting information (theft of information for the pur-pose of publication or sale, falsification of information), threats targeting ICT infrastructure (deletion of data, disruption of functioning, takeover of ICT system), IT failures, insufficient competence.10 In the document The Cyberspace Protection Policy of the Republic of Poland, it is assumed that cyberspace security is a set of organizational, legal, technical, physi-cal and educational undertakings aimed at ensuring undisturbed func-tioning of cyberspace. A cyber-attack, on the other hand, is a deliberate disruption of the proper functioning of cyberspace, and a cyber-crime is a criminal act committed in the area of cyberspace.11 These definitions were developed on the basis of actions to be taken in the sphere of the digital domain. The content of the 2007 European Commission Com-munication12 points out that in the absence of a single, greed definition of cybercrime, terms such as cybercrime, computer crime, computer-related crime or high-tech crime are in many cases used interchangeably.13

				Since cybercrime is defined as a type of crime in which the computer is either the instrument or the object of the offence, the term encom-passes any type of crime that is committed by means of a computer or ICT networks. An attack on computer networks itself is an action taken to distort, prevent the use of, degrade or destroy information stored on 

				
					10  System bezpieczeństwa cyberprzestrzeni RP NASK / CERT Polska, p. 62, Warsaw, September 2015, https://mac.gov.pl/files/nask_rekomendacja.pdf (ac-cessed: 16 September 2016).

					11  www.Polityka_Ochrony_Cyberprzestrzeni_RP_148x210_wersja_pl.pdf, p. 5 MAiC ABW (accessed: 12 September 2016).

					12  Communication from the Commission to the European Parliament, the Council and the Committee of the Regions of 20 May 2007. Towards a general policy on the fight against cybercrime (COM/2019/640 final).

					13  J. Kosiński, op.cit., p. 44.
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				a computer and/or computer network, or a computer and/or computer network.14 Some acts of cybercrime mirror real-world offenses but have been appropriately adapted to the conditions offered by an ICT net-work.15 However, it should be noted that cybercrime is not necessarily a symptom of an individual acting solely online, as he or she may be at risk as a consequence of an attack on ICT networks. Both the private sector and the increasingly networked state and public authorities can be-come potential victims of cybercrime. The state must maintain the pace of dynamic change, dictated by the development of new technologies, as this is how it can perform its tasks in relation to economic development and its role as a servant to the citizen.16 The need for computerization, openness of resources and access to information are key processes en-abling the development of the state and the individual. At the same time, an important task of public authorities is to ensure network security. One definition of security assumes that “security is a certain objective state of being free from danger, subjectively perceived by individuals and groups. This means that security consists of two elements, objective and subjec-tive. The first, which is objective in nature, is external to the individual, the social group, the collective. The second, on the other hand, is subjec-tive in nature and is the sense of security.”17 In colloquial terms, security means, inter alia, a state in which an individual feels secure in a well-functioning legal system. The opposite of security is the state of being threatened. Security should not be treated as an independent variable, as it is: 1) dynamic and processual, and therefore undergoes continuous change under the influence of complex and multifactorial phenomena; 2) subjective and objective, as societal attitudes towards security are created as a result of the impact of a given phenomenon on an individual, social group, society; 3) ranked, structured; 4) relative – dependent on a num-

				
					14  NATO Glossary of Terms and Definitions, http://wcnjk.wp.mil.pl/plik/file/N_20130808_AAP6PL.pdf, p. 105.

					15  K. Chałubińska-Jentkiewicz, M. Karpiuk, Prawo nowych…, op.cit., pp. 351––352.

					16  S. Dworecki, Zagrożenia bezpieczeństwa państwa, Warsaw 1994, p. 16.

					17  H. Korzeniowska, Edukacja dla bezpieczeństwa w systemie oświatowym Europy na przykładzie Polski i Słowacji, Kraków 2004, pp. 9–11.
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				ber of factors.18 Security is influenced by all social interactions and the security culture itself determines what a community’s attitude towards risk, threats and security is and what values are considered important in this regard. “The basic design of the Internet is based on the openness of both the architecture of its infrastructure and the culture of its creators and users. The simplicity and ease of connecting different computers has enabled a huge expansion in the number of users, and the open philoso-phy of shaping this space has created a hugely attractive medium that is interactive on many levels.”19

				On the level of defining cybercrime, it is necessary to cite the charac-teristics of cybercrime as presented in the material of the European Par-liament, which was created on the basis of the experience of the Member States of the European Union. The European Parliament, analysing the material it had gathered and drawing on the EU’s own experience with cybercrime, stated in an extensive paper20 that cybercrime, as one of the greatest concerns and threats to the modern world, is characterized by its significant scale, the ambiguous nature of the actors in cyberspace, the use of largely similar attack techniques, its sophistication and high level of profitability, its considerable diversity, and the problems of countering and combating it.21

				All types of crime are related in that they can be committed on a mass scale and the geographical distance between where the crime is commit-ted and its consequences can be huge. The concept of cybercrime was well presented in the report High TechCrimes within EU. Threat Assess-ment 2007 Europol. Cybercrime in this document is indicated in two ap-proaches – vertical and horizontal. The vertical approach refers to crimes that are specific to cyberspace and cannot be committed outside of it, in 

				
					18  J. Szmyd, Bezpieczeństwo jako wartość. Refleksja aksjologiczna i etyczna, [in:] Zarządzanie bezpieczeństwem, P. Tyrała (ed.), Kraków 2000, p. 166.

					19  T. Goban-Klas, Cywilizacja medialna, op.cit., p. 151.

					20  Cybersecurity and cyberpower: concepts, conditions and capabilities for cooperation for action within the UE, Policy Department Directoriate – General for External policies of the Union, EXPO/B.SEDE.FWC.2009-01/LOT6/09, April 2009, p. 7.

					21  A. Końciak, Problematyka cyberprzestępczości w Unii Europejskiej, “Prze-gląd Bezpieczeństwa Wewnętrznego” 2013, No. 8(2), p. 111.
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				particular hacking – DDoS attacks, botnets, zombies; crimeware – vi-ruses, worms, Trojan horses; spamming. Horizontally, there are crimes for which the use of computer and information technology has made it considerably easier to commit them.

				The European Commission’s 2013 Communication Cybersecurity Strategy for the European Union: an open, safe and secure cyberspace indicates that „cybercrime commonly refers to a broad range of differ-ent criminal activities where computers and information systems are involved either as a primary tool or as a primary target. Cybercrime comprises traditional offences (e.g. fraud, forgery, and identity theft), content-related offences (e.g. on-line distribution of child pornography or incitement to racial hatred) and offences unique to computers and information systems (e.g. attacks against information systems, denial of service and malware).”22 

				In the 1970s, areas of work were developed that should be looked at when considering cybercrime issues. As the first step, the solutions developed by Interpol still form the core of the development of security law in the field of new technologies and are also the first attempt to har-monise the hitherto “scattered” regulations. However, the earliest efforts to regulate on an international level were already made in 1976 in Stras-bourg at the Council of Europe Conference on Economic Crime. This conference was one of the first of its kind to regulate the very concept of cybercrime.23 It should be noted that, until then, there had been two sepa-rate legal regimes for cybercrime. The first, more advanced in the United States, and the second, just developing, in Europe. This duality posed a problem of sorts due to the cross-border nature of cyberspace and re-lated cybercrime. In a 1976 document, cybercrime was defined as any illegal activity in which a computer is the instrument or object of a crime, in other words any crime or means of influencing the operation of a com-

				
					22  Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions of 7 February 2013 entitled European Union Cybersecurity Strategy: an open, safe and secure cyberspace (doc. JOIN (2013)l).

					23  A Paper for the 12th Conference of Directors of Criminological Research Institutes: Criminological Aspects of Economic Crime, Strasbourg, 15–18 No-vember 1976, pp. 225–227.
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				puter. The first organization to propose and develop a more comprehen-sive approach to the issue of cybercrime was, as already mentioned, Inter-pol (International Criminal Police Organization). At a conference in Paris in 1979, Interpol cited a number of spheres in which existing legal solu-tions, or lack thereof, posed a serious spectre of cybercrime risk. These areas included:24 modifying, deleting or influencing data in such a way that it has a destructive effect; appropriating or obtaining data belonging to others in order to benefit the perpetrator; obtaining computer services without authorization for one’s own benefit, also using equipment that does not belong to the perpetrator, modifying data for fraudulent purpos-es, disclosing data without authorization. In August 1989, the National Institute of Justice in the US Department of Justice published a document entitled Criminal Justice Resources Manual, in which cybercrime was defined as any crime that requires knowledge of computer technology, which is essential in the process of committing these acts. At that time, attention was drawn to the fact that although computer-related crime is primarily a so-called “white-collar” crime, any type of criminal act using computer technology may be a computer-related crime. As early as the mid-1970s, four main categories of computer crime were identified: the introduction of false data into computer records or a computer system; the unauthorized use of computer-related facilities; the alteration or de-struction of data or files; and the theft of money, financial instruments, services or valuable data using an electronic network. The identified cat-egories could be divided according to several criteria, e.g.: by means of information loss: loss of integrity, confidentiality and availability. Then, by the type of damage: physical damage, loss and destruction through van-dalism, loss of intellectual property, direct financial loss and unauthorized use of services. According to the criterion of the role played by comput-ers as an instrument of illegal activities: the computer as an object of at-tack, the ICT network as a unique environment in which crime operates. According to the type of activities with respect to data, computer pro-grammes and networked services: the use of data, preparatory activities for the use of data, control, passive use – eavesdropping or monitoring of transmitted data and its subsequent analysis, and active use – modi-

				
					24  S. Schjolberg, op.cit., pp. 3–4.
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				fication and falsification of transmitted data and its use as a tool in the commission of crime. In the category concerning the type of crime, a dis-tinction is made between fraud, theft, embezzlement, extortion, sabotage, espionage, etc. Characterizing the types of crime by the modus operandi of the perpetrator alone, a distinction can be made between: physical at-tacks; entering false data; superzapping, i.e. the unlawful use of computer programmes by altering, destroying or revealing data; piggybacking, i.e. unauthorized entry into spaces secured by electronic systems with false authorization (the computer is then unable to distinguish between the au-thorised person and the intruder); tailgating, i.e. entering spaces secured by electronic systems without any authorization; Trojan horses, i.e. ille-gal instructions for operating software; logic bombs and simulations, i.e. programmes-viruses placed in the system and starting their operation at a planned time; the use of a trap in the form of so-called “trapdoors” – as part of software development work, they detect bugs or disruptions, but at the same time may allow additional code to be inserted to tamper with the software; salami techniques, i.e. theft of sums of money from various sources in the course of transactions; viruses – programmes that spread by infection and execute specific instructions; piracy – trapdoors – as part of the programming work, they detect bugs or disruptions, but at the same time may allow additional code to be inserted to tamper with the software; salami techniques, i.e. theft of sums of money from various sources in the course of transactions; viruses – programs that spread by infection and execute specific instructions; piracy – the illegal use of intellectual property, including computer programmes. In the category of skills required to commit the act, a distinction is made between those that do not require programming skills, e.g. physical insertion of false data, impersonation, espionage, theft, and those that do require program-ming skills, i.e. eavesdropping; scanning; piggybacking, tailgaming, super-zapping, Trojan horse attacks, virus attacks, salami attacks, use of logic bombs. As technology advances, newer and newer ways of committing criminal acts are emerging that go beyond the characteristics adopted above. In contrast, the consequences of criminal activity do not change. The biggest problem is the invasion of privacy, the use of various fraud techniques to swindle property, the theft of property and possessions, in-cluding the theft of increasingly valuable information. Computer hacking, 
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				spam or logic bombs and software piracy, the disruption of communica-tions, including the restriction of transmissions (e.g. by slowing down), and all computer virus attacks are activities that the virtual world faces on a daily basis. The 2001 Council of Europe Convention on Cybercrime provides a breakdown of the different types of offences. The list of these crimes includes but is not limited to: a) crimes against the confidentiality, integrity and availability of computer data and systems; b) crimes related to the infringement of copyright and related rights; and c) crimes related to the use of computer and information networks.

				A. Završnik points to the problems of categorizing cybercrime, which are caused, among other things, by the development of new forms of committing offences in cyberspace. According to the author, the first gen-eration of cybercrimes involved attacks on infrastructure and data, the second generation was related to attacks on their integrity and access to information and communication networks, while the third generation was related to the process of automation of cybercrime with the use of software.25 Today’s attacks are organized and massive in nature, mainly aimed at interfering with the operation of the systems themselves. This situation calls for a new approach to defining cybercrime and thus cyber security from the perspective of threats to ICT network systems as criti-cal infrastructure. The current form of attack on a computer system or network service takes the form of preventing operation by seizing all free resources. This type of attack uses a large number of computers simulta-neously. Increasingly, attacks of this type are also being used for political purposes. Crimes involving computers and ICT networks are referred to as “computer crime,” “high-tech crime” and “cybercrime.” These terms are often used interchangeably. However, the differences, which relate to both the purpose of the crime, its effects and the scope of its impact, may affect the need to categorise such ICT-enabled acts. The development of ICT network crime, where the basic characteristics of the network itself as well as of mobile devices are changing the thinking of traditional crime,

				
					25  A. Završnik, Cybercrime definitional challenges and criminological partic-ularities, http://www.inst-krim.si/upload/izdajanje/AZavrsnikcybercrime.pdf, as cited by: M. Siwicki, Podział i definicja cyberprzestępstw, “Prokuratura i Prawo” 2012, No. 7–8, p. 244.
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				requires an update of definitions in national criminal codes, the inclusion of improved means of cooperation and the introduction of appropriate procedures. Modern information systems and new types of communica-tion make it possible to carry out illegal activities from anywhere in the world at any time. Due to the limited awareness and experience of net-work administrators and system users, many criminal acts go undetected. What is more, the victims themselves are not willing to report cases of using computer-networking techniques for fear of renewed attacks and their own reputation, especially in terms of the security of transactions concluded or services provided.

				The majority of criminal acts, however, relate to the situation of access to ICT networks and the data contained therein, the value of which is significant, even if they are not of a material nature. This issue relates in particular to the protection of online privacy. The legislation specifically refers to the unlawful collection, storage, disclosure or dissemination of personal data. According to the European Commission, offences relating to content distributed via the Internet include pornography, in particu-lar the pornography of minors, as well as racist speech and information containing incitement to violence. In the context of this type of crime, the general view is that what is illegal off-line should be illegal on-line as well.

				Another type of crime is economic crime, including unauthorized ac-cess and sabotage. Many countries have legislated on economic crimes specific to cyberspace. These define offences related to unauthorized access to computer systems (e.g. hacking, computer sabotage and virus distribution, espionage, forgery and computer fraud) and new forms of offenses. Illegal acts concerning intellectual property can also be identi-fied in this type of crime. Directives have been adopted in EU law which relate to the legal protection of computer programmes and databases in the information society.26 A common position on the proposal for a direc-tive on copyright and related rights in the information society has been adopted by the Council.

				
					26  Council Directive 91/250/EEC of 14 May 1991 on the legal protection of computer programmes (OJ EU L 122, 17.05.1991, pp. 42–46). European Parlia-ment Directive 96/9/EC of 11 March 1996 on the legal protection of databases (OJ EU L 77, 27.03.1996, pp. 20–28).
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				The most essential features of cybercrimes can be considered to be ac-tivities in a specific ICT network environment, which are closely related to computer crime. What makes it difficult to create a concrete defini-tion of cybercrime and thus to establish the concept of cyber security is jurisdiction. Cybercrime terms are defined differently in different laws, which affects the justice of investigations. More and more activities on the Internet are subject to greater regulation by contract between private companies and Internet users. The immense complexity and opacity of the solutions, especially when it comes to the rules of applicable juris-diction, may lead to a certain degree of legal uncertainty. Under Polish legislation, cybercrimes do not constitute a separate category of acts, and there is no separate chapter in the Act of 6 June 1997 – Penal Code27 devoted to a separate category of cybercrime. References to cybercrime in Polish legislation can be found in several chapters of the Penal Code, including Chapter XXXIII, in the Act of 4 February 1994 on copyright and related rights,28 in the Act of 16 July 2004 Telecommunications Law,29 in the Act of 18 July 2002 on the provision of electronic services30 and in the Act on consumer rights of 30 May 2014.31

				The cross-border and ubiquitous nature of ICT networks requires the international community to regulate in a hitherto unexploited area, where the regulations and legal norms already established still appear insuffi-cient. The doctrine points to four generations of cybercrime:

				the use of computers for criminal activities – the generation of computers;

				the use of information networks – the generation of simple net-works;

				
					27  Act of 6 June 1997, Penal Code (Journal of Laws consolidated text of 2022, item 1138, as amended).

					28  Act of 4 February 1994 on copyright and related rights (Journal of Laws consolidated text of 2022, item 2509).

					29  Act of 16 July 2004, Telecommunications Law (Journal of Laws consoli-dated text of 2022, item 1648).

					30  Act of 18 July 2002 on the provision of services by electronic means (Jour-nal of Laws consolidated text of 2020, item 344)

					31  Act of 30 May 2014 on consumer rights (Journal of Laws consolidated text of 2020, item 287 as amended).
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				the use of technological ICT network automation capabilities – the generation of advanced information and communication networks;32

				the development of artificial intelligence and its use for criminal activities.

				The doctrine distinguishes the following attributes of challenges and threats in cyberspace, particularly important for defensive operations: asymmetricity, the speed and extremity of attack, and the open nature of cyberspace. Asymmetricity is a particular feature of cyber threats seen as a huge disparity between offensive and defensive techniques. Attack techniques are characterised by their low level of sophistication – and therefore also low cost, which in the case of the simplest viruses is only 175 lines of code against a much higher level of complexity of around 5–10 million lines of code and the expense incurred in developing and implementing defensive techniques.

				A cyber-attack is carried out at very high speed. In about 300 mil-liseconds, a cyber pulse can circle the Earth twice. It can therefore take a very long time to recognise an ‘invisible’ enemy, if it can be identified at all. Furthermore, a cyber-attack can be launched through the use of a foreign so-called zombie computer. From the outset, the development of the Internet was marked by considerable openness and a kind of spon-taneity largely dictated by specific technological capabilities. As a result, advanced cyber defence systems have emerged with a certain time lag in relation to cyber threats, which have started to gain a time and technical advantage, currently making it particularly difficult to identify them.33 The essential attributes of vulnerability of ICT systems are the human factor, outdated software, for which people are also responsible.34 Among the common characteristics of all cyber-attacks are: the difficulty of de-tection, especially since the attacker may have hired contractors from another country or launched the attack from a public Internet café; the high degree of anonymity of cybercriminals; the significant power of the 

				
					32  R. Białoskórski, op.cit., p. 65.

					33  J. Kosiński, op.cit., p. 32.

					34  L. Krakowiak, Bezpieczeństwo danych: GhostNet to dopiero początek?, http://www.pcworld.pl/news/343161/Bezpieczeństwo-danych-GhostNet-to--dopieropoczatek, 343161.html (accessed: 21 November 2018).
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				attack; the extreme ease of launching the attack – countries with little power can be a significant threat to the world’s military and economic powers; the negligible cost of the enterprise – in many cases a small pro-gramme downloaded from the Internet for a small fee is sufficient.35 The observable symptoms of typical computer infections, according to the doctrine, are: slowing down of the system, thus reducing the speed of the Internet connection; blocking of access to Microsoft’s website, anti-virus companies, computer security providers; the computer is controlled remotely, indicating that it communicates with some external server at least from time to time.36

				In doctrine, J.D. Howard and T.A. Longstaff of Carnegie Mellon Uni-versity distinguished a core group of individuals who launch attacks in cyberspace, referred to as information warriors. They included: hackers – who attack computers for a challenge, to gain a position or to gain access to the system; spies – who aim to obtain information in order to use it for political purposes; terrorists – who attack computers to instil a sense of fear, for political gain; internal aggressors – who are employees of com-panies, who carry out attacks for financial gain; professional criminals – who attack computers for personal financial gain; vandals – who seek to cause as much damage as possible through their actions; voyeurs – who aim to intercept vital information.37

				Despite the variety of terms and definitions of cybercrime, the doc-trine points out the features that predominantly characterise it and are specific in such a combination: a computer, a computer network, an ICT device being the object, the means or the target of an attack, the easy-to-use but advanced technology used by criminals, the anonymity of the perpetrator, the public’s treatment of the computer criminal as a person who is harmless, the victim in many cases not being aware that their sys-tem has been attacked, reports of the crime being made are infrequent 

				
					35  M. Łapczyński, Zagrożenia cyberterroryzmem a polska strategia obrony przed tym zjawiskiem, “Komentarz Międzynarodowy Pułaskiego” 2009, No. 7, http://www.stosunkimiedzynarodowe.info/artykul,393,Zagrozenie_cyberterro-ryzmem_a_polska_strategia_obrony_przed_tym_zjawiskiem (accessed: 11 De-cember 2018).

					36  J. Kosiński, op.cit., p. 34.

					37  See: A. Bógdał-Brzeziński, M.F. Gawrycki, op.cit., s. 59.
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				unless there has been significant financial loss, short time required to commit the crime, small costs, large benefits, organization and specializa-tion, in many cases acting for hire, international reach, cross-border and asymmetrical nature of the threats. Most cybercrimes are not targeted at a specific victim. A dangerous trend in recent years has been the increase in profiled attacks – Advanced Persistent Threat – APTs, where victim selection tends to be group-based, such as customers of a particular bank. More often than not, the perpetrator selects the victim abroad on the as-sumption that this will protect them from being exposed.38

				The legal regulation of cybercrime, despite the fact that cyberspace and cybercrime have existed for more than 50 years, still remains a field to be developed. The law relating to new technologies, the development of cyberspace and the fight against cybercrime needs to be constantly up-dated, and the establishment of legal norms, the creation of new regula-tions requires a systematic review of the facts. Cybersecurity is becoming the main focus of new legal solutions that a dynamic and unpredictable cyberspace requires and will continue to require.

				1. Classification of cybercrime

				In general terms, several types of cybercrime can be distinguished by ac-tivities specific to their type. The established areas of cybercrime include: crimes against information, trafficking in prohibited goods, financial crimes, cyber-attacks, and pornography of minors. The latter concept is now defined very broadly, as it includes both the dissemination of porno-graphic materials depicting the acts of minors online, in the form of films as well as photographs, or even an image of a non-existent child, and the possession of digital materials containing the characteristics of pornog-raphy of minors.39 However, the main target of cybercrime is still infor-mation, its acquisition and processing for personal use. This ranges from mere information about a network user to personal data, photos posted online or a simple residential address, etc., to classified information or 

				
					38  J. Kosiński, op.cit., p. 47.

					39  K. Chałubińska-Jentkiewicz, M. Karpiuk, Prawo nowych..., op.cit., pp. 399––401.
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				information of strategic importance to businesses. Crimes against infor-mation are directly referred to in Chapter XXXIII of the Penal Code Act. According to M. Siwicki, six possible types of information-related offenc-es can be distinguished: “influencing the automatic processing of IT data, influencing the automatic collection of IT data, influencing the automatic transmission of IT data, changing IT data records, deleting IT data re-cords, introducing new IT data.”40 Another division of offences against the security of electronically processed information is introduced by A. Adamski, according to whom five types of acts should be distinguished: “(a) illegal access to a computer system (hacking), (b) illegal interception of data, (c) illegal interference with data, resulting in its damage, deletion, destruction, modification or blocking, (d) illegal interference with the sys-tem, which causes serious disruptions in the functioning of the computer system due to the introduction, (transmission), damage, deletion, dete-rioration, modification or blocking of data, (d) manufacturing, selling, offering for use, importing, distributing or otherwise making available, as well as possessing:

				instruments or tools, including computer programmes, designed or specifically adapted for the purpose of committing the above-mentioned offences;

				passwords, access codes or other similar data enabling access to a computer system or parts thereof, with the intention of using them to commit any of the aforementioned offences.”41

				In the Main Report on National Security Threats, approximately 50 types of threats were distinguished, 18 of which were included in the Na-tional Crisis Management Plan, among them the threat of cyber-terror-ism. For cyber-attacks, only the possible effects of cyber-attacks on peo-ple and property are listed. The following are listed as potential impacts on people: risk to human life and health due to the disruption of energy systems, traffic control, etc.; loss of trust in public institutions; inability to carry out substantive tasks; inability to communicate. The following points are listed as potential impacts on property: significant financial 

				
					40  M. Siwicki, Cyberprzestępczość, Warsaw 2013, pp. 253–254.

					41  A. Adamski, Przestępczość w cyberprzestrzeni. Prawne środki przeciwdzia-łania zjawisku w Polsce na tle projektu konwencji Rady Europy, Toruń 2001, p. 18.
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				and economic losses and social impacts; disruptions to energy, fuel, food, drinking water supply; disruptions to transmission infrastructure. Crisis management, on the other hand, does include ICT networks in its scope, but more as one type of transmission network and, at the same time, does not at all consider the layer of information sharing, processing and stor-age that permeates all aspects of the information society.

				In turn, the 2013 Government Cyber Risk Estimation Report adopted the following main categories and subcategories of threats: threats target-ing information (theft of information for publication or sale, falsification of information); threats targeting ICT infrastructure (deletion of data, disruption of functioning, takeover of ICT system), IT failures, insuf-ficient competence.42

				The regulations found in Articles 267 to 269b of the Criminal Code give a general idea of what cybercrime related to information criminal liability is. The regulations contained in the provisions can be divided as follows: the protection of classified information with classification clauses “top secret,” “secret,” “proprietary” and “confidential” in an ICT network system; obtaining information by unlawfully breaking electronic safeguards, or obtaining unauthorized access to an ICT network in the form of wiretapping or unauthorized recordings; making it difficult for an authorized user to become acquainted with information; unlawful destruction, damaging, deleting or altering of information and commu-nication network data; unlawful destruction, damaging, deleting or alter-ing of information and communication data of strategic importance for state security provided via information and communication networks; distribution of harmful software and illegally obtaining information con-tained in an information and communication network; other generally understood violations of rules concerning the use of an information and communication network. It is noteworthy that the catalogue of offences committed in the ICT network sphere is still open. This is related to the fact that the forms of committing cybercrime are fluid and unstable, dictated by technological developments. In 2013, Framework Decision 

				
					42  System bezpieczeństwa cyberprzestrzeni RP NASK/CERT Polska, War-saw, September 2015, https://mac.gov.pl/files/nask_rekomendacja.pdf, s. 61–62 (accessed: 13 September 2016).
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				2005/222/JHA was replaced by Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on attacks against in-formation systems.43 The directive introduced new rules that harmonize criminalization and criminal sanctions for offences related to information systems. These rules include the introduction of criminal sanctions for the creation of botnets – i.e. activities to gain remote control of a signifi-cant number of computers. The directive also calls on Member States to use points of contact to ensure a rapid response to high-tech threats. The main types of offences covered by the directive are attacks against information systems, including attacks such as the blocking of a service to cause a server to crash or the interception of data. A new phenomenon in the matter of cybercrime is cyberwarfare. This phenomenon emerged as a result of the transfer of military operations from the real-life armed field to the resources offered by the ICT network.44 As a result, the actual offensive and defensive power of the armed forces ceased to matter; it was swapped for the effectiveness of operations on new fields of expan-sion, such as the ICT network.45 The concept of cyber warfare does not only refer to operations with a military purpose, but also to the use of the Internet. Nowadays, the concept of war is not just about actions of a mili-tary nature. Cyber wars can be fought between states, businesses and even individuals. This is because the skilful use of network resources is more important than the number of resources available. The doctrine has adopted various divisions of computer crimes, with the most appropriate classification being into computer crimes sensu stricto and sensu largo.

				The first of the identified types of computer-related crimes, i.e. com-puter-related crimes in the strict sense, includes acts typified by the ob-ject of protection, which is information. In the Polish legal system, they are contained in Chapter XXXIII of the Penal Code. They include at-tacks on computer systems, data and programmes, i.e. attacks which can only occur in the computer technology environment – therefore they are a relatively new phenomenon. Bearing in mind the legally protected good, they can be referred to as offences directed against the security of 

				
					43  (OJ EU L 218, 14.8.2013, pp. 8–14).

					44  K. Liedel, P. Piasecka, Pozamilitarne aspekty bezpieczeństwa. Wojna cy-bernetyczna – wyzwanie XXI wieku, Warsaw 2011, p. 15.

					45  Ibidem, p. 16.
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				electronically processed information or offences directed against the pro-tection of information.46 Computer crimes, on the other hand, in a broad sense, comprise a set of offenses that can be committed using electronic information processing systems. In their case, the computer is the instru-ment of crime. This type of crime targets traditional legal goods. Accord-ingly, it should be pointed out that the use of modern data processing technology makes it possible to carry out an offence the very form of the commission of which is not normalized by a legal provision.47

				Taking into account the criterion of purpose, computer crimes can be divided into:

				(a) data protection offences – violation of individual rights;

				(b) economic crimes involving the use of computers:

				computer manipulation,

				settlement operations,

				balance manipulation,

				manipulation of bank accounts,

				misuse of ATM cards and other means of payment, 

				telecommunications fraud;

				(c) computer sabotage and blackmail;

				(d) computer hacking

				(e) computer espionage

				(f) software theft and other forms of piracy relating to the computer industry;

				(g) software theft and other forms of piracy involving products from the computer industry; (h) computer hacking

				(g) software theft and other forms of piracy of products of the com-puter industry; other types of offences

				computer-mediated dissemination of information which advocates the use of violence, racist as well as pornographic information;

				use of computer technology in traditional types of crime.48

				
					46  A. Adamski, Przestępczość w cyberprzestrzeni..., op.cit., p. 30.

					47  Ibidem.

					48  A. Płaza, Przestępstwa komputerowe, Rzeszów 2000, pp. 7–8, as cited by: U. Sieber, Prze-stępczość komputerowa a prawo karne informatyczne w między-narodowym społeczeństwie informacji i ryzyka, “Przegląd Policyjny” 1995, No. 3 (39), p. 6.
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				H. Cornwall, using the criterion of the role played by the computer in the execution of the crime, either as an environment in which the crime is committed or as a tool for committing it, identified four groups of computer crimes: 

				impossible to commit outside the computer environment;

				facilitated by the use of a computer;

				committed with the passive participation of computers;

				committed by professional criminals who use computers.49

				Taking into account the criterion of the function of the computer sys-tem, we can identify the following groups of crimes in which the com-puter plays a role: the “object” of the crime, the “instrument” of the crime, the “source” of other crime, the source and the means of evidence.50

				The divisions indicated above refer to computer crime under substan-tive criminal law. It is also possible to analyze computer crime on crimi-nal procedural grounds, which should be understood as the existence of evidence of criminal activity within a computer system. In such an inter-pretation, computer crime encompasses all acts under criminal law, for the prosecution of which it is necessary to obtain from law enforcement authorities and the judiciary access to information – data which are stored and/or processed in computer or ICT systems. Therefore, the notion of computer-related offences in procedural terms includes cases where the computer is a tool as well as the target of the offense, and in a broad sense, where it will contain evidence of the commission of the offense, even when it will be an offence that is not related to computer technology.51

				When analyzing the types of computer crime, it is also worth point-ing out issues related to the mode of criminal action. Bearing in mind the definition of computer crime adopted by Interpol, the modes of crimi-nal action in the case of digital crime can be divided into several basic groups.52 The most important criterion for this division appears to be the 

				
					49  H. Cornwall, Data Theft, Computer Fraud, Industrial Espionage and Infor-mation Crime, Mandarin Paperbacks, London 1990, as cited by: B. Fischer, Prz-estępstwa komputerowe i ochrona informacji. Aspekty prawno-kryminalistyczne, Kraków 2000, p. 25.

					50  Ibidem, p. 26.

					51  A. Adamski, Przestępczość w cyberprzestrzeni..., op.cit., p. 34.

					52  B. Fischer, op.cit., p. 26.
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				purpose of the criminal activity. Within each of these groups, it is possible to identify specific methods of criminal action. In doing so, it is necessary to take into account that an individual who is classified in a particular group may use one or more methods. Furthermore, it is possible for it to be classified in more than one group. This is the result of the versatility of the “above-average users” of modern technology. This includes users who commit criminal acts for fun, while “professional” criminals are primarily goal-oriented and therefore in many situations benefit from the experi-ence of others – they use ready-made solutions. Currently, the primary methods used by computer crime perpetrators are: 

				hacking – which can be broadly defined as breaking through security, or breaking into a system;

				cracking – which involves analysing program code, after it has been disassembled; it is an operation carried out in order to find a fragment of this code, which is responsible for registering the program and its appropriate modification, enabling its use; it is a way of learning about the machine language – assembler, or finding loopholes in programmes; a variation of cracking – which, however, does not have the features of a crime – is the mutual cracking of developed programmes, the so-called crack-me; cracking is often referred to as reverse engineering;

				phreaking – phreakers can be considered the forerunners of today’s hackers – specialists who break through the telephone security system, usually to make free calls;53

				carding – this is a payment and phone card fraud technique, which generally involves obtaining card numbers or generating fake numbers; to this end, the perpetrators use programmes that take advantage of the characteristics of card systems and carry out transactions using such cards;

				creating computer viruses – a computer virus is a programmes, usually of insignificant size, which attaches itself to another pro-gramme, hides and self-replicates its code; it is capable of change – mutation during the replication process; a file infected in this 

				
					53  D. Droziński, Hakerzy. Technoanarchiści cyberprzestrzeni, Gliwice 2001, p. 18.
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				way becomes a virus carrier and infects other files; particular types of viruses are the so-called Trojan horses and worms; their functioning does not require a carrier file;

				creating and exploiting network worms – although they are sim-ilar to computer viruses, they are a separate threat group; unlike viruses, they do not require a host file; they are usually created for a different purpose than a virus – the most common activity of a worm is to scan a network to find IP addresses of computers that have an unprotected vulnerability, which is exploited by the worm, in particular to carry out massive DDoS attacks;

				phishing – is the fraudulent interception of confidential data by impersonating a communication from a legitimate institution and redirecting the user to a fake website where they enter their details;54

				warez – software piracy, the essence of which boils down to the fact that pirated versions of commercial software are collected and subsequently made available on multiple servers without the consent of the authors;

				others, including:

				publishing material on the Internet that is not permitted under normal laws, including pornography, and material advocating violence, racism, etc;

				spamming – sending unsolicited correspondence to e-mail us-ers, containing various content; a type of spam that uses instant messaging is spim;55

				bluesnarfing – a technique that takes advantage of vulnerabili-ties in the security system of bluetooth-equipped mobile phone models to retrieve information from a mobile phone without the knowledge and consent of its owner;56 the term also refers to any activity that aims to use BT communication to gain access to the system;

				
					54  M. Maj, Sieć zagrożeń w sieci Internet, Raport CERT Polska 2004, http://www.cert.pl (accessed: 11 December 2018).

					55  http://www.vagla.pl (accessed: 11 December 2018).

					56  Ibidem.
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				wardriving – comes down to searching for access points to wireless networks, often deprived of security features, while the mere ‘entering’ such a network is not a crime under Article 267 § 1 of the Penal Code;

				cybersquatting – domain fraud, consisting in registration of at-tractive Internet domain names and their subsequent resale.

				The above list may, of course, be subject to modification as a result of constant technological progress and, consequently, changes in criminal activities.57 The above-mentioned types of criminal action are the meth-ods used most frequently, but only incidentally are they used in a “pure” state. As a rule, a combination of several different types takes place. Of-ten, although they themselves meet the characteristics of the acts stipu-lated in the criminal regulations, they are also a stage form of the crime proper, i.e. actions that seek to achieve an effect that is the aim of the perpetrator.

				In addition to measures aimed at combating cybercrime at its source, there is a need for close cooperation with special hotline networks, en-abling, among other things, the notification of all legal violations oc-curring on the Internet to the competent law enforcement authorities. Against this background, the so-called notification procedure plays a special role. Under this procedure, if, for example, illegal information is found to be disseminated using the services provided by a particular Internet service provider, the provider is notified and obliged to remove or block the information. If the ISP fails to respond, the notification is forwarded to the relevant law enforcement authority. The notice and down procedure is applicable in many countries. It is also stipulated in Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal acts of information society services, in par-ticular electronic commerce, in the Internal Market58 that service provid-ers are obliged to deal with illegal content upon receipt of a notification (complaint) to this effect. For the proper and smooth functioning of the 

				
					57  See: B. Szewczyk, Przestępstwa internetowe, http://stud.wsi.edu.pl/_drate-wka/crime/przestepczosc.htm (accessed: 11 December 2018).

					58  (OJ EC L 178, 17.7.2000, OJ EC, Polish Special Edition, Chapter 12, Vol. 25,p. 399).
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				notification procedure, there are dedicated websites, where end users can report illegal information they encounter online. In addition, some of these services perform their own searches of Internet resources. “Mixed forms” of organization are also emerging, in which state authorities, ser-vice providers and users interact.59

				J. Kosiński points out that “since November 2001, i.e. when the Coun-cil of Europe Convention on Cybercrime was signed, which admittedly did not regulate exhaustively the issue of combating cybercrime or intro-duce a revolution in the classification of cybercrimes, it can be assumed that cybercrime consists of four categories of acts described therein: (1) offences against the confidentiality, integrity and availability of computer data and systems, (2) offences of forgery and computer fraud, (3) offenses related to child pornography and (4) offences related to the infringement of copyright and related rights.”60 In national studies, the concept of cy-bercrime was also used by A. Adamski.61 He grouped cybercrime into the following categories:

				“computer-related crimes (e.g. computer forgery, computer fraud);

				crimes against gaining conditional access to information services (e.g. unauthorized access to pay-tv, encrypted TV);

				offenses against the confidentiality, integrity and availability of data and computer systems (e.g. eavesdropping on data trans-missions, unauthorized access to or interference with systems). 

				offenses related to the dissemination or transmission of certain types of information (e.g. child pornography, promotion of racist content or even sending unsolicited commercial communica-tions, so-called “spam”).”62

				2. Cybercrime in international regulations

				The first attempts at regulation at the international level were made as early as 1976 in Strasbourg at the Council of Europe Conference on Eco-

				
					59  M. Siwicki, Nielegalna..., op.cit., p. 258 et seq.

					60  J. Kosiński, op.cit., p. 41.

					61  A. Adamski, Cyberprzestępczość – aspekty..., op.cit., pp. 51–52.

					62  Ibidem.
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				nomic Crime. This conference, as one of the first of its kind, regulated the very concept of cybercrime.63 However, it only applied to crimes with economic associations. It quickly became apparent that such regulation was severely inadequate. It should be pointed out that, up to that time, there had been, as it were, two separate legal orders concerning cyber-crime. The first, more advanced in the United States, and the other, still in its infancy, in Europe. This divergence was something of a problem because of the cross-border nature of cyberspace and related cybercrime. The first organization to propose and develop a more comprehensive ap-proach to the issue of cybercrime was Interpol (International Criminal Police Organization) in 1979. At a conference in Paris, Interpol identified a number of areas in which existing legal solutions, or the lack of them, presented a serious risk of cybercrime, such as:64 modifying, deleting or influencing data in such a way that it had a destructive effect; the ap-propriation or acquisition of data belonging to others for the benefit of the perpetrator; acquiring computer services without authorization for one’s own benefit, also using equipment that does not belong to the per-petrator; modifying data for the purpose of fraud; disclosing data without authorization.

				As early as the 1970s, comprehensive, but still limited, fields of action were developed that should be examined when looking at cybercrime issues. The solutions developed by Interpol have so far formed the core of the development of cyber security law, in the field of new technolo-gies. They are also the first attempt to harmonise the hitherto “scattered” regulations in this area. It was not until the beginning of the 21st century that further comprehensive regulations on the issue of cybercrime were undertaken. This does not mean that cybercrime has remained at the same level during these 25 years; on the contrary, it has become firmly established in cyberspace, taking root in it and growing in strength. It cannot be said that no steps have been taken in this regard. However, the regulation of cyberspace and cybercrime was inconsistent. The Council of Europe Convention on Cybercrime, drawn up in Budapest on 23 No-

				
					63  A Paper for the 12th Conference of Directors of Criminological Research Institutes: Criminological Aspects of Economic Crime, Strasbourg, 15–18 No-vember 1976, pp. 225–227.

					64  S. Schjolberg, op.cit., pp. 3–4.
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				vember 2001,65 was another milestone and piece of law, thanks to which truly comprehensive legislation on cybercrime began. This document is a development of the idea developed by Interpol, an attempt to regulate and introduce a uniform framework, for the creation of law in the field of cybercrime. The Convention is a response to the dynamically developing digital world, its challenges and the constant changes in it. The regula-tions contained in this document provide a framework for states ratifying the conventions to create domestic cybercrime law. It is worth noting that the convention also provides for the development of a unified system of communication and exchange of information on cybercrime phenomena. The problem posed by the flow of information at the international level with regard to the phenomena of cybercrime has been recognized and the creation of appropriate information exchange cells between states has been planned.66 From this point on, it can be reckoned that the creation of a single market for digital services aimed at enhancing the security of online movements began. Evidence of actual work being undertaken in this area is the 2001 promulgation of the Council of Europe Convention on Cybercrime.67 On 1 June 2015, Poland was the next of 53 countries to sign this convention. The convention does not explicitly define the con-cept of cybercrime, but points to threats that require joint action to pro-tect information networks and electronic information from being used to commit crimes. In addition to measures to be taken at national level, it also highlights three types of crime:

				(a) computer-related: forgery and computer fraud;

				(b) by the nature of the information contained: offenses related to child pornography;

				(c) involving infringement of copyright and related rights.

				This convention, which, since the moment of its adoption and the experience gained, may seem too general and imprecise, is in fact a solid basis for the formation of a common policy among the member states of the Council of Europe regarding the fight against cybercrime. In addi-

				
					65  Council of Europe Convention on Cybercrime, drawn up in Budapest on 23 November 2001 (OJ 2015, item 728).

					66  K. Chałubińska-Jentkiewicz, M. Karpiuk, Prawo nowych..., op.cit., pp. 411––413.

					67  (OJ 2015, item 728).
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				tion, it continues to be the reference point for many legal solutions in the work of addressing and combating cyber security threats. The preamble established new regulations that were a reaction to the profound changes taking place as a result of digitalization and the ongoing globalization of information networks. Very rapid technological development has trig-gered a tremendous increase in actions against the confidentiality, avail-ability and data integrity of IT systems and networks. The adoption of new legislation was to be the main tool to support this objective. The first part of the Convention contains measures to be taken at the national level, at the criminal, substantive and procedural law planes. The analysis was made on offences against the confidentiality, integrity and availability of data and information systems. According to the provisions of the Con-vention, the states of the European Union should criminalize all actions that involve the interception by technical devices of non-public transmis-sion of computer data, and the intentional and unlawful access to infor-mation systems (in whole or in part), alteration, destruction, deletion, access to passwords and other sensitive data using appropriate computer programmes. The main objective of the Convention is the large-scale dissemination of legal standards to prosecute ICT crimes, which is facili-tated by the open-ended nature of this international agreement.

				The Convention on Cybercrime lacks clearly defined and described penalties and punitive measures that should be applied when a crime is committed. On the other hand, the Convention under discussion pro-vides for the introduction of several new procedural coercive measures, adapted to the specifics of the IT environment, which would increase the effectiveness of the prosecution of IT offences. These are primar-ily legal measures that would allow the procedural authorities to search a suspected computer system and retain the data contained therein for arbitrary purposes. Each party to the Convention should ensure that they are punished by effective and dissuasive sanctions, such as fines or im-prisonment in the first place. Criminal liability was laid down for attempt, aiding and abetting and the liability that legal persons will incur for the offences committed was defined.

				The Convention further addresses procedural issues. Parties are to be able to adopt legal measures to secure computer data in the most rapid manner possible where there is a risk of loss or alteration. Data retention 
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				and preservation would consist of copying data and blocking or delet-ing from the system data that has already been copied for retention. In addition, the parties to the convention should give the relevant internal authorities the powers that would allow the effective transfer of IT data. The Convention instructs on how to access and search and seize stored data in information systems or on other media. The Convention draws attention to the possibility of recording data that relates to traffic and the content of real-time transmissions and the rules of interaction with rep-resentatives of specific services. It also defines the issue of international cooperation undertaken in the case of prosecutions and proceedings that would relate to offences involving data and information systems. Another important issue addressed by the Cybercrime Convention is the obliga-tion of states to designate a point of contact that would be available 24 hours a day, seven days a week. The main premise of such a point would be to ensure that investigative activities related to information crimes can be carried out worldwide. Such points would primarily provide technical assistance and enable data to be secured or disclosed and evidence to be collected more easily.

				The Convention sets out a broad scope of criminalization in view of the increasing distribution of child pornography on the Internet. The model of criminalization would be based on punishing producers, inter-mediaries as well as consumers of pornographic material involving chil-dren and, above all, computer-generated pornography. The prohibitions apply to the entire process of producing, distributing, acquiring, pos-sessing, making available pornography worldwide on computer systems as well as on data carriers. Article 15 of the Convention states that each party should implement and apply the procedures proposed by the Coun-cil of Europe in 195068 and the United Nations International Covenant on Civil and Political Rights and other applicable international human rights instruments69 in a manner adapted to the conditions of its domestic law system.

				
					68 http://www.ptpa.org.pl/public/files/akty_prawne/Konwencja_o_Ochronie_Praw_Czlowieka_i_Podstawowych_Wolnosci.pdf (accessed: 24 March 2016).

					69  http://www.ptpa.org.pl/public/files/akty_prawne/Miedzynarodowy_Pakt_Praw_Obywatelskich_i_Politycznych.pdf (accessed: 24 March 2016).
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				In order for gaining access to someone else’s computer system to be considered illegal, it must meet additional conditions imposed by Polish law. Art. 267 § 1 of the Penal Code allows a hacker to be held criminally liable only if, as a result of breaking security measures, he/she gains re-stricted information stored in the system.70 The cited provision places emphasis on the perpetrator obtaining information not intended for him or her, treating gaining unauthorised access to a computer system only as a means to this end and not as a crime.

				“Five types of acts are included in the category of offenses against the security of electronically processed information: illegal access to a com-puter system (hacking); illegal interception of data; illegal interference with data resulting in its damage, deletion, destruction, modification or blocking; illegal system interference which causes serious disruption in the functioning of a computer system as a result of the input, transmis-sion, damage, deletion, deterioration, alteration or blocking of data; pro-duction, sale, offering for use, import, distribution or otherwise making available, as well as possession of:

				instruments or tools, including computer programs, designed or specifically adapted for the purpose of committing the above offences;

				passwords, access codes or other similar data enabling access to a computer system or parts thereof with the intention of using them to commit any of the aforementioned offenses.”71 The Con-vention on Cybercrime addresses issues related to combating cybercrime in a very general and imprecise manner. However, it provides a solid basis for the creation of a common policy among EU member states. In later years, the fight against cy-bercrime, and consequently the creation of laws to counter this phenomenon, is far more detailed and amended.

				
					70  A. Adamski, Rządowy projekt dostosowania polskiego kodeksu karnego do Konwencji Rady Europy o cyberprzestępczości, Toruń 2006, p. 2.

					71  A. Adamski, Przestępczość w cyberprzestrzeni..., op.cit., p. 18.
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				3. The phenomenon of cybercrime in European Union

				regulations

				Due to technological developments, cybercrime issues on European soil have always been addressed in a two-pronged manner. The European Union has developed and issued a number of different documents related to cybercrime. However, at the beginning of its activities, it limited itself to issuing directives specifying the requirements necessary to harmonize quite different ways of protecting personal data and privacy than criminal law.

				The European Union’s activities in the field of cybersecurity date back to 1997, when the European Parliament and the Council of the Euro-pean Union issued a directive on the processing of personal data and the protection of private data in the telecommunications sector.72 It was not made more specific until 2002, when a new act was created to cover the entire electronic communications sector. Directive 2002/58/EC of the European Parliament of 12 July 2002 concerning the processing of personal data and the protection of privacy in the electronic communi-cations sector73 obliges Member States to provide an equivalent level of protection of the fundamental rights and freedoms of natural persons and, in particular, the right to privacy with respect to the processing of personal data and to ensure the free flow of such personal data within the Community.74 This Directive was a response to the widening of the scope of personal data processing in the electronic communications sec-tor. This was a response to the expanding reach of electronic communi-cations and the range of services based on the processing of user data. In 2004, The European Parliament and the Council of the European Union set up the European Network Information Security Agency (ENISA)75 to 

				
					72  http://www.giodo.gov.pl/plik/id_p/340/t/pdf/j/pl/ (accessed: 20 March 2016).

					73  http://www.giodo.gov.pl/568/id_art/607/j/pl/ (accessed: 20 March 2016).

					74  M. Karatysz, Zjawisko cyberprzestępczości a polityka cyberbezpieczeństwa w regulacjach prawnych Rady Europy, Unii Europejskiej i Polski, “Refleksje. Pismo naukowe studentów i doktorantów WNPiD UAM” Poznań 2013, No. 7, p. 145.

					75  European Commission’s proposal of 30 September 2010 for a regulation of 
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				act as a center of expertise for cyber security in Europe. It helps coun-tries within the European Union to prepare themselves to prevent, detect and respond to information security problems. In particular, the Agency provides practical advice and solutions to the public and private sectors in EU countries and institutions. Examples include activities such as the development of national cyber security strategies or the promotion of cooperation between computer threat response and skills development teams, and many others.

				The divergence indicated above in terms of approaches and attempts to regulate cyber security is due to the treaty-based (Lisbon Treaty amending the Treaty on European Union and the Treaty establishing the European Community76) division of areas within which the relevant ac-tors create new tools and mechanisms of action.

				With regard to the first line, which aims at combating cybercrimes as acts prohibited by law and giving rise to a specific criminal and social di-mension, all activities carried out in this regard are governed by the provi-sions of Title V – Area of freedom, security and justice of the Treaty on the Functioning of the European Union.77 In turn, the protection of critical and ICT infrastructure is regulated in Title VIII – Economic and monetary policy of the TFEU.78 Each of the two problems identified has been regu-lated in detail and a detailed action plan has been created for them.

				In the context of the analysis focusing on cybercrime, attention should primarily have been drawn to the Council Framework Decision on at-tacks against information systems adopted on 16 March 2005,79 which is of fundamental importance in the fight against this type of crime. Its provisions required Member States to introduce into their national le-gal systems regulations relating to effective action against basic types of 

				
					the European Parliament and of the Council concerning the European Network and Information Security Agency (COM (2010) 521 final).

					76  (OJ EU C 306 of 17 December 2007, p. 1).

					77  Consolidated version of the Treaty on the Functioning of the European Union (OJ C 83, 30.03.2010, pp. 73–85).

					78  Ibidem, pp. 78–79.

					79  Council Framework Decision 2005/222/JHA of 24 February 2005 on at-tacks against information systems (OJ L 69, 16.3.2005) on attacks on information systems (OJ EU L 69 of 16 March 2005).
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				cyber-attacks. Moreover, and more significantly, the Decision established a common definition of such attacks. In acknowledging the Decision, states agreed to jointly clarify criminal acts such as unlawful access to information systems, unlawful system interference, unlawful data inter-ference.80 The next actions were taken following the terrorist attacks in London and Madrid. In the wake of these events, security vulnerabilities were identified. Attention was also paid to the issue of the degree of data availability. As a result of this work, a document was prepared – Direc-tive 2006/24/EC of the European Parliament and of the Council on the retention of data generated or processed in connection with the provi-sion of publicly available electronic communications services or of public communications networks and amending Directive 2002/58/EC.81 The necessity of such legislation arose from the desire to impose obligations on providers of publicly available electronic communications services or of public communications networks with regard to the retention of cer-tain data generated by them, the detection and prosecution of serious crime, as defined in the legal system of each Member State. The second objective, which the initiators of this document wanted to achieve in-directly, was to increase the effectiveness of the means used to combat cybercrime, as well as other forms of criminal activity.

				In 2007, the European Commission developed a Communication – Towards a general policy on the fight against cybercrime.82 In the Com-munication, in addition to the general objective of combating cybercrime at national, EU and international levels, and an attempt to define cyber-crime, its dimensions and trends, the Commission and Member States identified as the most relevant initiatives:

				focusing action on prosecution and on issues of a criminal law nature to combat crime;

				complementing other European Union actions that improve se-curity in the cyber space in general with elements of the future cybercrime strategy;

				
					80  A. Końciak, op.cit., p. 112.

					81  (OJ L 105, 15.3.2006, p. 54).

					82  Communication from the Commission to the European Parliament, the Council and the Committee of the Regions. Towards a general policy on the fight against cybercrime, Brussels, 22 May 2007 (COM (2007) 267 final).

				

			

		

	
		
			
				

			

		

		
			
				IV. Cyber liability – selected issues

			

		

		
			
				improved operational law enforcement cooperation; better po-litical cooperation and coordination between Member States;

				political and legal interaction with third countries, raising awareness; training and research; increased dialogue with in-dustry and legislative action.83

				The result of the efforts made to identify the main areas that require joint action at the international level, within the framework of the area of freedom, security and justice, was the adoption of the Stockholm Pro-gramme84 in 2009, which was the programme for 2010–2014. It clarified the provisions of the Lisbon Treaty relating to this problem by defining priority areas. This document was a great achievement in improving the internal security of the European Union, as it includes numerous refer-ences to the protection of cyberspace. It classifies cybercrime as one of six key priorities for the European Union as a whole, and calls for:

				promoting legislation that guarantees a very high level of net-work security and enables a faster response in the event of cy-ber-attacks;

				increasing the speed of the ratification process of the Cyber-crime Convention;

				providing the utmost support to national entities responsible for fighting cybercrime; and

				cooperation with countries outside the Union;

				strengthening (streamlining) public-private partnerships;

				improving judicial cooperation in matters relating to cyber-crime.85

				The European Commission’s next step was to develop a proposal for a Directive of the European Parliament and of the Council on attacks against information systems,86 which implied the implementation and 

				
					83  M. Karatysz, op.cit., p. 145.

					84  Information from the Institutions, bodies and organisational units of the European Union, European Council. The Stockholm Programme – An open and secure Europe for prosperity and security (OJ C 115, 4.5.2010, p. 1).

					85  See also: Information of institutions, bodies and organisational units, op.cit., pp. 15–23.

					86  Proposal. Directive of the European Parliament and of the Council on attacks against information systems and repealing Council Framework Decision 
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				use of the provisions from the above-mentioned 2005 Framework Deci-sion on attacks against information systems. The review concluded that the attacks that had occurred across Europe since the adoption of the Framework Decision highlighted a number of emerging threats, includ-ing the emergence of massive simultaneous attacks against information systems and the increased criminal use of so-called botnets. Admittedly with some amendments, the proposal was adopted positively by the Eu-ropean Parliament.87

				Another document of a fairly high degree of generality, although es-sential for the protection of internal security, is the EU Internal Secu-rity Strategy. 88It deals directly with cybercrime, which has been includ-ed among the five strategic objectives for the security of the European Union, due to the fact that Europe, with its high-level internet infra-structure, its large number of users, and the savings and payment system transmitted via the Internet, remains a prime target for cybercriminals. Even better protection is needed for citizens, businesses or governments, as well as for critical infrastructure. Taking into account the tasks formu-lated for the Strategy by the Stockholm Programme, it assumes that the following steps will be implemented:

				setting up a cybercrime centre in the European Union to strengthen analytical and operational investigative capacities and contribute to increased cooperation with third countries;

				ensuring common standards for police, courts, prosecutors in the course of investigations;

				on the level of interaction with industry, to protect and empower citizens, ensuring a cyber incident reporting system;

				to improve the capability to combat cybercrime, the establish-ment of a functioning EU Computer Emergency Response Cen-tre (EU CERT); 

				
					2005.222/JHA. Brussels, 30 September 2010 (COM (2010) 517 final, 2010/0273 (COD).

					87  A. Końciak, op.cit., p. 114.

					88  Communication from the Commission to the European Parliament and the Council. The EU Internal Security Strategy in Action: Five steps towards a more secure Europe, Brussels, 22 November 2010 (COM (2010) 673 final (doc. 16797/10KAI 990 of 23.11.2010).
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				the merger of national (governmental) CERT teams operating in the Member States – an important instrument in the creation of the European Information Sharing and Alert System (EISAS) for a larger audience;

				developing national response programmes and conducting na-tional and European level incident response and recovery exer-cises on a regular basis.89

				The last document, although dealing with the issue of cybercrime in a relatively general way, but directly linked to the previously analysed document defining the initial strategy of work directed at combating cy-bercrime, is the Council Conclusions on the implementation plan for a structured strategy to combat cybercrime. It sets out what actions should be taken to implement the strategy, which is aimed at adapting the ways of eliminating cybercrime according to the type of crimes com-mitted electronically: child pornography, terrorist activities, attacks on networks, fraud, identity theft, etc.90 According to the provisions of this document, in the short term, it is necessary to pay attention to actions aimed at reviewing and intensifying the work of the European Cyber-crime Platform, in order to facilitate the collection, exchange and analysis of information. In the medium term, it is necessary to increase the stan-dard of training procedures for police, judges, prosecutors and forensic services in order to facilitate the conduct of cybercrime trials. In addition, it is necessary to promote a process of harmonisation of the various 24/7 networks and contact points for law enforcement agencies, thus elimi-nating overlaps with international cooperation in fora such as the G8 or Interpol.91

				The most significant landmark in the fight against cybercrime is the Framework Decision of the Council of the European Union on attacks against information systems,92 which was drafted in early 2005. The pur-pose of the adopted decision was to improve cooperation in the field of 

				
					89  A. Końciak, op.cit., p. 115.

					90  Council conclusion on a concerted work strategy and practical measures to combat cybercrime.

					91  A. Końciak, op.cit., p. 116.

					92  http://eur-lex.europa.eu/legal-content/PL/TXT/?uri=celex:32005F0222 (accessed: 20 March 2016).
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				attacks against information systems of competent authorities of European Union Member States. It stated that attacks on systems that are part of the critical infrastructure of Member States are a huge threat to IT secu-rity. On 22 May 2007, a communication from the Commission to the Eu-ropean Parliament, the Council and the Committee of the Regions was is-sued, entitled “Towards a general policy on the fight against cybercrime.” Its aim was to improve the effectiveness of the fight against cybercrime at national, EU and international levels. The document also introduced a definition of cybercrime and three operational objectives, which were: to improve and facilitate coordination and cooperation between cyber-crime teams, as well as other relevant authorities and experts across the European Union; to develop, in cooperation with Member States, rel-evant EU and international organisations and other stakeholders, a Eu-ropean Union framework strategy on the fight against cybercrime; and to raise awareness of the costs and dangers of cybercrime.

				Under Council Directive 2008/114/EC93 of 8 December 2008 on the identification and designation of European critical infrastructures (ECIs) and the assessment of the need to improve their protection, the European Programme for Critical Infrastructure Protection (EPCIP)94 provided an overall approach to critical infrastructure protection in the European Union.

				In this document, the definitions of critical infrastructure, European Critical Infrastructure (ECI), critical infrastructure protection and the concept of owner (operator) of European Critical Infrastructure were in-troduced into the European Union legal order for the first time.

				The Directive also sets out how European critical infrastructures are to be identified and designated and the obligations for Member States and owners of such infrastructures. According to Article 1 of this docu-ment, a European Critical Infrastructure is an infrastructure located in the territory of the Member States, the disruption or destruction of which would significantly affect two or more Member States. Whether the im-pact is significant is assessed with reference to cross-cutting criteria. This 

				
					93  http://rcb.gov.pl/wp-content/uploads/2011/03/dyrektywa_rady_infr_eu-.pdf (accessed: 20 March 2016).

					94  Communication from the Commission of 12 December 2006 on a Euro-pean Programme for Critical Infrastructure Protection (COM (2006) 786 final).
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				includes impacts resulting from cross-sectoral interdependencies with other types of infrastructure.

				However, the Directive does not impose obligations on entities to report serious security breaches and does not establish mechanisms by which Member States can respond to various types of cyber threat inci-dents.

				In addition, the Commission’s proposal for the aforementioned Gener-al Data Protection Regulation (RODO) was made in 2012.95 Data control-lers were obliged to report breaches of the aforementioned legislation to the supervisory authorities in their country. This means that any breach of information network security that affects the provision of electronic services, but does not threaten the security of personal data, does not have to be reported.

				A communication on the establishment of the European Cybercrime Centre (EC3) was adopted on 28 March 2012.96 The EC3, which is part of the European Police Office (Europol), was established in 2013 to act as the main contact point for cybercrime matters in the European Union Member States. The main objective of the EC3 is to bring together all available cybercrime knowledge in Europe necessary for capacity-build-ing by Member States and to support Member States with cybercrime investigations.

				In 2013, Framework Decision 2005/222/JHA was replaced by Direc-tive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on attacks against information systems.97 The Directive in-troduced new rules that harmonized criminalization and criminal sanc-tions for offences related to information systems. These rules include the introduction of criminal sanctions for the creation of botnets – i.e. 

				
					95  European Commission’s proposal of 14 February 2012 for a Regulation of the European Parliament and of the Council on the protection of natural persons with regard to the processing of personal data and on the free movement of such data (General Data Protection Regulation) (COM (2012) 11 final).

					96  Communication from the Commission to the Council of the European Parliament of 28 March 2012 on tackling crime in our digital age: establishing a European Cybercrime Centre (COM (2012) 140 final, OJ EU.C. 2012.336.7).

					97  http://eur-lex.europa.eu/legal-content/PL/TXT/?uri=celex:32013L0040 (accessed: 20 March 2016).

				

			

		

	
		
			
				

			

		

		
			
				IV. Cyber liability – selected issues

			

		

		
			
				activities to gain the remote control of a significant number of computers. The directive also calls on Member States to rely on the contact points used throughout the Council of Europe and the G8 to ensure a rapid response to high-tech threats. The main type of offenses covered by the Directive are attacks against information systems, including service dis-ruption attacks aimed at causing server failure or data interception or botnet attacks (the Botnet Directive). The Directive introduces new com-mon sanctioning arrangements. According to Article 9, Member States shall take the necessary measures to ensure that offences are punishable by effective, proportionate and dissuasive criminal penalties. In the case of criminal offenses: unlawful access to information systems, unlawful systems interference, unlawful data interference, unlawful interception, intentional production, sale, procurement for use, import, distribution or otherwise making available of any of the following criminal tools (com-puter programme or passwords, access code), Member States are to adopt the necessary measures to ensure that these offences are punishable by a maximum term of imprisonment of at least two years in cases which are not minor.

				For the offenses of unlawful interference with systems or data, Mem-ber States are to take the necessary measures to ensure that they are pun-ishable by a maximum term of imprisonment of at least three years when committed intentionally, in particular where such an act involves the use of a tool designed or adapted for criminal activities and a significant num-ber of information systems and data processed therein are affected. At the same time, Member States must take the necessary measures to ensure that these two offences are punishable by a maximum term of impris-onment of at least five years where: a) they are committed within the framework of a criminal organisation, within the meaning of Framework Decision 2008/841/JHA, irrespective of the penalty provided for therein; b) they cause serious prejudice; or c) they are committed against a critical infrastructure information system.

				Member States shall take the necessary measures to ensure that where the above-mentioned two offenses are committed by the misuse of anoth-er person’s personal data with a view to gaining the confidence of a third party, thereby causing damage to the rightful holder of that identity, this may be regarded, in accordance with national law, as aggravating circum-

			

		

	
		
			
				

			

		

		
			
				IV. Cyber liability – selected issues

			

		

		
			
				stances, insofar as these circumstances are not already covered by other offenses punishable under national legislation.

				In addition, an important provision of the Directive is Article 12, which introduces rules of jurisdiction for offenses: a) committed in whole or in part in their territory; or b) by one of their nationals, at least where the act constitutes an offence in the place where it was committed. Under Article 12(2) of the Directive, a Member State shall, when establishing its jurisdiction, ensure that it covers cases where: a) the offender com-mits the offense while in its territory, regardless of whether the offense is directed against an information system in its territory; or b) the offense is directed against an information system in its territory, regardless of whether the offender commits the offense while in its territory. A Mem-ber State shall also inform the Commission where it decides to establish jurisdiction over one of the offenses committed outside its territory, in-cluding where: a) the offender’s habitual residence is in its territory; or b) the offense is committed for the benefit of a legal person established in its territory. The Directive also introduces rules on the liability of legal persons. Member States shall take the necessary measures to ensure that a legal person held liable is punishable by effective, proportionate and dissuasive penalties, which shall include criminal or non-criminal fines and may include other penalties such as: a) disqualification from entitle-ment to public benefits or aid; b) temporary or permanent disqualifica-tion from the practice of commercial activities; c) submission to judicial supervision; d) judicial liquidation; e) temporary or permanent closure of establishments used for committing the offense.

				A legal person shall be liable where offences have been committed for its benefit by any person, acting either individually or as a member of an organ of the legal person, and having a leading position within the legal person, based on one of the following: (a) a power of representation of the legal person; (b) an authority to take decisions on behalf of the legal per-son; (c) an authority to exercise control within the legal person. Member States shall take the necessary measures to ensure that legal persons can be held liable where the lack of supervision or control has made possible the commission of an offense by the person subject to it. In addition, the Directive introduces liability for incitement, aiding and attempt, which should be punishable as a criminal offense.
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				The subsequent Directive 2016/1148 of the European Parliament and of the Council concerning measures for a high common level of security of network and information systems across the Union98 was adopted on 6 July 2016. (hereinafter referred to as Directive 2016/1148 or the NIS Directive). It obliges all EU Member States to guarantee a minimum level of national cyber-security capabilities by establishing competent authori-ties and a single point of contact for cyber-security, setting up Computer Security Incident Response Teams (CSIRTs) and adopting national cyber-security strategies. The Directive introduces obligations to ensure the cyber security of information systems in service sectors critical to main-taining critical socio-economic activities, namely energy, transport, bank-ing, financial institutions, health, water supply and digital infrastructure. In addition, it introduces the concept of a critical service operator, i.e. an entity that provides, using information systems, a critical service where ICT security incidents could have a significant impact on its provision.

				The text of the Directive centres around three pillars: institutions to be established in all Member States, cooperation at European level, and network and information security obligations.

				In terms of the first pillar, each Member State is obliged to establish NIS competent authorities responsible for monitoring the application of its provisions in the sectors covered by its scope. Due to differences in national governance structures, Member States may designate more than one national competent authority responsible for carrying out the cyber security tasks of key service operators and digital service providers. In addition, each Member State, where multiple competent authorities are established, must establish a Single Point of Contact (SPOC). The role of the Single Point of Contact is to strengthen cooperation between Member States. The SPOC will collect information on incidents nation-ally and, through contact with its counterparts abroad, strengthen the exchange of information on significant transnational incidents. The last institution required by the Directive is the CSIRT, which covers the entire scope of the regulation. Member States may designate several CSIRTs, or they may designate one, for example within the competent authority. The Directive retains a great deal of flexibility when it comes to the internal 

				
					98  (OJ EU L 194, 19.07.2016, pp. 1–30).
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				structures of the cyber security system. This means that member states can designate one national CSIRT for the whole country, several national-level CSIRTs, or build a network of sectoral CSIRTs.

				The personal scope of the directive is covered in two annexes. Annex II deals with operators of key services, while Annex III regulates digi-tal service providers. Different requirements will apply to the operators identified in each annex. For digital service providers (Annex III), a more lenient and reactive approach will apply, involving ex post supervisory ac-tion, i.e. after an incident has occurred and only by the country in which the service provider is established. Thus, Annex III entities will not be subject to either the identification or reporting process described ear-lier, as in the case of key service operators. This approach is due to the international dimension of operators providing digital services and thus the fear of fragmentation of the EU Digital Single Market. However, as a result of the negotiations, it was agreed that shopping services, search engines and cloud services would be regulated. Public administration ser-vices are not directly affected by the directive, unless they are key services listed in the directive. 

				Directive 2016/1148 itself constitutes minimum harmonization and does not limit the ability of Member States to regulate public administra-tion ICT security and to cover more entities. The specificity of the regula-tion of digital service providers is that the competent authority concerned should only take action if it has received evidence (for example, from the digital service provider itself, from another competent authority, includ-ing a competent authority of another Member State, or from a user of the service) that the digital service provider does not comply with the requirements of this Directive, in particular as a result of an incident. The competent authority should not have a general obligation to supervise digital service providers.

				The second pillar of the directive is cooperation between Member States. Directive 2016/1148 introduces cooperation mechanisms at two levels: technical and political-strategic. Technical cooperation is to be ensured by a European network of CISRTs and the creation of mecha-nisms for the exchange of information on cross-border incidents between CSIRTs designated for key service operators and digital service providers. Cooperation at the political-strategic level, on the other hand, is to be 
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				implemented through the creation of a Cooperation Group, which will develop common strategic concepts and receive, among other things, an-nual reports from the competent authorities.

				The third pillar of the directive is network and information security obligations. These obligations vary depending on the annex. Key service operators will be obliged to assess the cyber security risks they face and to adopt appropriate and proportionate measures to ensure network and information security. These operators will be required to report to the competent authorities any incidents seriously threatening their networks and information systems that could significantly disrupt the continuity of operations of critical services (mandatory reporting). Incidents with a “sig-nificant impact on the continuity of operations of operators” will be subject to reporting, which de facto means that the reporting thresholds will be set by Member States in the implementation process. Annex III entities, on the other hand, will be regulated by reactive ex post surveillance.

				The Directive also requires Member States to adopt a national strat-egy for network and information security, which will set out, among other things, national objectives and priorities in the field of cyber security, the roles and responsibilities of public administrations in the process of achiev-ing the set objectives, principles of cooperation between the public and pri-vate sectors, and national risk analysis and cyber security education tasks.

				The provisions of the Directive make it possible to set up both a central-ized system at national level and to divide competences between different actors exchanging information based on the cooperation mechanisms built. Furthermore, the Directive obliges all Member States to guarantee a mini-mum level of national ICT security capabilities. The Directive gives public authorities a concrete tool to prevent and respond to cyber incidents. This will be made possible, among other things, by the reporting obligations imposed, by the obligation to prepare national strategies, by coordinating information flows, or by institutionalizing CSIRT cooperation.

				In the light of the above-mentioned regulations relating to the preven-tion of cybercrime, it can be said that the European Union has taken a big step forward in the fight against it. However, this is an area that is still evolving and there is still a long way to go to achieve the intended goal of completely eradicating cybercrime. However, all the directives and conven-tions discussed show that, despite the constant evolution of the concept of 
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				cybercrime, the constant work of amending and introducing new regula-tions is only the beginning of regulatory efforts in EU member states.

				4. Who is responsible for online piracy?

				The legal protection of intangible property involves a threat aimed at such property not only to the interests of the holders of intellectual prop-erty protection, but also to public order. Thus, this protection covers all socially harmful acts directed against them, regardless of whether they have the status of crimes or offences. We speak about the impact of crimi-nal law on the system of intellectual property protection when criminal provisions are applied in the context of, for example, software piracy, phonographic piracy, plagiarism or other intellectual theft. In the aspect of protection of the ownership monopoly in cyberspace, this issue is of particular importance in the regulatory area of copyright. The right to property has a regulatory basis in the Constitution of the Republic of Poland. According to its provisions, economic freedoms and rights in-clude the right to property protection and the right of inheritance. The Republic of Poland protects property and the right of inheritance. Ex-propriation is allowed only if it is done for public purposes and with just compensation (Article 21 of the Constitution of the Republic of Poland). Ownership, other property rights and the right of inheritance are subject to equal legal protection for all. Property may be restricted only by statute and only to the extent that it does not violate the essence of the right to property (Article 64 of the Polish Constitution). Property may be forfeited only in cases specified by law and only on the basis of a final court deci-sion (Article 46 of the Polish Constitution).

				The content of the right of ownership determines the rights of the owner and the obligations of third parties obliged to respect someone else’s property. Article 140 of the Civil Code lists two types of owner’s rights in an open catalogue, namely the right to use the thing and the right to dispose of the thing. The issue of liability for piracy in cyberspace, which is known to be global, is problematic to the extent that the issue is treated differently due to differing legal systems. Judicial interpretation on liability often depends on the legal culture adopted in a particular coun-try, and liability has been shaped in very different ways whether for Inter-
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				net users themselves or for service providers, Internet access providers, hosting providers, publishers of peer-to-peer software or other services.99

				Making digital content available is considered an implementation of freedom of expression. In turn, the notion of openness of public resources is understood as free access to publicly financed content and the possibility of its free use. The basis for this policy stems from the principle of free-dom of communication referred to in Article 54 of the Constitution of the Republic of Poland, the principle of openness of public life referred to in Article 61 of the Constitution of the Republic of Poland and the principle of access to scientific and cultural resources referred to in Article 73 of the Constitution of the Republic of Poland. Attention should also be drawn to the position of the European Court of Human Rights, which has com-

				
					99  See, among others, cases: Napster (A&M Records v. Napster, 239 F.3d 1004, 9th Cir. 201); Grokster (Metro-Goldwyn-Mayer Studios v. Grokster, 125 S.Ct. 2764, 2005) in the United States, the Kazaa case in Australia (Kazaa [2005] F.C.A.1242), the PirateBay case in Sweden (Svea hovrätt), 26 November 2010. (Case No. B 4041–09); statutory regulations: in France, the Hadopi law, from the name of the Haute Autorité pour la diffusion des œuvres et la protection des droits sur Internet (Law No. 2009–669 of 12 June 2009 promoting the dissemination and protection of creativity on the Internet, JORF n 135 of 13 June 2009, p. 9666); in Spain Disposición final cuadra – gésima tercera de la Ley 2/2011, de 4 de marzo, de Economía Sostenible (BOE of 5 March 2011, p. 25033); sometimes sui generis [see, e.g., Joint Memorandum of Understanding on an approach to reduce unlawful file sharing, signed in 2008 by the main Internet access providers in the United Kingdom and representatives of the creative industry], [the problem is global and particularly controversial; for the French approach see its first report on the appli-cation of Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of information society services, in particular electronic commerce, in the Internal Market, of 21 November 2003 (COM(2003) 702 final, point 4.7); its report on the application of Directive 2004/48/EC of the European Parliament and of the Council of 29 April 2004 on the enforcement of intellectual property rights, of 22 December 2010. (COM(2010) 779 final, para-graph 3.3), as well as the Communication of 16 July 2008 “A European strategy for industrial property rights” (COM(2008) 465 final, paragraph 5.3). Among the work carried out by the Council of Europe, I will also take into account the Recommen-dation CM/Rec(2008)6 of the Committee of Ministers of the Member States of 26 March 2008 on measures to promote the respect for freedom of expression and information with regard to Internet filters and the July 2008 guidelines to support Internet service providers.
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				mented on the Internet as a place accessible to all, having a significant effect globally, in the context of assessing the compatibility of a “restriction” on freedom of expression with the requirements laid down in Article 10(2) ECHR1.100 In turn, the Court of Justice of the EU has expressed the view that intellectual property, including literary and artistic property, can be assessed as a type of property within the meaning of Article 30 TEC, now Article 36 TEU (Emi v Patricia,101 Warner Brother v Christiansen102) and has accepted that its protection is one of the grounds of general interest that can justify restrictions on the free movement of goods and services. In Deutsche v Metro103 it held that Article 30 EC (36 TEU) allows restrictions on the free movement of goods in so far as those restrictions are justified by the protection of intellectual property rights, because of the specific subject matter of that property. The protection of exclusive rights ensures the maintenance and development of creativity in the interests of authors, artists, performers, producers, consumers of culture and the economy, as well as the public at large. In Cinetheque S.A.v FN104 the CJ accepted that Art. 28 EC (quantitative restrictions on imports and all measures having 

				
					100  See, in particular, the judgments of the European Court of Human Rights: of 13 January 2011 in Mouvement Raëlien Suisse v. Switzerland, Application no. 16354/06, §§ 54 et seq.; of 16 February 2010 in Akdaş v. Turkey, Application no. 41056/04, § 28; of 16 July 2009. in Willem v. France, Application no. 10883/05, §§ 36, 38; of 10 May 2009 in Times Newspapers Limited v. the United Kingdom, Application nos. 3002/03 and 23676/03, § 27. The Court in this case held that “the creation of archives on the Internet, an essential aspect of the role played by websites” falls within the scope of Article 10 ECHR.

					101  Judgment of the Court of Justice of 24 January 1989 in EMI Electrola GmbH v Patricia Im – und Export and Others, Case No. 341/87 – Reference for a preliminary ruling: Landgericht Hamburg-Germany (ECR 1989 00079).

					102  Judgment of the Court of Justice of 17 May 1988 in Warner Brothers Inc. and Metronome Video ApS v Erik Viuff Christiansen, Case No 158/86 – Reference for a preliminary ruling: Østre Landsret-Denmark (ECLI identifier: ECLI:EU:C:1988:242).

					103  Judgment of the Court of Justice of 8 June 1971 in Deutsche Grammo-phon Gesellschaft mbH v Metro-SB-Großmärkte GmbH & Co. KG, Case No. 78–70 – reference for a preliminary ruling: Oberlandes – gericht Hamburg-Ger-many (ECLI identifier: ECLI:EU:C:1971:59).

					104  Judgment of the Court of Justice of 11 July 1985 in Cinetheque S.A. v. FNCF, Case Nos. 60/84 and 61/84 (www.eur-lex.europa.eu).
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				equivalent effect shall be prohibited between Member States) does not ap-ply to national legislation which regulates the distribution of cinemato-graphic works, if any obstacles to EU trade created by the application of that national legislation do not exceed what is necessary in order for the initial exploitation of cinematographic works in cinemas (whatever their origin) to retain priority over other modes of distribution.105

				Directive 2001/29/EC of the European Parliament and of the Council on the harmonization of certain aspects of copyright and related rights in the information society (Directive 2001/29/EC) points out that the production of films or multimedia products, as well as the development of the on-demand services market, require significant investment. There-fore, interference in the sphere regulated by copyright should take into account, in particular, the effects of illegal distribution of these goods.

				Directive 2001/29/EC introduces limitations to copyright. Article 5(5) of Directive 2001/29/EC makes the possibility of establishing the excep-tions provided for in Article 5(1) to (4), including the private copying exception referred to in Article 5(2)(b) of that Directive, subject to three conditions: (1) that the exception applies only in certain specific cases, (2) that it does not prejudice the normal exploitation of the work and (3) that it does not unreasonably prejudice the legitimate interests of the rightsholders. These three conditions correspond, as can be seen from recital 44 of Directive 2001/29/EC, to the international obligations of the Member States and the Union and, more precisely, to the conditions for any restriction of copyright laid down in Article 9(2) of the Berne Con-vention, more widely known as the “three-step test,” reiterated in Article 13 TRIPS and Article 10 WCT. This test will also apply in the situation of online use of a work. In doing so, it should be noted that the definition of individual online activities affects the scope of liability.

				The above-mentioned regulations also relate to the issue of reproduc-tion of a work. We can speak of reproduction of a work when a copy of the work is made in RAM (Random Access Memory – i.e. computer operating memory). Reproduction is admissible only under the terms of the statu-

				
					105  For more on the market status of intellectual property, see I. Oleksiuk, Issues raised against the background of the case law of the Court of Justice (DOI: 10.14746/ssp.2015.2.5), http://ssp.amu.edu.pl/wp-content/uploads/2015/11/ssp-2015-2-085.pdf (accessed: 12 December 2018).
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				tory licence, whereas in the situation specified in Article 231 of the Copy-right Act, the author’s consent is not required for temporary or incidental reproduction of works, which does not have an independent economic significance, but which constitutes an integral and essential part of a tech-nological process and is aimed exclusively at enabling: 1) the transmission of a work in an ICT system between third parties by an intermediary or 2) the lawful use of a work.

				This issue is related to the question of the scope of the reproduction right of a work. This problem is linked to the issue of the aforementioned caching, which is an activity facilitating the use of intangible goods by us-ers of computer networks. The conditions for the use of the above-men-tioned limitation of copyright are the absence of independent economic significance and the automaticity of reproduction. Recital 33 of the pre-amble to Directive 2001/29/EC makes it clear that an exception should be made to the exclusive right of reproduction for the purpose of permitting certain acts of temporary reproduction which are transient or incidental, constitute an integral and essential part of a technological process and are carried out for the sole purpose of effective transmission in a network to third parties by an intermediary or of enabling the lawful use of a work or other subject-matter. The reproduction acts in question should not have any economic value in themselves. Provided they meet these conditions, this exception covers acts that allow browsing as well as caching, includ-ing acts that enable transmission systems to function efficiently, provided that the intermediary does not alter the information and does not impede the lawful use of technology, widely recognised and used by industry, to obtain data on the use of the information. A use is considered lawful if it is allowed by the rightsholder or not restricted by law. A similar position applies to routing, which is a modification of transmission by which digital data are bundled in order to electronically transmit data to the desired destination in the fastest and simplified manner, and browsing, which is the act of browsing websites.106 What is interesting in terms of liability is the ruling in Sony Corp. of America v Universal City Studios,107 also known as the “Betamax case.” By a decision of the US Supreme Court, manufacturers 

				
					106  K. Chałubińska-Jentkiewicz, M. Karpiuk, Prawo Nowych..., op.cit., p. 118.

					107  Inc., 464 US 417 (1984).
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				of home video recording devices, such as Betamax or other VCRs, cannot be held liable for infringement.

				However, with the development of the Internet, the exploitation of works via ICT networks is taking on forms that are increasingly problem-atic from the point of view of copyright protection. An example of this is the development of peer-to-peer services involving the direct exchange of digital data between users. Peer-to-peer applications raise a number of concerns, mainly related to the possibility of copyright infringement to an extent not previously imagined. Peer-to-peer technology enables direct communication between users, and the term itself refers to software that allows a computer to locate a file contained in the memory of another computer on a network and copy the encoded data onto its own disk. Recently, US courts have been forced to determine the extent of indirect and direct liability when using peer-to-peer technology.

				In contrast to the situation of downloading files from servers, the peer-to-peer system is a peer-to-peer network. It involves the direct exchange of digital data between users. Peer-to-peer networking is characterized by the fact that each node is equivalent, giving the ability to send and receive data at the same time. A device connected to a peer-to-peer network can be both a server and a client at the same time. This technology makes it possible to locate a file that is in the memory of another computer and copy the encoded data to its own disk. This method is most commonly used to download music, films and video games. By downloading special software, it is easy to become a user of one of the file-sharing systems.108 In order for a peer-to-peer network to operate effectively, users of such a service send at least the same amount of their data in return for the downloaded data. However, users of such services simultaneously make available copy-righted works and this already constitutes an infringement. This technol-ogy can be used in many different ways – for example, users can make computing power (the aforementioned Computing Cloud) or disk storage of their computers available on a commercial basis. These systems allow encrypted data to be stored on the Internet or multiple machines to be used for time-consuming, computationally intensive tasks. The emergence 

				
					108  For more details see: J. Sobczak, K. Chałubińska-Jentkiewicz, M. Nowi-kowska, Piractwo w sieci, Poznań 2022, p. 133 et seq.
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				of peer-to-peer networking can be traced back to the early 1990s, used by entities that were able to make better use of the computing power of their computers, disk resources, and connected devices such as printers or scanners. The operating system that peer-to-peer network users used, for example, was Windows for Workgroups. In 1999, the first peer-to-peer network designed primarily for downloading music files – Napster – ap-peared. It was distinguished from other websites by a special application that had to be downloaded to your computer in order to use the service. It was characterized by its ease of use; once the application was launched, it would connect to the relevant servers and then, via a search engine, a song could be found and downloaded. To use Napster, all you had to do was select certain items from your computer’s hard drive to share with other users. In this way, Napster’s founders avoided legal liability as the sharing of copyrighted works was done at the user level. The case brought against Napster by A&M Records109 focused on the definition of fair use. The pro-viders of the service only provided copyright infringement tools in the form of applications, which constitutes their indirect liability. End-users using the works on the network were simultaneously making files available from their computer’s disk and were held directly liable for copyright infringing activities. However, it became a problem to obtain information about the end users, due to their right to privacy and protection of personal rights. Napster’s server was an indispensable link in this procedure, but the users of the programme themselves, who offered illegal files, were considered direct copyright infringers. In the opinion of J. Barta and R. Markiewicz,110 under Polish legal conditions, it would be possible to convict the owners of the server on the basis of Article 422 of the Civil Code, according to which: “Liability for damage is borne not only by the direct perpetrator but also by any person who incites or aids another to cause damage and a person who knowingly takes advantage of damage caused to another person.”

				A different approach to liability was taken in the Grokster111 case, in which the producer of a programme was found liable on the grounds that, by promoting the programme, he had induced its use to infringe copyright. 

				
					109  A&M Records, Inc. v. Napster, Inc., 239 F.3d 1004 (2001).

					110  J. Barta, R. Markiewicz, Prawo autorskie..., op.cit., pp. 383–384.

					111  MGM Studios, Inc. v. Grokster, Ltd., 545 U.S. 913 (2005).
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				Recently, there has been a prevailing trend of attacks on individuals down-loading files from the Internet for personal use and making them available in a way that infringes copyright. One solution to combat this is to ban access to the web. However, the EU Directive 2002/21/EC, in Article 1(3a), adopts the principle that any restriction of a citizen’s access to electronic networks may only be imposed with respect for the fundamental rights and freedoms of natural persons, although these rights may also be restricted if such a puni-tive measure is appropriate, proportionate and necessary. Currently, BitTor-rent is the world’s most popular P2P network for downloading and uploading a variety of works, such as films, music, video games and ebooks.

				There are various opinions among theoreticians on the need for changes in the system of combating Internet piracy. Among the postu-lates, one can find a proposal to punish software developers, who do not introduce technical safeguards in the programmes they introduce to the market, preventing illegal file sharing.112

				In this particular case, when defining the conditions for joint and sev-eral liability for infringements committed by third parties, an appropri-ate balance has to be struck between the competing values of fostering creativity through copyright protection and, on the other hand, promot-ing technological innovation. The decisive point is that P2P software is primarily designed for infringing uses, which software distributors were keen to mention, and distributors even actively encouraged their custom-ers to engage in this unlawful activity. On the other hand, there is no clear indication of the possible liability of distributors of P2P software (or any other file-sharing technology) who merely make their software available on the market without actively promoting the purposes of product use to users. Any provider of a new technology could be held liable if its product is used to infringe copyright, even if the purpose of the innovation had nothing to do with illegal intentions. In doing so, it should be noted that the prevailing view is that peer-to-peer technology is a case of dual use of a new technology that serves both legitimate activities and copyright infringement. The software itself is an element of innovation, it facili-tates subsequent creative processes, and taking action against software 

				
					112  For more details see: G. Mazziotti, EU Digital Copyright Law and the End-User, Heidelberg 2010, p. 149 et seq.
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				producers would constitute an inhibition of a technology that neverthe-less offers new opportunities for development. Peer-to-peer activities are characterized by a situation that relates to two types of liability: indirect liability on the part of the software (service) providers, who provide the application that is the vehicle for copyright infringement, and direct li-ability, which applies to the end users who infringe the copyright of their creators by using the works in a peer-to-peer service. In this regard, it should be emphasised that an “end-user” is an entity using a publicly available telecommunications service or requesting the provision of such a service to meet its own needs (Article 2(50) p.t.).

				Another problem related to the liability for illegal activities concerning intellectual property is the so-called deep link. When using websites, their users have the possibility to use references to other websites, which signifi-cantly influences the quality of navigation on the Internet.113 A “reference” is understood as an action which leads the Internet user to use another website by clicking on the link provided. A link should be understood as “an element of an electronic document, which connects fragments of the document or refers to another document.”114 This makes it possible to move the user directly to the content of the link more quickly.115

				Types of refer﻿encing in the Net:

				Source: compiled on the basis of J. Barta, R. Markiewicz, Copyright and related rights..., op.cit., pp. 383–384.

				
					113  http://www.lex.pl/akt/-/akt/odpowiedzialnosc-prawna-za-odesla-nia-w-internecie (accessed: 21 April 2015).

					114  http://sjp.pwn.pl/slowniki/link.html (accessed 20 Fwb2015).

					115  http://www.lex.pl/akt/-/akt/odpowiedzialnosc-prawna-za-odesla-nia-w-internecie (accessed: 21 April 2015).
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				Merely referring to someone’s website by means of links, i.e. hyper-linking, does not constitute an infringement of copyright law. According to the judgment of the CJEU of 13 February 2014,116 sharing takes place in relation to all potential users of websites by making links public.117 According to the CJ, to fall within the concept of “sharing to the public” within the meaning of Article 3(1) of Directive 2001/29 still requires that such a sharing, which relates to the same works as the original sharing, takes place on the Internet in the likeness of the original sharing, thus us-ing the same technology, and is aimed at a new audience, i.e. an audience that was not taken into account by the right holders when they authorised the original public sharing. Meanwhile, the sharing of the works in ques-tion via a clickable link does not lead to the sharing of those works with a new audience. In those circumstances, since all the users of another site on which the works at issue were made available by means of clickable links could directly access those works on the site on which they were originally made available, without the need for the active participation of the operator of that other site, the users of the site administered by the latter must be regarded as potential recipients of the original com-munication and, therefore, as part of the public taken into account by the copyright holders when they authorized the original communication.

				In turn, the judgment of the Court of Appeal of 7 May 2014 indicates that a person who provides a link increases the number of potential ad-dressees of the link, at the same time causing the link to become the next place referring to the website in question,118 but it is the end user himself who decides to use the website in question.119 Linking to a part of some-one else’s website is permitted. This refers to the so-called “deep linking” mentioned earlier in this paper, i.e. a reference not to the homepage, but to the “internal collection page of the addressee.”120

				
					116  Judgment of the Court of Justice of 13 February 2014 in Nils Svens – son and Others v Retriever Sverige AB, Case No. C-466/12, Legalis No. 768745.

					117  Ibidem.

					118  Judgment of the Court of Appeal in Warsaw of 7 May 2014. I ACa 1663/13, LEX no. 1466985.

					119  J. Barta, R. Markiewicz, Prawo autorskie..., op.cit., p. 338.

					120  Ibidem, pp. 336–337.
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				The opponents of this position, taking into account the fact of copy-right protection of the website itself, believe that such actions may lead to defrauding the authorship of a given website, destroying its structure or undertaking unfair competition.121 

				In the opinion of the Court of Appeal, sharing a work is the insertion of a link, the clicking of which takes one to the Internet location where the work is located and plays the work. This is because anyone with access to the Internet can make such a click at any time. A link, as it is commonly understood, is in fact a combination of a text and a hyperlink, i.e. a pointer to another place on the Internet. It is important to distinguish between two basic types of links on the Internet: links and deep links. The former redirect to home pages, while the latter lead directly to subpages (exclud-ing home pages). In most cases, the link is accompanied by a verbal com-mentary, followed by (or preceded by) a link. In a situation where there is only a transfer to a page with a work, none of the actions performed by both the person providing the link and the person using the link pertain to the work as such, thus, in the opinion of the Court of Appeal, there is no use of the work. In the opinion of the Court of Appeal, it is not so much the placement of the link – whether deep or otherwise – as the effect of the use of the link that is decisive for a possible infringement of copyright. The link itself is in fact a program in HTML language, each time executed by a so-called browser. If the person providing the link constructs the link themselves – or with the help of third party tools – in such a way that the use of the link leads to a direct reproduction of the work, even in a small part, then the person providing the link shares the work.

				In the opinion of the Court of Appeal, the view that a new audience is necessary for dissemination and that, in fact, the first sharing on the Inter-net, unless the public is restricted, means that in any subsequent making available via the web, the condition of a new audience will not be fulfilled.

				Framing, on the other hand, means that the “frames”122 of the ad-dressee’s website are replaced by the “frames” of the provider. There are various forms of copyright infringement. The first case is the possibility 

				
					121  http://www.lex.pl/akt/-/akt/odpowiedzialnosc-prawna-za-odeslania-w--internecie (accessed: 21 April 2015).

					122  J. Barta, R. Markiewicz, Prawo autorskie..., op.cit., p. 338.
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				of violating the integrity of the work by deleting the original “frames.” The right to author’s rights or author’s economic rights123 may also be infringed. It is prohibited on the Internet to refer to websites, the con-tent of which is contrary to the law, as it may lead to the infringement of copyright or personal rights. According to K. Morunia, the responsibility for such actions should be borne by the person who knowingly provides illegal content. According to the author, liability should be excluded in the case of automatic search systems, as the disposer does not have in-formation about the posted references.124 A similar position is adopted by J. Barta and R. Markiewicz, as they believe that a search engine owner who prevents links leading to illegally disseminated files from appearing on his/her site is not liable in this respect. The situation is different in the case when “the owner of the referring website”125 is aware of the illegality of the links placed on the website. And in this respect, the position should be taken that there is an infringement of copyright.126

				The general view can be taken that it is the person who posts content on the Internet who is responsible for it and for subsequent actions re-lated to it.127

				
					Entities that act as web content providers (content providers) can be:

				

				
					1) institutions specialised in this field

				

				
					2) other entities providing services on the networks

				

				
					3) keepers of online databases

				

				
					4) end users.

				

				Source: J. Barta, R. Markiewicz, Internet..., op.cit., p. 225.128

				Web content providers should ensure that the material they make available is properly marked, and that it retains its original properties, 

				
					123  Ibidem, p. 338.

					124  http://www.lex.pl/akt/-/akt/odpowiedzialnosc-prawna-za-odesla-nia-w-internecie (accessed: 21 April 2015).

					125  J. Barta, R. Markiewicz, Prawo autorskie..., op.cit., p. 344.

					126  Ibidem.

					127  Ibidem, p. 311.

					128  J. Barta, R. Markiewicz, Internet..., op.cit., p. 225.
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				without violating its integrity, with the author’s data being made available. Under Polish law, the “introduction of a work into computer memory”129 without prior permission from the rights holder or acting in contraven-tion of the provisions of the Act may constitute an infringement.130 How-ever, in terms of liability, the purpose of the use will be important.

				The use of a work located in the network by the end user is not – ac-cording to J. Barta and R. Markiewicz – an infringement of the provisions of the economic copyright law.131 This liability should be referred to Ar-ticle 231 of the Copyright Act, which states that “the author’s permission is not required for temporary or incidental reproduction of works which has no independent economic significance but which constitutes an inte-gral and essential part of a technological process and is aimed exclusively at enabling: 1) the transmission of a work in an ICT system between third parties by an intermediary or

				1) the transmission of a work in an information and communication system between third parties by an intermediary, or

				2) the lawful use of the work.”132

				The provisions of this article apply to both the use of works posted online and the use of a computer without an Internet connection.133 This permitted use includes the possibility to save files, both those download-ed from websites and those transferred to computer memory from some other medium, e.g. a memory stick or CD, as well as the possibility to search the contents of the Internet. On the other hand, the “lawful use of a work”134 should be understood as the use of a work, inter alia, on the basis of an authorisation obtained.135

				Browsing the content of a given website in order to gather new infor-mation or expand one’s knowledge is not prohibited. However, problems may arise in the case of unjustified copying of its elements or illegal use of files found on the web. In Polish law it is generally accepted that referring 

				
					129  Ibidem, p. 226.

					130  Ibidem.

					131  Ibidem, p. 240.

					132  Art. 2311 of the Copyright Act.

					133  J. Barta, R. Markiewicz, Prawo autorskie..., op.cit., p. 337.

					134  Art. 2311 of the Copyright Act.

					135  J. Barta, R. Markiewicz, Prawo autorskie..., op.cit., p. 337.
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				to someone else’s website does not constitute an infringement of copy-right and can even be described as a convenience directed towards Inter-net users. They may not modify the content or decide to make it available themselves, while it is the web content provider’s task to ensure that the work posted on the web is not subject to modification by third parties.

				One of the main topics concerning liability for activities related to encroachment on the copyright-ownership monopoly is the Copyright in the Digital Single Market Directive.136

				In the digital age, the media as a market are no longer confined to the sphere of advertising activity. They are becoming the only source of information, a means of exchanging services, various types of benefits, education, i.e. all those spheres of socially relevant activity now available on a global scale. The problem of ensuring the development of new tech-nologies and new services in order to guarantee the development of the European economy has become the main reason for the revision of the current definition of the audiovisual media market. In the recent period of regulation in this area, the need has arisen to create a broader concept of a market related to the use of different content, the scope of which goes beyond the current concept of an audiovisual media services market. Such a proposal emerged in Regulation (EU) 2017/1128 of the European Parliament and of the Council of 14 June 2017 on cross-border portabil-ity of online content services in the internal market.137 This document highlighted the possibility of cross-border portability of online content services to which consumers have legitimate access, or content purchased or online in their country of residence, which they wish to continue to access while travelling in the EU. The paper also argued that the lack of cross-border portability of online content services or related problems are the result of licensing practices of copyright or related rights holders (including those of broadcasting organizations) or commercial practices 

				
					136  Directive (EU) 2019/790 of the European Parliament and of the Council of 17 April 2019 on copyright and related rights in the digital single market and amending Directives 96/9/EC and 2001/29/EC (OJ L 130, 17.5.2019, pp. 92–125).

					137  Regulation (EU) 2017/1128 of the European Parliament and of the Coun-cil of 14 June 2017 on cross-border portability of online content services in the internal market, (Official Journal of the EU L 168/1 of 30.06.2017) – hereinafter Regulation 2017/1128.
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				of service providers. In doing so, it was emphasised that an online content service which is not an audiovisual media service within the meaning of Directive 2010/13/EU and which only makes ancillary use of works, other protected subject-matter or transmissions by broadcasting organizations should not be covered by the Regulation. Such services include websites where works or other subject-matter are used only in an incidental man-ner, for example, graphic elements or music used in a background func-tion, if the main purpose of such websites is, for example, sales.138 This means that virtually any other use of an audiovisual media service would be subject to regulation covering the activities of the single market for online digital content services. It is important to note here that there are two areas of regulation: one area is defined by audiovisual media services, the other is filled by online services whose scope is broader than audio-visual media services.

				This dichotomy of online services was pointed out by the “Digital Single Market Strategy,” which envisaged three pillars of regulation: (1) better access to digital goods and services across Europe; (2) creating the right conditions and uniform business rules for digital networks and innovative services; (3) maximising the growth potential of the digital economy.139 On the issue of access, the Strategy pointed to the need for rules to facilitate cross-border e-commerce. Among the issues covered by future regulation, the Strategy included faster and more consistent enforcement of consumer rules; more efficient and affordable delivery; and an end to unjustified geo-blocking – a discriminatory practice used for commercial purposes whereby online retailers deny consumers access to a website based on their location or redirect them to a local shop with different prices; identifying possible competition issues affecting Euro-pean e-commerce markets; modern copyright law to reduce differences between national copyright regimes and allow greater online access to works across the European Union. The area of online platforms (search engines, social media, online application shops, etc.) also became a new target for regulation, where one of the objectives was to tackle illegal con-

				
					138  Recital 16 of the preamble of Regulation 2017/1128.

					139  Proposal for a Directive of the European Parliament and of the Council on copyright in the digital single market (COM/2016/0593 final – 2016/0280 (COD)).
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				tent distributed online. It should be made clear here that this regulation was intended to address an area currently outside the scope of institu-tional interference and the rationing constraints on the traditional me-dia market.140 These documents include: the Communication “Promoting a fair, efficient and competitive European copyright-based economy in the Digital Single Market,” the “Regulation laying down rules on the exercise of copyright and related rights applicable to certain online transmissions of broadcasting organizations and retransmissions of television and ra-dio programmes,” the “Directive on Copyright in the Digital Single Mar-ket.” In December 2015, the Commission issued a Communication to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions towards a modern, more European copyright framework.141 In this document, the European Com-mission identified three objectives for the necessary regulation: to sup-port the efforts of rightsholders and distributors to reach an agreement on licences that allow cross-border access to digital content (mediation and similar alternative mechanisms to resolve potential disputes are to be the instrument to achieve such objectives); to facilitate the digitization of works that are not on the market and make them available, including across the EU; and to increase the cross-border distribution of television and radio programmes. In the context of permitted public use, the Com-mission has identified three areas of regulatory intervention: cross-border use of digital content in education, in the field of research and for the preservation of cultural heritage.

				In this new context of copyright regulation, one of its objectives is to guarantee remuneration to rightsholders for cross-border use of online digital content, to protect press publishers who face difficulties in licens-ing their publications online (this regulation may affect the fundamental 

				
					140  A new task is to strengthen trust and security in the field of digital ser-vices, particularly with regard to the processing of personal data, and to devel-op partnerships with industry on cybersecurity in the field of internet security technologies and solutions.

					141  Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the Commit-tee of the Regions Towards a modern, more European copyright framework COM/2015/0626 final.
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				right of access to information), and to introduce new negotiation/media-tion rules for the authorization of digital content. For the availability of audiovisual works on video-on-demand platforms, a rule on the organisa-tion of negotiations has been applied, with the mechanism for conducting negotiations to be developed at Member State level. For the use of works and other protected subject-matter in digital and cross-border teaching activities, a certain degree of discretion is left to the Member State, which can decide on the application of permitted public use depending on its ability to obtain a licence. For the use of digital content for research pur-poses, free use is limited to a certain circle of actors. In the case of activi-ties related to the preservation of cultural heritage, the principle of oblig-atory transfer of a copy of a work for the purpose of content preservation by cultural institutions responsible for the preservation of this heritage was introduced. However, the application of the exceptions to the need for authorization set out here is limited to a few situations. The use of digital content must concern: (1) works carried out by scientific research institutions for scientific purposes (Article 3); (2) such use may only be for the purpose of illustration in the context of teaching (Article 4) and (3) cultural institutions charged with the preservation of cultural heritage must make copies of works and other protected objects that constitute their collections to the extent necessary for their preservation (Article 5). Article 7 of the draft Directive introduces rules for the use of works which are not in commercial circulation by cultural institutions. Thus, Member States were obliged to ensure that collective management soci-eties decide on behalf of their members to grant a non-exclusive licence to cultural institutions for non-commercial use for the purposes of digi-tisation, distribution, communication to the public or making available out-of-commerce. The subject matter of the licence could be collections for which a non-exclusive licence has been granted for its renewal or is presumed to cover the same category of rights as those covered by the licence and which are not represented by collecting societies, provided that (A) the collective management society represents the rightsholders; (B) equal treatment is guaranteed for all rightsholders, in relation to the terms of the licence; (C) all rightsholders can at any time claim recog-nition of the protected objects as works in commercial circulation and exclude the application of the licence. In the case of cinematographic or 
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				audiovisual works, the regulations of the country in which the producer’s seat or habitual residence is located apply. Recital 27 of the draft Direc-tive indicates that digitization projects may entail significant investment, and it is therefore understood that cultural institutions, as rightsholders, may generate licensing revenue to cover licensing costs and the costs of digitising and disseminating works.

				Recital 38 of the draft directive highlights the issue of liability for the use of works made available online. Where information society service providers store and make available to the public copyright works or other protected subject-matter uploaded by their users, thereby going beyond the mere provision of facilities and performing acts of communication to the public, they are obliged to enter into licensing agreements with right-sholders, unless they qualify for the exemption from liability provided for in Article 14 of Directive 2000/31/EC of the European Parliament and of the Council 34. This directive explicitly introduces an obligation for the service provider to monitor digital content. In relation to Article 14, it is necessary to verify that the service provider plays an active role, includ-ing by optimizing the presentation of uploaded works or other protected subject-matter or by promoting them, regardless of the means used to do so. In order to ensure the functioning of any licence agreement, provid-ers of information society services which store and provide public access to a large number of works and other subject-matter uploaded by users should adopt appropriate and proportionate measures to ensure the pro-tection of the works or other subject-matter, such as the use of effective technologies. This obligation should also apply when information society service providers qualify for the exemption from liability provided for in Article 14 of Directive 2000/31/EC, which means that the question of ensuring the protection of a work made available online, regardless of whether the service provider concerned is exempted from liability, be-comes one of the key obligations of such an entity. Under the proposed Art. 13 (use of protected content by information society service provid-ers storing and providing public access to a large number of works and other protected subject-matter uploaded by users), information society service providers that store and provide public access to a large number of works or other protected subject-matter uploaded by their users shall, in cooperation with right holders, take measures to ensure the function-
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				ing of their contracts with right holders for the use of their works or other protected subject-matter or to prevent the availability on their services of works or other protected subject-matter identified by right holders in the course of their cooperation with service providers. These measures, such as the use of effective content recognition technologies, must be appro-priate and proportionate. Service providers are to provide rightsholders with adequate information on the functioning and implementation of the measures and, where appropriate, adequate reports on the identification and use of works and other subject-matter. Member States are to ensure that service providers implement, complaint and redress mechanisms that are available to users in the event of disputes concerning the appli-cation of the measures. This provision has been seen in public opinion as yet another attempt to regulate activities in the ICT network. However, it seems that, in view of the above-mentioned problems of identifying the person responsible for the content made available online, the attempt to implement legal (indirect liability) and technical measures in the con-text of the security of legal transactions is the beginning of an inevitable regulation.

				5. Selected forms of cybercrime in the national legal system

				Cybercrime has developed continuously since the second half of the last century. Technological advances, the spread of Internet access and the shift of real-life behaviour to a virtual basis have led to a situation where network users, including criminals, have been equipped with completely new means of operation. Criminals have shed their tools and replaced them with the convenience of a laptop computer carried in a handbag. A lone cybercriminal is just as dangerous as an organized group. The Internet and its resources make it possible to put into practice concepts where an individual is just as, or even more, dangerous than a crimi-nal organization. This does not mean that organized computer crime is a weak creation; on the contrary, it works even better than its real-life counterpart. This is because criminal organizations operating within ICT networks are difficult to track due to the very characteristics of the flow of information on the Internet, the shortcomings of the criminal reporting system, the victim notification system, the proliferation of information, 
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				the information held by network service providers and the general lack of a defined strategy at international level. The Internet allows individual as well as organized groups to commit crimes, mainly through its pervasive-ness, the huge flow of information, and the ease of access and unaware-ness of users. It will be helpful to better understand acts of cybercrime and cybervandalism by focusing on the main forms of these crimes. The most common undesirable activities occurring as cybercrime include: computer sabotage, computer fraud, computer espionage, hacking into user accounts, stalking, sniffing, theft of personal data, and online paedo-philia. These phenomena are very common and it is worth taking a closer look at them.

				5.1. Crimes committed against the security of electronically processed information

				Most systems operate on the basis of complex algorithms, but their mechanism of operation is based on the essential value of information. The processing of vast amounts of information has become impossible with limited possibilities for forming relationships and direct communi-cation between people. The development of computers and digital tech-nology has become the antidote to these new needs. Thus, information has become an object of circulation, transmission and all other activities, including illegal ones on a scale hitherto unimaginable, exceeding the limits of time and space. Therefore, it is necessary to recognize infor-mation as a value, the protection of which is a fundamental objective in contemporary legal regulation systems related to new technologies. Information is an essential value for both the functioning of the state and the market economy. It represents the essence of the functioning of modern societies, because today we speak of an information society, i.e. a society for which information is a basic value requiring protection in public and private activities, constant redefinition, appropriate strategy and, ultimately, legal regulation.142 The economic importance of informa-tion in the modern world is indisputable, and it is increasingly treated as a specific kind of commodity, the possession of which creates the pos-

				
					142  K. Chałubińska-Jentkiewicz, M. Karpiuk, Prawo..., op.cit., pp. 385–386.
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				sibility of achieving measurable benefits, comparable to the possession of other property rights.

				The first type of crime discussed is illegal access to a computer sys-tem (hacking). The word means the same as chop. According to A. Ad-amski, gaining access to a computer or ICT system is a classic form of an attack on the security of electronically processed information. The multitude of collected information does not positively affect its proper security. A suitably trained person can gain a lot of information about us by hacking into our account. Hacking is gaining access to network re-sources or a computer system without the consent of the person to whom they belong by breaking security measures.143 By means of hacking, it is possible to obtain any information contained in a given social network, including information concerning its users. Often, the data obtained in this way is so-called sensitive data, which – concerning political views, sexual orientation, religion – can form the basis for further crimes such as blackmail or extortion.

				Successfully carrying out such an attack and taking control of the at-tacked system makes it possible to commit other crimes, which may be directed against various legal goods.144 “The provision of Article 267 of the Criminal Code protects access to information not intended for the perpetrator contained in writing, transmitted by means of a telecommu-nication network or secured electronically, magnetically, informally or in any other special manner.”145 Unauthorized access can be obtained by logging on to someone else’s computer or computer network without the knowledge of its owner. Unauthorized access can occur from the user as well as the administrator. Searching computers for security is the first phase of hacking. Allowing malware into the computer, which is used at least to obtain sensitive information including, for example, username, password, card number, PESEL number, home address, etc., is the sec-ond phase of hacking. Malware is designed to detect bugs in computer programmes, vulnerabilities that will enable a computer to be broken into. Computer criminals often use the phenomenon of spamming, by 

				
					143  Ibidem, p. 386.

					144  A. Adamski, Przestępczość w cyberprzestrzeni..., op.cit., p. 19.

					145  Ibidem, p. 111.
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				which they send unsolicited e-mails to e-mail users, in which they include web addresses. When an unsuspecting user clicks on the address, he/she is redirected to a fictitious website and a programme is installed on his/her computer that allows hacking into the victim’s computer. Most often, gaining access to a computer system provides a launching pad for further crimes such as computer sabotage, carrying out a DoS attack, data manipulation or information theft. The offense of hacking is regu-lated by Article 267 of the Criminal Code. This provision fails to specify responsibility for the purpose and modus operandi of the perpetrator.146

				Another example of offences committed against the security of elec-tronically processed information is illegal computer eavesdropping, as referred to in Article 267 § 3 of the Criminal Code, i.e. the violation of the secrecy of communications. The Convention for the Protection of Hu-man Rights and Fundamental Freedoms pointed to the right to privacy. According to it, everyone has the right to respect for his/her private and family life, his/her home and his/her correspondence. Interference by a public authority in the exercise of the above right is not permissible, except in cases provided for by law and necessary in a democratic society for reasons of national security, public safety or the economic well-being of the country, the protection of order and the prevention of crime, the protection of health and morals or the protection of the rights and free-doms of others.147

				
					146  M. Siwicki, Cyberprzestępczość..., op.cit., p. 119.

					147  A state party to the Convention must fulfil its obligations under this inter-national agreement towards all persons under its jurisdiction, L. Zwaak, Europe-an Convention for the Protection of Human Rights and Fundamental Freedoms, [in:] B. Banaszak (ed.), Human Rights. Geneza, koncepcje, ochrona, Wrocław 1993, pp. 139–140. The right to respect for private life is not absolute, and inter-ference by public authorities in the exercise of this right should be justified by the circumstances indicated in Article 8(2) ECHR, so that the interference by public authorities is necessary and aimed at protecting the values indicated therein. Restrictions on the right to private life must be proportionate in nature, cf. the judgment of the Provincial Administrative Court of 19 January 2012, V SA/Wa 1639/11, LEX No. 1276479. Article 8 ECHR guarantees the right to respect for private and family life to all foreigners, irrespective of whether they are in a par-ticular state legally or illegally, cf. the judgment of the Provincial Administrative Court of 14 October 2011, V SA/Wa 1070/11, LEX No. 1276362.
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				Privacy should be understood as a state of affairs in which the subject of this right is the sole disposer of decisions regarding important matters of physical and spiritual life, including in the context of making information about them available. This refers to a situation in which such an individual, as the only one entitled, determines the rules of his or her functioning in the private sphere, and these decisions do not conflict with the public interest as well as the rights and freedoms of others. According to Article 47 of the Constitution of the Republic of Poland,148 everyone has the right to the legal protection of his or her private life, family life, honor and good name, and to decide on his or her personal life.149 The legislator therefore prohibits unjustified interference in the private sphere. At the same time, Article 51 of the Constitution of the Republic of Poland introduces the principle of personal autonomy, according to which no one may be obliged otherwise than by law to disclose information concerning his or her per-son. There is no doubt that privacy is a value that must be protected. The modern democratic state, which provides the individual with maximum opportunities to participate in public life, also provides all the attributes that allow him or her to maintain personal freedom, which, among other things, refers to dignity, independence or privacy.150 The right to privacy has its origin in the right to dignity.151 The inalienable and inherent dignity of “every human being, as a living person, under the authority of the Re-public of Poland” encompasses those core values which do not benefit from other, independent constitutional guarantees and which touch upon the es-sence of the individual’s position in society, his or her relationship to other persons and to public authority.152 It should be assumed here that dignity is the overriding value from which other protected values, including the 

				
					148  Constitution of the Republic of Poland of 2 April 1997 (Journal of Laws, no. 78, item 483 as amended).

					149  Judgment of the Constitutional Court of 24 October 2000, K 12/00, “Orzecznictwo Trybunału Konstytucyjnego. Official Collection” 2000, No. 7, item 255.

					150  A. Mednis, Prawo do prywatności a interes publiczny, Warsaw 2006, p. 51.

					151  Not every violation of the sphere of privacy also violates human dignity, Judgment of the Constitutional Tribunal of 5 March 2003, K 7/01, “Orzecznic-two Trybunału Konstytucyjnego – A” 2013, No. 3, item 19.

					152  Cf. the judgment of the Constitutional Court of 7 May 2013, SK 11/11, “Orzecznictwo Trybunału Konstytucyjnego – A” 2013, No. 4, item 40.
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				protection of personal property, derive. With regard to the subject of the right to privacy, it should be emphasised that dignity as the source of this right is a value encompassing not only the rights of an individual – a hu-man being – but also, to a certain extent, of legal persons. This is due to the fact, as argued by A. Kubiak-Cyrul,153 that a legal person does not exist in isolation from the interests and goals of a group of natural persons hiding behind the facade of a legal person. It should therefore be assumed that, as a consequence, a legal person is an entity inextricably linked to the natural persons that constitute it, and therefore the protection of its personal rights will always affect the situation of natural persons. According to the judg-ment of the Constitutional Tribunal of 29 October 2013,154 although the protection of a person’s honour finds a normative basis in Article 47 of the Constitution of the Republic of Poland, then in Article 23 of the Act of 23 April 1964 of the Civil Code155 and in the relevant norms of criminal law, it does not constitute an absolute value. However, it appears to be necessary for these limitations to satisfy the constitutional requirements in accor-dance with the criteria set out by the principle of proportionality.156 157 Pri-vacy as a value fulfilling the need to ensure private interest may, however, be limited by the necessity to realize an important public interest, which will always require a prior balancing of these interests and a determination of its necessity. The right to privacy does not have a legal definition. There are also no provisions specifying in the area of a given regulation what the scope of privacy is. Various elements of privacy have been identified in psychology. These include secrecy, autonomy, anonymity and personal space.158 This is a broad definition of the concept – not only referring to behaviour strictly related to private life – e.g. family life. In this sense, one 

				
					153  A. Kubiak-Cyrul, Ochrona dóbr osobistych osób prawnych w prawie pol-skim, [in:] Dobra osobiste w XXI wieku. Nowe wartości, zasady, technologie, J. Bal-carczyk (ed.), Warsaw 2012, p. 489.

					154  U 7/12, “Orzecznictwo Trybunału Konstytucyjnego – A” 2013, No. 7, item 102.

					155  (Journal of Laws of 2023, item 1610) – hereinafter c.c. or the Civil Code.

					156  Cf. judgment of the Constitutional Tribunal of 13 December 2011, K 33/08, “Orzecznictwo Trybunału Konstytucyjnego – A” 2011, No. 10, item 116.

					157  Cf. the judgment of the Supreme Court of 3 September 2009, I CSK 44/09, LEX No. 1211186.

					158  A. Mednis, Prawo do prywatności..., op.cit., p. 13.
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				would have to assume that information autonomy falls within the concept of the right to privacy as one of its many aspects. However, this is not an exhaustive definition of the catalogue of values that constitute the notion of privacy. Such an undefined definition of privacy obviously affects the determination of the scope of rights and the legal situation of the subject concerned. As already underlined, privacy can be primarily considered, inter alia, in terms of personal goods. According to Article 23 of the Civil Code, personal goods of a human being, such as health, freedom, honor, freedom of conscience, surname or pseudonym, image, secrecy of corre-spondence, inviolability of the dwelling, scientific, artistic, inventive and rationalization creativity, are under the protection of civil law. The cata-logue of personal goods contained in Article 23 of the Civil Code is open in nature, and therefore the scope of application of Articles 23 and 24 of the Civil Code covers all personal goods understood as certain intangible assets related to the existence and functioning of civil law subjects, which in the life of society are considered significant and therefore deserving pro-tection.159

				Privacy and the freedom and secrecy of communication are not explic-itly included in the catalogue of personal rights contained in Article 23 of the Civil Code. They are constitutionally guaranteed (in Articles 47 and 49 of the Constitution of the Republic of Poland) and have a basis in interna-tional law.160 The protection of privacy is not absolute, among others due to the needs to ensure public safety and order. The personal good listed in Article 23 of the Polish Civil Code in the form of secrecy of correspondence falls within the broadly understood right to communicate but is a separate personal good of a much narrower scope, protecting the right to keep the content of correspondence secret from third parties. This personal good may be infringed primarily by unlawful acquaintance with the content of 

				
					159  Judgment of the Court of Appeal in Łódź of 18 October 2013, I ACa 557/13, LEX No. 1394242. Article 23 of the Civil Code is of a special nature, as it contains the general rule that personal goods which are listed exemplarily therein remain under the protection of civil law, which is independent of the protection provided by other provisions. S. Dmowski, [in:] Komentarz do kodeksu cywilnego. Księga pierwsza. Część ogólna, S. Dmowski, S. Rudnicki (eds.), Warsaw 2003, p. 95.

					160  Judgment of the Court of Appeal in Warsaw of 26 April 2013, I ACa 1002/12, LEX No 1322739.
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				correspondence. Violation of the secrecy of correspondence will also occur when, as a result of the loss of someone else’s correspondence, real condi-tions (danger) have been created that make it possible, with a high degree of probability, for third parties to become acquainted with its content. The right to communicate is directly related to the right to privacy; these are categories falling within the sphere of personal property, which are subject to civil law protection. According to Article 24 § 1–2 of the Civil Code, the one whose personal good is endangered by someone else’s action may demand that this action be discontinued, unless it is not unlawful. In the case of an infringement, he or she may also demand that the person who committed the infringement perform actions necessary to remove its ef-fects, in particular to make a statement of appropriate content and form. Under the rules provided for in the Civil Code, he or she may also demand monetary compensation or the payment of an appropriate sum of money to a designated social purpose. If, as a result of infringement of a personal good, pecuniary damage has been inflicted, the injured party may demand redress on general principles. The legislator, in Article 24 § 1 of the Civil Code, provides legal protection for persons whose personal good has been threatened or violated by someone else’s action, provided that this action is unlawful. It follows from this provision that, in order to obtain protection, it must be demonstrated that a specific personal good has been violated or threatened. If the plaintiff proves this, the defendant may be released from liability if he proves that his action was not unlawful. According to the judgment of the SA in Lublin of 31 July 2013,161 according to Article 24 of the Civil Code, not every infringement of personal rights constitutes grounds for granting protection of a civil law nature. The above-mentioned protection may be granted to the wronged party only if the violation of per-sonal rights is unlawful. The concept of unlawfulness means a negative as-sessment of behavior, which is based on the contradiction of this behavior with the broadly understood legal order, i.e. contradiction with the binding provisions of the law or the rules resulting from the principles of social co-existence.162 It should be pointed out, however, that within the framework 

				
					161  I ACa 243/13, LEX No. 1353790.

					162  Cf. judgment of the Court of Appeal in Warsaw of 4 October 2013, I ACa 492/13, LEX No 1409371.
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				of the existing instruments of civil law protection of personal rights, the protection of personal rights will be of exceptional character, thus the use of its mechanisms should be made with due caution and restraint, without any tendency to artificially extend the catalogue of these rights. In order to apply claims resulting from the content of Article 24 § 1 of the Civil Code, it is necessary to establish the personal good subject to protection referred to in Article 23 of the Civil Code, its infringement as well as the unlawfulness of the perpetrator’s action. The applicable law does not pro-tect against every violation of personal goods. The violation of privacy, treated as a personal good, must be analyzed against the background of a specific situation, where the perpetrator should be ascribed unlawfulness which may take the form of both action and omission. The subject matter of the subjective right protecting personal goods is constituted by certain behaviors (permitted or indifferent) of the entitled subject, while other per-sons have a “symmetrical” obligation to abandon behaviors constituting interference in the sphere of personal goods of this subject, which may be demanded by the entitled subject by way of a claim. According to Article 24 § 1 of the Civil Code, the court, when granting non-property protection, is guided by the principle of proportionality, so that the applied measure of protection is useful to achieve the assumed objective (removal of the effects of the infringement committed); so that there is a necessity to apply the requested measure of protection in a given factual situation and, finally, so that the adjudged measure of protection remains in appropriate proportion to the assumed objective. Measures of protection of the infringed personal property must be adequate to the infringement itself as well as to its effects and applied taking into account all the circumstances of the case.

				In technical terms, a breach of correspondence secrecy occurs when a special spyware programme, known as Spyware, is installed, usually without the user’s knowledge or consent. Spyware runs in the background to monitor user activity or collect information. Most such software col-lects data about your computer and its use. For example, it may monitor your use of the Internet. More sophisticated programmes of this type can intercept and send personal information to identity thieves – website passwords and usernames, credit card numbers or copies of instant mes-sages. In addition, criminals use email inboxes to breach the secrecy of communications by infecting the computer with a programme designed 
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				to redirect and intercept information sent and received by the user via email and instant messaging. Infection usually occurs by misleading the user, or by exploiting vulnerabilities in the software, by letting in a Tro-jan horse. Article 267 of the Penal Code sanctions actions aimed at the unauthorized acquisition of information with the use of eavesdropping or visual devices, as well as software by means of which any information can be obtained from the victim’s computer by unauthorized persons. It is punishable not only to establish or use the above-mentioned de-vices, but also to obtain information by means of them by unauthorized persons.163 On the basis of Article 267 § 3 of the Criminal Code, it can be stated that the condition for criminality is acting “for the purpose of obtaining information.” Proving this in the case of the perpetrator’s use of an eavesdropping device is usually a very simple task. However, it can turn out to be complicated in the case of the perpetrator’s use of soft-ware which enables computer eavesdropping involving, for example, the interception of data from ICT transmissions. Such an example is sniffer software. This phenomenon involves the interception by unauthorized persons of information transmitted over local networks, as well as Wi-Finetworks. For this purpose, computer programmes called sniffers are used, which receive and analyze data from the network. Every user, to a greater or lesser extent, leaves an informational trail of what they have been doing while using network resources. This data can relate to any aspect of computer network use, including data bearing the hallmarks of state secrets.164 Sniffing is, in simplest terms, the unauthorized computer eavesdropping on a specific part of a computer network, using appropri-ate software – a sniffer – in the course of which any data about the user is obtained in an unauthorized manner.165 Sniffing can be divided into two types due to the way the eavesdropped data is processed. The first case is interactive sniffing , in which the stream of transmitted data is monitored in real time, and the second is passive sniffing, which records specific data in individual files.166 Both forms of sniffing lead to the unauthorized acquisition of data on network users. Sniffing by appropriating other peo-

				
					163  A. Adamski, Prawo..., op.cit., p. 56.

					164  K. Chałubińska-Jentkiewicz, M. Karpiuk, Prawo nowych..., op.cit., p. 387.

					165  Ibidem, s. 387.

					166  Ibidem, s. 388.
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				ple’s data can lead to another cybercrime, i.e. the theft of personal data. By acting in the above manner, the perpetrator may obtain data, which, for example, he or she may use to gain a financial benefit at the expense of the person whose data he or she is illegally using. By using a sniffer to track financial transactions carried out over the Internet, the perpetrator may also obtain data on which he or she can make use, for example, to obtain financial gain at the expense of the person whose data he or she is unlawfully using. access data to an Internet account, which he will then use to deprive the victim of funds accumulated on the bank account.167

				Pursuant to Article 267 § 4 of the Penal Code, it is a punishable offence to disclose to a person other than the perpetrator (by him/herself) in-formation obtained as a result of hacking or bypassing network security. This is an offense which may be committed by any person who, knowing of the illegal origin of the information in question, reveals it to a third party, i.e. it is a general offense. Unfortunately, the aforementioned pro-vision does not introduce any classification of information and does not distinguish the nature of criminal liability from the nature and content of the information.

				Computer fraud, on the other hand, is an illegal act involving unau-thorized interference with computerized information records (e.g. hack-ing into a bank’s computer network and causing a certain amount to be transferred to the perpetrator’s account or blocking the operation of an online shop). In contrast to ordinary fraud, in the case of computer fraud there does not have to be any effect in terms of the creation of any trans-fer of assets, which means that in this case we are dealing with an attempt and not the causing of damage, e.g. when the perpetrator breaks into the bank’s network and makes records but fails to cause the transfer of funds. What is punished here is acting to cause harm to someone without gain-ing a benefit for anyone.168 Computer fraud is related to the human rela-tionship with electronic devices and occurs when the perpetrator inter-

				
					167  http://www.knf.gov.pl/Images/Bezp_finansowe_tcm75-39005.pdf (ac-cessed: 31 March 2016).

					168  M. Karolewski, Przestępstwa przeciwko ochronie informacji w Kodeksie Karnym z 1997 r. ze szczególnym uwzględnieniem art. 267 § 1 jako przepisu kry-minalizującego „hacking” na tle unormowań Rady Europy, Warsaw 2005, pp. 59, 87–88.

				

			

		

	
		
			
				

			

		

		
			
				IV. Cyber liability – selected issues

			

		

		
			
				acts with the technical processes involved in automatic data processing. This offence is defined in Article 287 of the Criminal Code: “§ 1. Anyone who, in order to achieve material benefits or to inflict damage upon an-other person, affects the automatic processing, collection or transmis-sion of data, or changes, deletes or introduces new entries, without being authorised to do so, is liable to imprisonment for between three months and five years. § 2. If the act is of less significance, the offender is liable to a fine, the restriction of liberty or imprisonment for up to one year. § 3. If the offence is committed against a next of kin, the prosecution takes place at the motion of the aggrieved party.”

				It should be added here that a common form of computer fraud is the unlawful registration of a domain the name of which is identical to someone else’s business designation. This is known as cybersquatting and is also an act of unfair competition. Another type of computer fraud is pharming, which includes attacks on bank customers. It is punishable under the current Polish law. The perpetrator’s action consists in interfer-ing with computer data, and the aim of this action is to gain a financial benefit – thus, it will be punishable under Article 287 § 1 of the Polish Criminal Code. (“Anyone who, in order to achieve material benefits or to inflict damage upon another person, affects the automatic processing, collection or transmission of data, or changes, deletes or introduces new entries, without being authorized to do so, is liable to imprisonment for between three months and five years”). Criminal law sanctions are not envisaged only for placing a fabricated website on the Internet – persons aggrieved by such activity (e.g. financial institutions) must seek protec-tion under civil law. On the other hand, an accusation of committing an offense under Article 299, section 1 of the Penal Code may be brought against intermediaries who make their accounts available for the transfer of assets obtained through criminal acts.

				Another act against the security of electronically processed informa-tion is violation of the integrity of computer data. Article 268a of the Pe-nal Code protects the security of the information stored and processed in systems that function on the basis of computer data. The most common violation of the integrity of computer data occurs as a result of a virus of the operating system, its reconfiguration, introduction of a “Trojan horse” or other special programmes called “worms,” “time bombs” or 
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				“logic bombs” into the computer system, which modify or destroy data, causing disruptions in the operation of programmes and entire computer systems.169

				These programmes most often cause new elements to be added to data or computer programmes in the form of an additional computer programme, preventing the reading of said data as well as the proper functioning of the infected computer programme. They may also affect the proper course, slowing down, distorting or modifying data processed or transmitted over the network.

				The offense of unauthorized processing of computer data may be presented in several varieties, i.e. destruction – complete annihilation, making it impossible to understand the meaning of the information re-cord, physical destruction of the information carrier or its erasure from the carrier; damage, corruption, leading to violation of the integrity of the information record and making it difficult to read or understand the information; deletion, all actions leading to making the information in-accessible or meaningless for the person authorized to read it; alteration of the recording of vital information, i.e. alteration of the information fixation.170 Examples of such attacks are the so-called DoS attacks, which do not damage data, but their main purpose is to hinder or prevent ac-cess to it, which, as it turns out, can cause equally costly losses. They are among the easiest ways to paralyse network infrastructure and applica-tions. Properly prepared, especially in the form of distributed attacks, they can have a colossal impact on the operation of even the largest ser-vices. The most common goal of DoS attacks, apart from blocking access to an ICT service, is to gain unauthorized access. The most popular form is the email bomb, i.e. an attack that involves sending large amounts of data via email. The aim is to exhaust the disk space on the server, thereby paralysing its operation.

				The primary object of protection of the criminal act defined in Article 269 § 1 of the Penal Code is IT data of particular importance for defense,

				
					169  A. Adamski, Prawo..., op.cit., p. 68.

					170  Compiled on the basis of Article 7 of the Personal Data Protection Act of 29 August 1997 (Journal of Laws, No. 133, item 883, as amended) – an act that is no longer in force.
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				communication or activity of state institutions and proper functioning of the IT system.171

				Article 269 of the Penal Code, due to the type of information pro-cessed by computer systems, provides protection only to servers of a gov-ernmental nature. The remaining, commercial servers and domains other than governmental ones are not protected by the provisions of the said article. This “sectoral” nature of the protection makes it necessary to agree with those authors who consider that the object of protection of this provision is not information security, but the defence of the country, security in communications and the functioning of public administra-tion.172 Computer sabotage is most often a disruption or paralysis of the functioning of an IT system of significant importance for the security of the state and citizens. This crime involves the use of modern technol-ogy to bring computer software into such a state that it cannot func-tion properly. Various institutions or critical infrastructure are targets of this type of criminal activity. Crimes of this type usually severely cripple management systems. Pursuant to Article 269 of the Penal Code, com-puter sabotage consists in destroying, damaging, deleting or altering in-formation data of particular importance for national defence, security in communications, the functioning of government administration, another state body or a state or local authority institution, or disrupting or pre-venting the automatic processing, collection or transmission of such data. Computer sabotage is punishable by imprisonment from six months to eight years. Destroying, damaging or altering a computer device used for the automatic collection, processing and transmission of information is also punishable (Article 269 § 1 of the Penal Code). Computer sabotage is closely linked to the concept of cyber-terrorism. Cyber-terrorism is a real threat or unlawful attack aimed at an IT system or collected data in order to intimidate or force concessions or expected behavior from state authorities. For such actions to qualify as information terrorism, the attack should cause significant damage or such effects that create a wide-spread sense of fear. According to US cyber-security expert D.E. Denning, 

				
					171  W. Wróbel, [in:] Kodeks karny. Część szczególna, t. II: Komentarz do art. 212–277d, W. Wróbel, A. Zoll (eds.), Warsaw 2017, p. 676.

					172  M. Siwicki, Cyberprzestępczość..., op.cit., pp. 157–158.
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				“cyberterrorism is the converse of cyberspace and terrorism. It refers to illegal attacks and threats, attacks against computers, computer networks and the information stored on them, to intimidate or coerce a govern-ment or society for political or social ends. To qualify as cyber-terrorism, an attack should result in violence against people or property, or at least cause sufficient damage to create fear.”173

				Article 269b of the Penal Code extends the criminalisation of attacks on the security of electronically processed information by providing for criminal liability, according to which “§ 1. Anyone who creates, obtains, transfers or allows access to hardware or software adapted to commit the offences specified under Article 165 § 1 section 4, Article 267 § 2, Article 268a § 1 or § 2 in connection with § 1, Article 269 § 2 or Article 269a, including also computer passwords, access codes or other data enabling access to the information collected in the computer system or telecom-munications network is liable to imprisonment for up to three years.”174 Computer sabotage is a phenomenon consisting in intentional disruption, paralysing the functioning of an ICT system in order to limit or prevent the conduct of management activities of specific state institutions, ele-ments of critical infrastructure and related other systems aimed at en-suring state security.175 Computer sabotage, according to the provisions contained in the Polish Criminal Code, consists in destroying, damaging, deleting or altering information data of particular importance for state defence, security in the communication process, the functioning of e-government. According to Polish legislation, an act with the hallmarks of computer sabotage is punishable by imprisonment of between six months and eight years.176 Computer sabotage is inextricably linked to the con-cept of cyber terrorism and may seem to be its obvious variant. Cyberter-rorism can be defined as a politically or militarily motivated premeditated attack or threat of attack on ICT systems and the data stored therein with the aim of severely damaging or destroying a state’s critical infrastruc-ture. Cyberterrorist activities may also lead to the coercion of specific 

				
					173  D.E. Denning, op.cit., p. 13.

					174  Act of 6 June 1997 Criminal Code (Journal of Laws of 2022, item 1138 as amended).

					175  M. Karolewski, op.cit., pp. 44, 54, 71–79, 81.

					176  Art. 269 c.c.
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				behaviours on the individuals directly affected.177 In addition to malicious activities, cyberterrorism may also include the use of networks to obtain information on planned possible attacks, attract new members, exchange information between terrorist organisations, and promote the views of the organisation. Of course, such a process, in addition to access to the network, requires knowledge of technical aspects and skills in handling computer software. Cyberterrorism, in addition to its virtual effects in the form of paralysis of the organisations it targets, can also have psychologi-cal effects. From the point of view of the ordinary user, it is the fear and anxiety caused by the awareness of the threat of computer sabotage and related cyberterrorism. Cyberterrorism is designed to sow fear, and it is computer sabotage that is the tool for this.178 A particular form of cyber-crime is computer espionage. Computer espionage can be defined as the process of breaking computer security in order to unauthorisedly obtain and copy data that is not available to the public in order to use it later for specific benefits, e.g. financial.179 Special attention should be paid here to economic espionage, which may take the form of computer espionage. It consists in illegal acquisition of information on business activities, which may include in particular:180 personal data concerning the company’s em-ployees, contractors and other customers, information on the company’s technology and so-called know-how. In addition, computer espionage is closely related to the acquisition of information with the rank of state secrets, which may have a significant impact on ensuring state security. The Polish Penal Code defines the concept of computer sabotage in Ar-ticle 130: “§ 1. Anyone who takes part in the activities of a foreign intel-ligence service against the Republic of Poland is liable to imprisonment for between one and 10 years. § 2. Anyone who, while taking part in the activities of a foreign intelligence service, or acting for the benefit thereof, 

				
					177  E. Lichocki, Cyberterroryzm jako nowa forma zagrożeń dla bezpieczeń-stwa, [in:] K. Liedel (ed.), Transsektorowe obszary bezpieczeństwa narodowego, Warsaw 2011, p. 71.

					178  T. Szubrycht, Cyberterroryzm jako nowa forma zagrożenia terrorystycz-nego, “Zeszyty Naukowe Akademii Marynarki Wojennej” 2005, bull. 1, p. 160. Op.cit.

					179  Ibidem, p. 388.

					180  M. Karolewski, op.cit., p. 54.
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				provides it with information, the transfer of which may be detrimental to the Republic of Poland, is liable to imprisonment for a minimum term of three years. § 3. Anyone who, in order to provide a foreign intelligence service with the information specified under § 2, collects or stores in-formation, connects to a computer network in order to obtain it, or de-clares a readiness to work for the benefit of a foreign intelligence service against the Republic of Poland, is liable to imprisonment for between six months and eight years. § 4. Anyone who organises or leads the activities of a foreign intelligence service is liable to imprisonment for a minimum term of five years, or imprisonment for 25 years.” Computer espionage is increasingly common, as a large part of information, such as personal data, company data, state secrets, is increasingly transmitted electroni-cally, making it vulnerable to being the subject of computer espionage.

				The distinguishing feature of the criminal activities in question is their purpose, i.e. to obtain information, cause damage to or destruction of other IT systems and defeat the security features of other computers. Above all, actions against the confidentiality of data and information con-tained in information systems are of great importance.

				Criminal law protection and thus liability also apply to information re-lated to bank operations. Accordingly, when an entity, being obliged to maintain bank secrecy, discloses or uses information constituting bank se-crecy contrary to the statutory authorization, it is subject to a fine of up to PLN 1 million and imprisonment of up to 3 years.181 From the point of view of liability under banking secrecy, the mere unauthorised disclosure of such information is sufficient (it is not necessary to obtain any benefit there-from) to be subject to a cumulative penalty of a fine and imprisonment.

				According to the legal definition stemming from Article 104(1) of the Banking Law, a bank, as well as persons employed by it and persons through whom the bank performs banking activities, are obliged to main-tain banking secrecy, which covers all information concerning a banking 

				
					181  Article 171(5) of the Banking Law of 29 August 1997 (Journal of Laws of 2022, item 2324). The criminal sanction under this provision may be applied both to a person employed by the bank, as well as to a person through whose mediation the bank performs banking activities, in the case where such persons disclose or use protected information contrary to statutory authorisation (Z. Ofi-arski, Prawo bankowe. Komentarz, Warsaw 2013, p. 1083).

				

			

		

	
		
			
				

			

		

		
			
				IV. Cyber liability – selected issues

			

		

		
			
				activity, obtained during negotiations, in the course of concluding and performing the agreement on the basis of which the bank carries out this activity.182 The legislator in Article 104(1) of the Banking Law, in-troduces the principle of maximalism, according to which the material scope of banking secrecy covers all information, apart from the material exceptions set out in Article 104 paragraph 2 of the Banking Law., and the exceptions concerning the provision of certain information to strictly defined entities authorised to do so under the Banking Law., which in turn follows from Article 105 paragraphs 1 and 2 of the Banking Law.183

				
					182  The concept of personal data of a bank’s customer falls within the concept of banking secrecy (judgment of the Supreme Administrative Court of 4 April 2003, II SA 2935/02, LEX No 149859, or judgment of the Supreme Administrative Court of 16 April 2014, I OSK 2339/13, LEX No 1574629). Information relating to a banking activity, which the bank, persons employed by it, as well as persons through whom the bank performs banking activities, are obliged to keep confi-dential, which constitutes banking secrecy, also includes information with regard to the bank’s collateral of receivables related to the banking activity, including per-sonal data of the person providing such collateral or about to provide it (Supreme Court resolution of 23 May 2006, I KZP 4/06, “Orzecznictwo Sądu Najwyższego Izba Karna i Izba Wojskowa” 2006, No. 6, item 54). Article 104(1) of the Banking Law does not specify whether the entities mentioned therein are obliged to main-tain bank secrecy also after the loss of the status specified therein. It also does not specify an end date for the obligation to maintain bank secrecy binding on those entities. It should therefore be concluded that this obligation is of indefinite dura-tion. Adopting a different solution would significantly reduce the effectiveness of the protection of bank secrecy beneficiaries. The above leads to the conclusion that the obligation to maintain bank secrecy is also incumbent on a former employee of the bank, and his breach of the above obligation may justify the bank’s liability for damages. The obligation to maintain bank secrecy constitutes an act entrusted to a bank employee not only for the duration of the employment relationship, but also for the period after its termination. In such a case, there are no obstacles to accepting the bank’s liability for the damage caused by the disclosure of the secrecy by the former employee (judgment of the Supreme Court of 9 February 2010, IV CSK 428/09, LEX No. 585878). On bank secrecy see also: M. Przestrzelski, Po-stępowanie w sprawie wyrażenia zgody na udostępnienie informacji stanowiących tajemnicę bankową, “Prokurator” 2011, No. 3, p. 86.

					183  Judgment of the Provincial Administrative Court of 20 May 2008, I SA/Kr 115/08, LEX No 475534.
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				The subject of banking secrecy is a banking action. According to Ar-ticle 5 of the Banking Law, banking actions are: 1) receiving cash deposits on demand or with the arrival of a marked term, and carrying out the ac-counts of these contributions; 2) conducting other bank accounts; 3) the granting of loans; 4) the provision and confirmation of bank guarantees and the opening and validation of letters of credit; 5) the issuance of bank securities; 6) the conduct of bank accounts; 7) the execution of other activities provided exclusively for the bank in separate statutes. Bank-ing actions shall also include the following activities insofar as they are performed by banks: 1) the provision of monetary loans; 2) checks and bills and operations for which warrants are subject; (3) the provision of payment services and the issuing of electronic money; 4) timely financial operations; 5) the acquisition and disposal of monetary claims; 6) storage of items and securities and making available safe deposit boxes; 7) con-ducting buying-in and selling of foreign exchange values; 8) the provision and confirmation of guarantees; 9) the execution of commissioned activi-ties related to the issue of securities; 10) intermediation in the carrying out of transfers of funds and settlement in exchange of foreign exchange.

				The offence under Article 171(5) of the Banking Law belongs to the catalogue of individual offences. The denominator of the act “who, being obliged to preserve bank secrecy” means that its perpetrator cannot be any entity capable of criminal liability, but only the person who is obliged to maintain bank secrecy.184

				Pursuant to Article 265 § 1 of the Penal Code, an act which consists in disclosing or using, in breach of the provisions of the law,185 classified information with the ‘secret’ and ‘top secret’ clause is subject to penalisa-tion – the penalty in this case is imprisonment for a term of 3 months to 5 years. This offence is universal in nature, and therefore may be commit-

				
					184  J. Majewski, Przestępstwo sprzeniewierzenia się tajemnicy bankowej, “Pa-lestra” 2000, No. 7–8, pp. 15.

					185  Rules for the protection of information the unauthorised disclosure of which would or could cause damage to the Republic of Poland, or would be detri-mental from the point of view of its interests, also in the course of its preparation and regardless of the form and manner of its expression, are set out in the Act of 5 August 2010 on the protection of classified information (Journal of Laws of 2023, item 756) – hereinafter referred to as the a.o.p.c.i.
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				ted by any person who corresponds to the general characteristics of the subject of the offence and discloses information covered by the relevant clause or uses such information in contravention of the statutory pro-visions.186 The perpetrator of the offence specified in Article 265 § 1 of the Penal Code cannot be deemed to be a person who makes classified information available within the limits specified by his rights and obli-gations.187 It should be pointed out that, according to Article 4(1) of the Act on the protection of classified information, such information may be made available only to a person who gives a guarantee of secrecy and only to the extent that is necessary for them to perform their work or service on the position they occupy, or to perform the activities they have been commissioned to perform. From the point of view of the protection of information to which Article 4(1) of the aforementioned Act refers, the material element, determined by the fact that it constitutes information the unauthorised disclosure of which would or could cause damage to the Republic of Poland or would be detrimental from the point of view of its interests, is sufficient. Classified information is therefore protected irrespective of whether the authorised person has seen fit to mark it with the appropriate security classification. Information is classified because of the threats posed by its content or the manner in which it was obtained, and not as a consequence of its classification.188 Classified information is classified as “secret” and “top secret” when its unauthorised disclosure will cause “serious” or “extremely serious” harm to the Republic of Poland, respectively. Therefore, the criminal offence under Article 265 § 1 of the Penal Code will be the disclosure or use, contrary to the provisions of the AIA, of such information when its unauthorised disclosure causes ‘serious’ or “exceptionally serious” damage to the Republic of Poland. It should be emphasised that unauthorised disclosure of information, due to its con-tent, is in fact intended to cause qualified damage from the point of view 

				
					186  Resolution of the Supreme Court of 26 March 2009, I KZP 35/08, “Su-preme Court Jurisprudence Criminal and Military Chamber” 2009, No. 5, item 33.

					187  Judgment of the Supreme Court of 8 March 2007, I KZP 30/06, “Orzecz-nictwo Sądu Najwyższego Izba Karna i Izba Wojskowa” 2007, No. 4, item 32.

					188  Judgment of the Provincial Administrative Court of 4 March 2014, II SA/Kr 42/14, LEX No 1443528.
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				of the interests of the Republic of Poland specified in Article 5(1)-(2) of the Act on the protection of classified information – such unauthorised disclosure of information which is merely likely to cause damage is not subject to criminalisation (on the basis of Article 265 § 1 of the Penal Code). The legislator has provided only for imprisonment for these of-fences, which is supposed to have, inter alia, a deterrent effect.

				The qualified form of the offence under Article 265 § 1 of the Penal Code is the disclosure of classified information with the “secret” and “top secret” clause to a person acting for or on behalf of a foreign entity. This offence, pursuant to Article 265 § 2 of the Penal Code, is punishable by im-prisonment from six months to eight years. The unintentional type of the prohibited act under Article 265 § 1 of the Penal Code has been defined by the criminal legislator in Article 265 § 3 of the Penal Code. It follows from this provision that whoever unintentionally discloses classified information with the “secret” and “top secret” clause, with which they are acquainted in connection with the performance of a public function or an authorisation received, shall be subject to a fine, the penalty of restriction of liberty or imprisonment of up to one year. The penal sanctions are lower than those provided for the intentional nature of the offence (the legislator provided for a fine and restriction of liberty in addition to imprisonment). The un-intentional type of the act concerns only the possession of knowledge re-garding the content of classified information with the classification “secret” and “top secret” acquired in connection with the performance of a public function or an authorisation obtained. A fine, restriction of freedom or imprisonment of up to two years shall be imposed, pursuant to Article 266 § 1 of the Penal Code, on anyone who, contrary to statutory provisions or to an obligation assumed by them, discloses or makes use of information which they are acquainted with in connection with their function, public, social, economic or scientific activity, or work.189 In the case of the offence under Article 266 § 1 of the Penal Code, the generic object of protection is the discretion of information and, in turn, the direct object of protection is the right to keep certain information secret. The obligation to maintain discretion, which rests on the depositary of information, may be dictated 

				
					189 Cf also: E. Jarzęcka-Siwik, Ograniczenie dostępu do informacji publicznej o przebiegu postępowania karnego, “Prokuratura i Prawo” 2005, No. 3, p. 84.
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				by the need to protect a significant private interest, the relationship of trust linking the holder of information with its depositary, as well as the need to protect the proper exercise of certain professions or the conduct of certain activities, where a relationship of trust is ascribed significant importance.190 The offence under Art. 266 § 1 of the Penal Code is a strictly motion-based offence, and therefore a request of the victim for prosecution is a condition for the initiation or continuation of proceedings. The lack of such a motion (coming from an entitled person) prevents the proceedings.191

				It should be pointed out that the use of information referred to in Ar-ticle 266 § 1 of the Penal Code is any action taken by the perpetrator and for which knowledge of the information was the basic impulse to take specific actions aimed at gaining benefits for oneself or for another entity. The use of information may be described as a situation where the perpetrator, after becoming aware of it, has taken specific decisions, actions or activities.192 A criminal offence under Art. 266 § 1 of the Penal Code involves both the disclosure and the use of information which a person has become ac-quainted with in connection with his function, public, social, economic or scientific activity, as well as his work, and this disclosure or use of informa-tion is contrary to statutory provisions or an assumed obligation.

				In the case of a public official who discloses to an unauthorised per-son classified information with the “restricted” or “confidential” clause, or information obtained in connection with the performance of official duties, and the disclosure of which may expose a legally protected inter-est to harm, they are subject to imprisonment for up to three years, as provided for in Article 266 § 2 of the Penal Code. The qualified type of offence refers to a public officer disclosing information having the status of classified information with the “restricted” and “confidential” clause. In the case of the offence conferred by Art. 266 § 2 of the Penal Code, this involves classified information the unauthorised disclosure of which may also have a detrimental impact on the performance by public authorities 

				
					190  Decision of the Supreme Court of 21 March 2013, III p.c. 267/12, LEX no. 1341622.

					191  Decision of the Supreme Court of 8 March 2012, V p.c. 440/11, LEX no. 1674134.

					192  Judgment of the Court of Appeal in Białystok of 12 February 2013, II AKa 2/13, LEX No 1294723.
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				or other entities of tasks concerning national defence, public security, foreign policy, observance of the rights and freedoms of citizens, the ad-ministration of justice, or the economic interests of the Polish State.

				The legislator in Article 267 of the Criminal Code penalises: gaining access to information that is not intended for a given person, by opening a closed letter, connecting to a telecommunication network or breaking or bypassing its electronic, magnetic, IT or other protection, which is done without authorisation;193 gaining unauthorized access to the whole or part of a computer system; setting up or using an eavesdropping or visual device or other device or software with the aim of obtaining infor-mation to which one is not authorised; disclosing information obtained in the above manner to another person. The punishment provided for this type of offence is a fine, restriction of liberty or imprisonment for up to two years. A crime under Art. 267 of the Penal Code is prosecuted at the request of the victim. From the point of view of the existence of an offence under: art. 267 § 1 of the Penal Code – the mere illegal acquisi-tion of access to information (without the necessity to become acquainted with its content) is sufficient; under Art. 267 § 2 of the Penal Code – the mere illegal gaining of access to the whole or part of an information sys-tem (without the necessity of taking specific actions using it) is sufficient.

				Pursuant to Article 268 of the Penal Code, unlawful destruction, dam-aging, deleting or altering of a record of important information (by an un-authorised person), or otherwise preventing or substantially impeding an authorised person from learning about such information, is punishable by a fine, restriction of liberty or imprisonment of up to two years. If the above-mentioned criminal offence relates to a record on a computer data carrier, the perpetrator shall be subject only to imprisonment, the upper limit of which is three years. If significant property damage is caused by committing these offences, the perpetrator shall be subject to imprison-ment for a term of between three months and five years. The types of of-

				
					193  The essence of the offence under Article 267 § 1 of the Penal Code is the obtaining of discretionary information which is not intended for the perpetrator (Supreme Court judgment of 24 March 2004, IV p.c. 46/04, LEX no. 109831). The construction of Article 267 § 1 of the Penal Code does not take into account the dangers of organised crime (P. Janas, Przestępstwo hackingu, “Prokuratura i Prawo” 2009, No. 10, p. 33).
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				fences under Article 268 of the Penal Code are of a motion-based nature, so they are prosecuted at the request of the victim. It is not possible to find in the perpetrator’s action elements concerning “thwarting” the authorised subject’s familiarisation with the information, understood as completely preventing this person from understanding the meaning of the information record, nor can it be concluded that their action is identical to the causative action provided for in Article 268 § 1 of the Code of Criminal Procedure, which consists in significantly hindering the authorised person from famil-iarising themself with the information.194

				According to Article 268a of the Penal Code, a person who, without being authorised to do so, destroys, damages, deletes, as well as alters or hinders access to computer data or significantly interferes with or pre-vents automatic processing, collection or transfer of such data, shall be subject to a penalty of imprisonment of up to three years. If, in the case of this offence, the perpetrator causes significant property damage, they shall be subject to imprisonment for a term of three months to five years. These crimes are prosecuted at the request of the injured party.195 The subject of the offence is IT data, and the qualified dimension of this of-fence determines the infliction of substantial property damage. These are offences against electronic security.

				In turn, according to Article 269 of the Penal Code, a person who de-stroys, damages, deletes or alters computer data of special importance for state defence, security of communication, functioning of the government 

				
					194  Decision of the Supreme Court of 29 September 2009, WK 15/09, “Orzecznictwo Sądu Najwyższego w sprawach Karnych” 2009, No. 1, item 1903. If the accused can only be charged with having inadvertently (in the form of negligence) obstructed his or her higher superiors from familiarising themselves with the complaints of the subsidiary auxiliary prosecutor, this does not consti-tute exhaustion of the elements of the offence specified in Article 268 § 1 of the Criminal Code (Supreme Court judgment of 14 May 2009, WA 13/09, “Orzecz-nictwo Sądu Najwyższego w Sprawach Karnych” 2009, No. 1, item 1131).

					195  At the stage of sending a specific document, despite the technical possi-bility of its falsification, any interference with its content will not be perceived as material falsification of a document referred to in Article 270 § 1 of the Penal Code, but as doing damage to the database (Article 268a § 1 of the Penal Code) or as computer sabotage (Article 269 § 1 of the Penal Code) (P. Ochman, Spór o pojęcie dokumentu w prawie karnym, “Prokuratura i Prawo” 2009, No. 1, pp. 34–35).
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				administration, as well as of another state authority or local government, or who interferes with or prevents automatic processing, collection or transfer of such data, shall be subject to a punishment of six months to eight years imprisonment. The same punishment shall be imposed on a perpetrator who commits the above mentioned criminal offence by de-stroying or replacing a computer data carrier or destroying or damaging a device used for automatic processing, collection or transfer of computer data. On the basis of Article 269 of the Penal Code, the legislator points to the direct relationship between electronic security and defence, commu-nication security, proper functioning of public administration. Electronic security in this case is jeopardised by destroying, damaging, deleting or altering IT data, disrupting or preventing the automatic processing, col-lection or transmission of such data, whereby these IT data must, at the same time, be of particular importance from the point of view of defence, communication security or the functioning of public administration.

				An offence against the protection of information under Article 269a of the Penal Code also constitutes interference with the operation of a com-puter system or an ICT network to a significant extent, by transmission, destruction, deletion, damage, obstruction of access to or alteration of IT data by an unauthorised person. The threat of punishment for this offence is imprisonment from three months to five years. Article 269a of the Penal Code criminalises the alteration of IT data to a significant degree interfering with the operation of a computer system or an ICT network, which refers to the degree of interference with the operation of a computer system or an ICT network.196

				5.2. Digital content crimes

				The publishing domain has undergone a significant transformation in the computer and Internet age. Thanks to the availability of networks and ICT systems, virtually anyone can make information about their pri-vate life, current events and opinions publicly available. Users can blog or publish private content on social networking sites. What has become 

				
					196  A. Kiedrowicz-Wywiał, Pharming i jego penalizacja, “Prokuratura i Pra-wo” 2011, No. 6, p. 29.
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				a particularly dangerous phenomenon in the 21st century is the use of the Internet for disseminating pornography, for stalking, which mainly boils down to sending offensive and degrading messages both via private com-munication channels (e.g. e-mail) and public channels (e.g. chat rooms and newsgroups), denigration e.g. by providing false and derogatory in-formation about another person.197 Other types of information content crime include electronic aggression, computer fraud, and the promotion of racial and xenophobic hatred. The feature that all information content crimes have in common is the reference to a specific modus operandi of the perpetrator, involving the widespread dissemination or presenta-tion on computer networks and systems of information that is prohibited by law. Such offences include, for example, those involving widespread psychological abuse and strong influence on people’s emotions, with the aim of, for example, sexual arousal, humiliation, or intended to convince them of the offender’s views. Stalking can therefore be defined as behav-iour that maliciously and repetitively invades the privacy of the person concerned in such a way that the stalker annoys or stalks the person con-cerned, creating situations that threaten the safety of that person.198 Stalk-ing as a cyberstalking phenomenon mainly manifests itself in:

				constant, intrusive and persistent solicitation by sending e-mails, SMS and MMS messages;

				providing the victim’s real details in online advertisements, often with sexual content;

				publicising the victim’s image in such a way that it damages their good name.

				The problem of this phenomenon is all the greater because it is virtually impossible to detect a perpetrator who stalks in a skilful manner. Polish law does not provide for criminal regulations concerning stalking. Victims of this crime may enforce their rights in civil proceedings. However, look-ing at the increasingly common phenomenon that stalking is becoming, further regulations should be adopted already in criminal law. The provi-sions of the Civil Code concerning the violation of home or right to privacy 

				
					197  M. Mozgawa (ed.), Przestępstwo zgwałcenia, Warsaw 2012, p. 170.

					198  K. Chałubińska-Jentkiewicz, M. Karpiuk, Prawo nowych..., op.cit., p. 409.
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				may not be sufficient in this case.199 On the other hand, only a person who commits an act prohibited by the law in force at the time when it is com-mitted is subject to criminal liability, while the perpetrator of a prohibited act does not commit an offence if guilt cannot be attributed to them at the time of the act, as provided for in Article 1 of the Penal Code. Pursuant to the principle of “nullum crimen sine lege,” only the perpetrator of an act prohibited by a statute may be held criminally liable; however, this does not mean that such a statute will contain a description of every possible behav-iour which exhausts the elements of the act. Therefore, it is not permissible to put an equal sign between the wording “act” used by Article 1 § 1 of the Criminal Code and the necessity to create a complete statutory catalogue of behaviours which define individual causative actions realising the elements of types of prohibited acts.200 The definition of “act” in Article 1 § 1 of the Criminal Code is not a complete catalogue.

				The protection of personal data is a sphere that has also been consid-ered so important by the legislator that it has decided to secure it through criminal sanctions.201 Personal data, as information concerning an iden-tified or identifiable natural person, must therefore be duly protected. The legislator, on the basis of the now-defunct Act on the protection of personal data, stipulated that acting on (dealing with) the data – without authorisation – may be subject to criminal liability. All crimes committed against users of ICT networks more or less concern the users’ personal data. The theft of this data is now equivalent to the theft of the user’s identity. Regardless of whether personal data has been obtained legally or through malicious acts, it is one of the most protected assets posted online. Personal data theft, or identity theft, is the entirety of the actions taken to obtain real data of real persons, in an illegal manner, in order to process it further and gain a specific benefit from it.202 The difficulty in identity theft lies in proving it. Like any cyber-crime, without a proper investigative trail, proving the existence of such a crime is very difficult, 

				
					199  Art. 23, Art. 24 of the Civil Code.

					200  Decision of the Supreme Court of 29 July 2009, I KSP 8/09, “Orzecznic-two Sądu Najwyższy Izba Karna i Izba Wojskowa” 2009, No. 8, item 61.

					201  Criminal sanctions were contained in the Act on the protection of per-sonal data in Chapter 8 “Criminal provisions.”

					202  A. Lach, Kradzież tożsamości, “Prokuratura i Prawo” 2012, No. 3, p. 29.
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				and in some cases even impossible.203 The Polish legislator has included regulations on identity theft in Article 190a of the Criminal Code:

				§ 1. Anyone who, through the persistent harassment of another person or another person’s next of kin, creates a justified sense of danger or significantly violates the person’s privacy, is subject to imprison-ment for up to three years.

				§ 2. Anyone who pretends to be another person and uses their image or other personal data in order to cause property or personal dam-age is liable to the same penalty.

				§ 3. If the act specified in §§ 1 or 2 results in a suicide attempt of the person, the offender is liable to imprisonment from one to 10 years.

				§ 4. The prosecution of the offence specified in §§ 1 or 2 takes place at the motion of the aggrieved party.

				This article indicates that a person who pretends to be another person by having their data obtained in an unauthorised manner is subject to liability. The problem of identity theft and personal data theft is also cov-ered by the responsibility for creating and using a fictitious identity. The law does not regulate the case of using a fictitious identity. The Internet offers such an opportunity as the creation of a virtual identity. It is enough to create a fictitious Facebook account and enjoy the so-called “Internet trolling” consisting in posting rubbish comments to general discussions and gaining certain benefits by doing so, but most often these activi-ties are just plain entertainment. Disseminating untrue information on the Internet can very easily contribute to humiliating and offending the individual against whom the claims are directed. Such a person can eas-ily lose their image by having their authority undermined. Privacy is the highest value that should be protected online, at the same time, measures to exclude threats or to oppose online crime require certain limitations also with regard to privacy.204 It is accepted that freedom of expression does not guarantee us the freedom to express our views and opinions out loud without the risk of offending someone with our words or actions. However, the setting of the boundaries of freedom of expression is very difficult, as it is important to remember not to violate this freedom. In 

				
					203  K. Chałubińska-Jentkiewicz, M. Karpiuk, Prawo nowych..., op.cit., p. 382.

					204  Ibidem, p. 357.
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				Polish legislation, this is mentioned in Article 212 of the Penal Code. It provides for criminal liability for slandering another person, a group of persons, an institution, a business entity or an organisational unit with-out the status of a business entity of such conduct or characteristics that could bring them into disrepute in the general public opinion or expose it to the loss of confidence needed to maintain a given position. Defama-tion is an intentional offence, which may be committed with direct as well as alternative intent. Such an offence may only be committed by acting.

				The protection of minors from inappropriate content, and in particu-lar from sexually-oriented content found on the Internet, has long been the subject of numerous legal regulations at international and national level. The intensive development of legislation on this subject dates back to the end of the 20th century. Until then, pornography of minors and re-lated paedophilia carried out via the Internet had been dealt with in the same way as acts of the same nature committed in reality. However, these regulations did not fully meet the challenge posed by underage pornogra-phy and paedophilia spread through the Internet. The main acts touching on this issue are:

				Convention on the Rights of the Child, adopted by the United Nations General Assembly on 20 November 1989, ratified by the President of Poland by virtue of the Act of 21 September 1990 on the Ratification of the Convention on the Rights of the Child, adopted by the United Nations General Assembly on 20 November 1989.205

				Council of Europe Convention on Cybercrime, drawn up in Bu-dapest on 23 November 2001.206

				Criminal Code Act of 6 June 1997.207

				According to the Convention on the Rights of the Child and the regu-lations contained in Article 34:

				States Parties undertake to protect the child from all forms of sexual exploitation and sexual abuse. For these purposes, States Parties shall in 

				
					205  (Journal of Laws of 1991, No. 16, item 71).

					206  Act on the ratification of the Council of Europe Convention on Cyber-crime, drawn up in Budapest on 23 November 2001 of 12 September 2014 (Jour-nal of Laws of 2014, item 1514).

					207  (Journal of Laws consolidated text of 2022, item 1138, as amended).
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				particular take all appropriate national, bilateral and multilateral mea-sures to prevent:

				(a) The inducement or coercion of a child to engage in any unlawful sexual activity;

				(b) The exploitative use of children in prostitution or other unlawful sexual practices;

				(c) The exploitative use of children in pornographic performances and materials.

				This Convention provides the basis for the creation of other regula-tions on juvenile pornography and related paedophilia. Further regula-tions already more strongly specified in terms of cybercrime are set out in the Council of Europe Convention on Cybercrime, drawn up in Budapest on 23 November 2001. In Article 9, the Convention provides a kind of definition of what is considered pornographic material placed in network resources. According to the Convention, “child pornography” is porno-graphic material which visibly depicts:208

				minor engaged in sexually explicit conduct;

				person appearing to be a minor engaged in sexually explicit con-duct;

				realistic images representing a minor engaged in sexually explicit conduct.

				The Convention forms the basis of the Polish legal regulations in this area, which are contained in the Criminal Code, in particular in Article 202, which recognises as child pornography such manifestations as:

				public display of pornographic material in such a manner that it is imposed upon a person against their wish;

				presenting pornographic material to a minor under the age of 15, or making available items of this nature to them, or distribut-ing pornographic material in the way allowing them to become familiar with such material;

				who, with the aim of distribution, produces, preserves, imports, stores or possesses, distributes or propagates pornographic ma-

				
					208  K. Badźmirowska-Masłowska, Ochrona małoletnich w środowisku me-diów audiowizualnych, Internetu i innych usług on-line przed współczesnymi zagrożeniami w świetle dokumentów Rady Europy. Wybrane aspekty prawne, “Journal of Modern Science” 2013, No. 1, pp. 88–89.
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				terial with the participation of a minor, or pornographic material associated with the use of violence or the use of an animal;

				who preserves pornographic material with the participation of a minor under the age of 15;

				who imports, stores or possesses pornographic material with the participation of a minor under the age of 15;

				who produces, distributes, presents, stores or possesses porno-graphic material presenting a produced or processed image of a minor involved in a sexual act.

				Polish law protects children both from pornographic content being made available to them and from being used to produce such material. The Polish concept of “child pornography” has been extended to include produced graphic and audiovisual material depicting minors and their image in the course of sexual activities. In addition to pornographic con-tent, minors are at risk of “meeting” a paedophile using a false identity in chat rooms or social networking activities. The problem of detecting such behaviour is the subject of ongoing research and numerous disputes and controversies. Monitoring users of social forums or chat rooms is a kind of violation of the right to privacy and data integrity. On the other hand, protecting minors from meeting such a person seems to be a priority. Consideration should be given to how to protect minors from this type of content from the very beginning of their Internet use.

				Attempts to strictly define the concept of child pornography have been made both by criminal law dogmatists and have also been the sub-ject of interest from international organisations. Just as problematic as defining the term pornography is the determination of what should be considered child pornography.209 An attempt to define the term child por-nography has been made by the previously discussed CoE Convention on Cybercrime, according to which the term ‘child pornography’ includes pornographic material that visibly depicts:

				a minor engaged in sexually explicit conduct;

				a person appearing to be a minor engaged in sexually explicit conduct;

				
					209  Cf. J. Warylewski, [in:] Kodeks karny. Część szczególna. Komentarz do artykułów 117–221, A. Wąsek, R. Zawłocki (eds.), Vol. I, Warsaw 2010, p. 1104.
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				realistic images representing a minor engaged in sexually explicit conduct.

				A minor is considered to be any child under the age of 18. The amend-ment to the Criminal Code Act on 4 April 2014210 proposed changes to systematise certain provisions related to pornography so as to ensure the identity of the object of their protection, to develop the description of the purpose of the perpetrator of the offence and to modify the sanctions for pornography offences.

				According to Article 202 § 1 of the Criminal Code, whoever publicly presents pornographic content in such a way that it may impose its recep-tion on a person who does not wishes, shall be subject to a fine, restric-tion of liberty or imprisonment of up to one year. Pursuant to Article 202 § 2, whoever presents pornographic content to a minor under 15 years of age or makes available to them items of such nature shall be subject to a fine, the penalty of restriction of liberty or deprivation of liberty for up to two years.

				Pornographic content is that which is inherent in an informational message in material or dematerialised form and is characterised by the fact that it depicts in any form authentic or merely imagined manifesta-tions of human sexual life in a dimension limited to physiological func-tions. The informational message may be recorded (fixed), e.g. in the form of a film, photographs, a book, an audio recording, or not (live shows, a lecture).211

				The object of protection of Article 202 of the Criminal Code with regard to minors is the sexual freedom of a child, in the broad sense of the term, who, due to their age, is not able to dispose of this freedom in a rational manner. The harmful influence of pornography on children is a fact and is not subject to discussion in this respect. Some authors take the view that this provision also protects morals, as allowing a minor to become acquainted with pornographic content contradicts the set of morals concerning the model of raising children in our socio-culturalformation.212

				
					210  Act of 4 April 2014 amending the Act – Criminal Code and some other acts (Journal of Laws of 2014, item 538).

					211  J. Warylewski, op.cit., p. 1109.

					212  P. Kozłowska, M. Kucharska, Prawnokarne aspekty rozpowszechniania 
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				The 2005 amendment further amended § 3 and 4 and added § 4a. The amendment to § 3 consisted in enriching the catalogue of executive acts undertaken for the purpose of dissemination, by adding “storage or possession.” A separate act, in the form of perpetuation of pornographic content, was singled out and the aforementioned § 4a was added, which punished importing, storing, possessing pornographic content, involving children under 15 years of age.

				In 2008, § 4b was introduced, which criminalised the production, dis-tribution, presentation, storage or possession of pornographic content which depicted a produced or processed image of a minor who partici-pates in sexual activity. Article 202 § 2 of the Criminal Code provides for the criminal law protection of minors, by prohibiting the presentation of pornographic content or making available objects that have the character of disseminating pornographic content to a child under 15 years of age. This consists in making available to a minor books, magazines, discs re-lated to pornography. In order to fulfil the elements of the act specified in § 2, it is irrelevant whether the minor has familiarized themself with the content (contents) of the objects made available to them, it is sufficient that the making available itself has occurred.213

				Another issue related to the content of information is the phenom-enon of grooming. Grooming is commonly understood as the seduction of children.214 Grooming is an action taken by adults with the aim of gain-ing the trust of a child and then exploiting the minor sexually. Sexual ex-ploitation also includes soliciting a child for prostitution or participating in child pornography. The most common form of exploitation is via the Internet – seducing children by pretending to be minors in forums, chat rooms or by creating fictitious profiles on social networks and thus es-tablishing contact with a potential victim. The Penal Code deals with this in Chapter XXV and provides for criminal liability for online grooming of minors. However, the mere establishment of contact between an adult and a child (if it is the child who knows who they are actually writing to) 

				
					pornografii (analiza dogmatyczna i praktyczna ścigania), “Prokuratura i Prawo” 2002, No. 3, p. 36.

					213  J. Mierzwińska-Lorencka, Karnoprawna ochrona dziecka przed wykorzy-staniem seksualnym, Warsaw 2012, p. 76.

					214  Ibidem, p. 31.
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				without sexual allusions and aimed solely at conversation, without pro-voking an encounter with a minor, is not prohibited. The aim of grooming is to ‘’seduce children‘’ online, i.e. to establish an acquaintance with the aim of sexually exploiting a minor. Article 200 of the Penal Code pro-vides the basis for prosecuting persons committing behaviour related to sexual intercourse with a minor. The provision provides for two types of criminal acts. § 1 refers to a perpetrator who, in order to commit certain offences against sexual freedom and decency, through an ICT system or a tele-communication network, establishes contact with a minor under 15 years of age, aiming, by means of misleading them, taking advantage of a mistake or inability to properly understand the situation or using an un-lawful threat, to meet them. § 2 states that the perpetrator, by means of an information and communication system or telecommunication network, proposes sexual intercourse, submission to or performance of another sexual act to a minor under 15 years of age, or participation in the pro-duction or recording of pornographic content, and aims at its realisation. Actions aimed at seducing a child are considered to be:

				misleading the child, even if only as to the age and true identity of the adult;

				taking advantage of a mistake to establish a relationship with the child and to inspire trust;

				lack of the child’s reasonable understanding of the situation;

				using unlawful threats or blackmail against a child, for example by taking advantage of a child’s previous confidences about their private life.

				An act that demonstrates the danger a child may be in is an offer to meet a child. This is punishable by a term of imprisonment of up to three years if all the statutory conditions are met. The mere proposal to meet a child is punishable, regardless of whether the meeting takes place – what matters is the aim of the perpetrator, i.e. the desire to exploit the child, and the means to this end – lies, misrepresentation or blackmail. The easiest way to prove grooming is a proposal made directly by the perpetrator. The proposal must involve sexual intercourse, submission to or performance of another sexual act or participation in the produc-tion or recording of pornographic content, contained in the content of electronic correspondence with the child. The proposal and setting of 
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				a date, place of meeting or solicitation of such a meeting leave no doubt as to the intentions of the adult. The sanction for such behaviour is a fine, restriction of liberty or imprisonment of up to two years.

				5.3. Crimes related to the instrumental use of ICT networks and systems against property

				By using ICT systems and networks, crimes can be committed against, for example, document reliability, public security, as well as many others. The most common crime using new technologies is computer fraud. J. Clough describes the types of crime committed using new technologies and divides them into:

				(a) illegal online transactions, the offering of non-existent goods and services or the extortion of various types of benefits using stolen, lost or even counterfeit payment cards. This type of crime can also include the sending of software that impersonates security applica-tions on a computer and displays false information about security flaws on the computer, and offering fake software to fix all the flaws, which of course does not happen in the end;

				b) sophisticated payment systems, offering paid access to non-exis-tent or in fact free websites and other electronic services. The most common example is “free sites” where, after registering and “read-ing the terms and conditions,” one actually signs a contract for the provision of paid Internet services;

				(c) electronic fund transfer crime, which involves intercepting the login details of an online bank account in order to drain all the money we have in it;

				(d) investment fraud, the creation of fictitious websites offering the possibility of profit from a fictitious investment;

				e) Identity theft, the use of someone else’s personal data to commit, for example, investment fraud.215

				The Internet provides access to a huge number of potential victims, which gives cybercriminals enormous room for manoeuvre and allows them to choose their victims, if only by the size of their assets. In ad-

				
					215  J. Clough, Principles of Cybercrime, Cambridge 2010, pp. 183–199.
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				dition, e-commerce is already so developed that it covers most of the industry. Polish legislation regulates the crime of fraud under Article 286 of the Criminal Code. It points out that this crime consists mainly in the use of falsehood or a causative factor, which is ultimately intended to lead the victim to make an unfavourable financial decision.

				Computer fraud is related to the relationship between a person and electronic devices and occurs when the perpetrator affects technical pro-cesses related to automatic data processing.216 Fraud is a universal offence, so it can be committed by anyone with the capacity to incur criminal li-ability, i.e. over the age of 17, and it is also material in nature. The object of fraud is the person defrauded and the property that the perpetrator ob-tains. Property as an object of fraud includes, for example, electronically provided services such as hosting, social network operators, etc. It rep-resents some value to the person defrauded. Computer fraud is defined in Article 287 of the Criminal Code: § 1. Anyone who, in order to achieve material benefits or to inflict damage upon another person, affects the au-tomatic processing, collection or transmission of data, or changes, deletes or introduces new entries, without being authorised to do so, is liable to imprisonment for between three months and five years. § 2. If the act is of less significance, the offender is liable to a fine, the restriction of liberty or imprisonment for up to one year. § 3. If the offence is committed against a next of kin, the prosecution takes place at the motion of the aggrieved party. Thus, computer fraud can be described as an illegal act by which an offender interferes with computer records of information; in addition, computer fraud does not have to have actual effects in order to be clas-sified as a cybercrime.217 Computer fraud is perhaps the most popular form of cybercrime and is used literally as a test of a hacker’s capabilities; it does not have to have specific effects, it is sufficient that it occurs.218 One of the more popular types of computer fraud is pharming and on-line piracy. Pharming is an advanced form of computer fraud involving the phishing of user data, particularly login details for banking services. The essence of pharming is to redirect the user to a deceptively similar 

				
					216  K. Chałubińska-Jentkiewicz, M. Karpiuk, Prawo nowych..., op.cit., p. 383.

					217  A. Lach, Kradzież tożsamości, “Prokuratura i Prawo” 2012, No. 3, p. 5.

					218  M. Karolewski, op.cit., pp. 59, 87–88; F. Radoniewicz, Odpowiedzialność karna za hacking, Warsaw 2016.
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				website of the service provider against which the criminal wishes to trick the user’s login details. The most common example of such an activity is phishing for banking services. The user receives a message confusingly similar to those sent by their bank, with a request to log into the system and a link to a fake login page. When the user follows the address pro-vided and logs into the fake service page, the criminal obtains the login details of the banking system used. Internet piracy works on a similar principle but is directed more towards an act of unfair competition by impersonating a well-known Internet domain.219 In addition to computer fraud, computer forgery should also be mentioned. This term, which re-fers to cybercrime, involves the alteration or falsification of documents in electronic form with the help of specially adapted devices.220 Computer forgery is more common the more documents or official and commercial matters are processed or concluded electronically. For this reason, two main currents of computer forgery can be distinguished: computer docu-ment forgery – a computer or appropriate software is used to make unau-thorised changes to documents; electronic document forgery – making changes to already existing documents themselves, saved in electronic form, e.g. land and mortgage registers. Computer forgery is not separately regulated by the Polish legislator, it generally falls under the category of forgery in the provisions of the Criminal Code.221

				According to Article 115 § 4 of the Penal Code, “material or personal benefit is a benefit for the person him or herself, or a third party.” The Supreme Court in its judgment of 10 March 2004222 wrote that “material benefit within the meaning of Article 286 § 1 of the Penal Code is un-doubtedly a broader concept than misappropriation, seizure of property, which is the aim of the perpetrator’s action. Therefore, in order to realise the element of acting with the aim of achieving a pecuniary benefit, the perpetrator does not have to aim at appropriating the property constitut-ing the object of fraudulent endeavours, it is sufficient that they intend to achieve a pecuniary benefit resulting from the unfavourable disposition 

				
					219  K. Chałubińska-Jentkiewicz, M. Karpiuk, Prawo nowych..., op.cit., p. 383.

					220  M. Karolewski, op.cit., p. 85.

					221  K. Chałubińska-Jentkiewicz, M. Karpiuk, Prawo nowych..., op.cit., pp. 384––385.

					222  II PC 381/03, “Prokuratura i Prawo” 2004, No. 7–8, pp. 3.
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				of the property by the person or other entity misled.” In the case of the fraud referred to in Article 286 of the Code of Criminal Procedure, the subject matter requires:

				misleading, taking advantage of a mistake or inability to properly understand the intended action of the victim;

				leading by these means another person to a disadvantageous dis-posal of property (which is a necessary condition for the offence under Article 286 § 1 of the Penal Code).223

				The next characteristic of the offence of fraud is “causing another per-son to unfavourably dispose of their property.” This is fraud as defined in Article 286 § 1 of the Criminal Code. The effect of the crime of fraud does not actually include the achievement of a pecuniary benefit by the perpetrator as a result of the unfavourable disposition of property.224 The application of this provision also requires knowledge of the identity of the person who is being misled and the person who disposes of the property. However, it is not required to know the identity between the person who disposes of the property and the victim. The offence of fraud as defined in Article 286 § 1 of the Criminal Code is an intentional offence, included in the so-called intentional variety of directional offences. The law re-quires that the perpetrator’s conduct be directed towards a specific goal, which in the case of fraud is the achievement of a pecuniary benefit. The offender, when taking action, must have an idea of the desired situation for him, which is to be the result of his conduct.225 Another provision mentioning the offence of fraud is Article 287 of the Penal Code, which describes a situation where the perpetrator, with the intention of gaining a material benefit or causing damage to another person, will directly af-fect technical devices or processes related to automatic data processing. The construction of the offence of computer fraud provided for in Article 287 § 1 of the Criminal Code makes it possible to distinguish six possible types of criminal activity:

				
					223  T. Oczkowski, [in:] Kodeks karny. Komentarz, R.A. Stefański (ed.), War-saw 2023/Legalis.

					224  Cf. judgment of the Supreme Court of 27 March 2013, III p.c. 354/07, “Orzecznictwo Sądu Najwyższego Izba Karna i Izba Wojskowa” 2008, item 1102.

					225  Judgment of the Supreme Court of 14 January 2004, IV p.c. 192/03, “Prokuratura i Prawo” 2004, No. 9, item 5.
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				affecting the automatic processing of IT data; 

				affecting the automatic collection of computer data; 

				affecting the automatic transmission of IT data; 

				changing IT data records;

				deleting records of IT data;

				introducing new IT data.226

				The last type of offences related to the instrumental use of ICT net-works and systems are offences against property related to the infringe-ment of copyright and related rights. Increasing technological progress gives us the possibility to make a perfect copy of a work in a quick and trouble-free way, which will be of exactly the same value and quality. A digital copy, unlike an analogue copy, is identical to the original, with-out any deterioration. The cost of making such a copy also differs signifi-cantly from the analogue version, as it is much lower, so the possibility of reproduction increases. Furthermore, the Internet makes it much easier for criminals to upload and download a work in seconds from anywhere and usually at no cost. An electronic work cannot be stolen, but it can be unlawfully copied, reproduced, fixed, distributed, infringing someone else’s copyright. This is regulated by the Act on copyright and related rights in Articles 116 and 117,227 defining this as a theft of intellectual property. It should be made clear at this point that the term “intellectual property” does not have a legal definition in the Polish legislation.228 Ac-cording to Article 116(1) of the Act: “Whoever, without authorisation or in violation of its conditions, distributes someone else’s work in the original version or in the form of a development, artistic performance, phonogram, videogram or broadcast shall be subject to a fine, the penalty of restriction of liberty or the penalty of deprivation of liberty for up to three years.”

				Those who do not comply with the rules of lawful use of works post-ed online are subject to criminal liability. Pursuant to Article 115 of the Copyright Act, a person who attributes the authorship of a work to them-self or provides false information thereon is liable. A person using anoth-

				
					226  M. Siwicki, Cyberprzestępczość..., op.cit., pp. 253–254.

					227  Act of 4 February 1994 on copyright and related rights (Journal of Laws consolidated text of 2022, item 2509).

					228  K. Chałubińska-Jentkiewicz, M. Karpiuk, Prawo..., op.cit., p. 179.
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				er person’s intellectual creation or work in the event of using that person’s work is obliged to provide the authorship of that person, otherwise they will be subject to a fine, restriction of freedom or imprisonment for up to two years.229 Pursuant to Article 116 of the Copyright Act, whoever, with-out authorisation or contrary to its terms, distributes another person’s work in its original version or in the form of an adaptation, an artistic performance, a phonogram, a videogram or a broadcast, shall be subject to a fine, the penalty of restriction of liberty or the penalty of depriva-tion of liberty for up to two years, and if the perpetrator commits the act specified in item 1, in order to obtain a financial benefit, shall be subject to a fine, the penalty of restriction of liberty or the penalty of deprivation of liberty for up to two years. If the perpetrator has made the commis-sion of the offence specified in section 1 a permanent source of income or organises or directs the criminal activity specified in section 1, he or she shall be subject to the penalty of deprivation of liberty for a term of between six months and five years. Where the perpetrator of the act specified in section 1 acts unintentionally, he or she shall be subject to a fine, the penalty of restriction of liberty or the penalty of deprivation of liberty for a term up to one year. Article 117 introduces penalties for illegal recording and copying of protected objects. Whoever, without authorisation or in violation of its terms and conditions, in order to dis-tribute, fixes or reproduces another person’s work in the original version or in the form of an adaptation, an artistic performance, a phonogram, videogram or broadcast, shall be subject to a fine, the penalty of restric-tion of liberty or the penalty of deprivation of liberty for up to two years, and if the perpetrator has made the committing of the offence specified in section 1 a permanent source of income or organises or directs the criminal activity specified in section 1, they shall be subject to the penalty of deprivation of liberty for up to three years.

				Article 118 refers to fencing and Article 1181 sets out sanctions for a person who manufactures devices or their components intended for the unauthorised removal or circumvention of effective technical protection against reproducing, recording or duplicating works or objects of related rights, or trades in such devices or their components, or advertises them 

				
					229  Article 117(1) of the Copyright Act.
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				for sale or hire (such a person is subject to a fine, restriction of freedom or imprisonment for up to three years). In turn, whoever possesses, stores or uses such devices or their components shall be subject to a fine, re-striction of liberty or imprisonment of up to one year. Whoever, in order to gain financial gain, acquires or assists in disposing of, or accepts or assists in concealing, an item constituting a carrier of a work, artistic performance, phonogram or videogram distributed or reproduced with-out authorisation or in violation of its conditions, shall be subject to the penalty of deprivation of liberty for a term of between three months and five years. If it is a regular source of income, or if he organises or directs the criminal activity specified in subsection 1, they shall be subject to a penalty of deprivation of liberty for a term of between one and five years. If, on the basis of the circumstances prevailing, the perpetrator of the offence specified in subsection 1 or 2 should and is able to assume that the object has been obtained by means of a prohibited act, they shall be subject to a fine, the penalty of restriction of liberty or the penalty of deprivation of liberty for a term not exceeding two years.

				The provisions of the Act of 6 June 1997 Penal Code230 in Articles 291 and 292 introduce criminal liability for persons who knew or could have assumed that an item has been obtained unlawfully and in doing so take steps to dispose of the item.231 This provision also applies to a computer programme.232 Pursuant to Article 278, “Anyone who intentionally steals someone else’s movable property is liable to imprisonment for between three months and five years.”233 Paragraph 2 of this article states that the same punishment shall be imposed on a person who voluntarily, without consent, uses another’s computer programme for the purpose of enrich-ment.234 With regard to previous provisions, it is worth mentioning Ar-ticle 18 of the Penal Code, which contains information on “responsibility for perpetration.”235 It states that responsibility for a given act shall be borne not only by the person who directly performs it, but also by the 

				
					230  (Journal of Laws consolidated text of 2022, item 1138, as amended).

					231  Articles 291–292 of the Penal Code.

					232  Article 293 of the Penal Code.

					233  Article 278(1) of the Penal Code.

					234  Article 278(2) of the Penal Code.

					235  Article 18 of the Penal Code.
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				one who “orders” such actions to be undertaken by another person, as well as by the one who assists the given perpetrator in committing the prohibited act.236

				The authorised person’s consent to the reproduction of the work, i.e. to the increase, by any technique, of the number of media copies of the protected work, is an element of the right to dispose of the right to use the work. Reproduction may also be referred to as saving the work on a data carrier or in the temporary memory of a terminal device, i.e. a memory stick, laptop, tablet, telephone.

				Such temporary and automatic storage of data on a terminal device serves the purpose of enabling the reuse of the recording without having to reload (upload) the data. This ultimately aims at depriving the right holder of the revenue to which they are entitled under their economic copyright and related rights. Achieving a financial benefit is a condition for criminal liability under Article 116, paragraph 2. Article 118, para-graph 1 of the Act on copyright and related rights states that not only producers of devices or their components intended for unauthorised re-moval or circumvention of effective technical protection against repro-ducing, recording or duplication of works or objects of related rights, but also – as mentioned in paragraph 2 – those using them or storing and possessing them, are liable to punishment. This provision serves to protect the property interests primarily of the creators of works that have been protected by technical means from unlawful exploitation.

				Cybercrime in general refers to a wide range of different types of crim-inal activity where IT devices and systems are the primary criminal tool or the primary target of criminal activity. Cybercrime includes traditional crimes (e.g. fraud, forgery and identity theft), content-related crimes (e.g. online distribution of child pornography or incitement to racial hatred) and crimes specific to computers and information systems (e.g. attacks on information systems, including attacks leading to the blocking of servic-es/systems, and malware). The increasing use of mobile devices (smart-phones, tablets, etc.) and the network services that use them are associ-ated with new IP-based threats. All these new forms of communication platforms and information systems clearly create new opportunities for 
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				cybercrime. Another important process is the advent of the era of the “intelligent environment,” in which smart devices based on computer and network technologies will become an essential part of reality. What is im-portant from the point of view of information protection are the criminal sanctions that are contained in the Penal Code, as well as in other laws. Criminal liability is one of the types of responsibility that concerns the sphere of information processing and, in doing so, the need to ensure its protection. It should be emphasised that criminalisation covers prohib-ited actions in relation to the content itself (e.g. online piracy), but also illegal interference with the system or network within which the infor-mation functions. At the same time, it should be borne in mind that this type of (criminal) liability is extremely burdensome for the addressee, so it is necessary to prove not only the causative action, but also to attribute to it the elements of the offence strictly defined by the legislator. In this respect, problems arise with regard to the classification of the act, with the establishment of premises. In view of the changes in cybercrime itself and in the situation of the emergence of various types of cybercrime, law enforcement authorities have a special task. The phenomenon of split-ting the act in terms of where the initiative was taken, where it took place and where it had its effect, and the consequent problems of establishing jurisdiction do not make these tasks any easier. This is why cross-sectoral and international cooperation in the area of cybercrime prosecution is so important.

			

		

	
		
			
			

		

	
		
			
				V The state’s responsibility for cybersecurity

				We are living in a Dragnet Nation – a world of indis-criminate tracking where institutions are stockpiling data about individuals at an unprecedented pace.

				Julia Angwin, Dragnet Nation

				Ensuring security is considered one of the most important public tasks today. The National Security System covers all integrated security ar-eas, among which cyber security occupies a central place. After the fall of the Soviet Union, the concept of the “end of history,” proclaimed by F. Fukuyama in 1989, according to which the end of communism was to be followed by eternal liberal democracy, as the ideal and ultimate form completing the evolution of political systems, became real.2 However, since the early 1990s, the world has become more unpredictable with asymmetric threats, i.e. those in which the opponent is difficult to define and regular warfare is impossible, gaining popularity.3

				From the very beginning of the existence of human beings and their organisation into the first groups, security has represented a fundamen-tal value. It occupied a special place among the most important human needs, the fulfilment of which enabled survival and the pursuit of further needs.4 It was an essential condition for proper functioning and success-

				
					1  J. Angwin, Społeczeństwo nadzorowane. W poszukiwaniu prywatności, bez-pieczeństwa i wolności w świecie permanentnej inwigilacji, Warsaw 2020.

					2  A. Bógdał-Brzezińska, M.F. Gawrycki, op.cit., p. 16.

					3  The events of 11 September 2001 and the terrorist attacks on the World Trade Centre skyscrapers were a flagship example of the changes taking place.

					4  W. Kitler, Bezpieczeństwo narodowe RP. Podstawowe kategorie, uwarunko-wania, system, Warsaw 2011, p. 9.
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				ful development. Therefore, ensuring security was and is a primary task for all actors, whether individuals, organisations or states. This was par-ticularly true for countries, since, given the forces and resources at their disposal, it was mainly on them that the greatest responsibility rested. Initially, state security was identified with military and political aspects,5 such as the sovereignty of power, territorial integrity, the inviolability of borders and internal order. Over time, under the influence of interna-tional developments, it began to be recognised that the security of the state (institution) also depended on civilisational and economic develop-ment, or the security of citizens. This necessitated a new approach to the phenomenon under study and the creation of a new concept – “national security,” referring to the entire state (nation identified with the entire citizen community inhabiting a given territory)6. As a natural conse-quence of the subjective evolution of security, the concept also became broader in respect of its objects, and economic, social, demographic, cultural, ideological and environmental problems, among others, gained in importance. The intensifying processes of democratisation forced the state to think in terms of comprehensive security, with the result that concern for the undisturbed existence and support of the weakest and the protection of property were added to the basic functions of the state. As a result of these changes, the definition of national security also ex-panded. As W. Kitler put it: “National security is the most important val-ue, national need and priority goal of the activity of the state, individuals and social groups, and at the same time a process encompassing various measures which ensure continued, undisturbed existence and develop-ment of the nation (state), including the protection and defence of the state as a political institution, and the protection of individuals and soci-ety as a whole, its assets and the natural environment from threats which significantly impede its functioning or harm goods subject to special protection.”7 Tasks undertaken to ensure national security belong to the group of priority tasks performed by the Polish state, called national 

				
					5  K. Lidel, Bezpieczeństwo informacyjne jako element bezpieczeństwa naro-dowego, 2008, http://www.liedel.pl/?p=13 (accessed: 2 May 2014).

					6  W. Kitler, Bezpieczeństwo narodowe RP..., op.cit., p. 21.

					7  Ibidem, p. 31.
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				interests and divided into three groups: vital, important and other sig-nificant, of which vital interests are considered the most important. As the National Security System Development Strategy states: “ensuring the security of the state and its citizens is among the vital national interests of the Republic of Poland,”8 and thus belongs to the primary public tasks, the fulfilment of which is connected with the survival of the state and its citizens.9 In turn, the National Security Strategy identifies the following as the primary strategic objective of the Republic of Poland: “to ensure favourable and secure conditions for the implementation of national in-terests through the elimination of external and internal threats, the re-duction of risks and the appropriate assessment of the challenges taken and the skilful exploitation of emerging opportunities.”10 The evolving national security model has made it necessary to create an integrated (comprehensive and multidimensional) National Security System (NSS). In Poland, however, there is no unified NSS. Instead, there are several practically unrelated systems, performing tasks in the area of broadly understood security (the protection of the state border, crisis manage-ment, rescue and fire-fighting, the protection of classified information or the protection of personal data and state defence). There are no clearly regulating legal provisions and national security management is frag-mented. A malfunctioning NSS, or lack thereof, can pose a real threat. Therefore, since 2007, when the concept of the NSS11 appeared in the National Security Strategy, work has been underway to create it.12 W. Kitler recognised the State Defence System as “the most perfect system in its organisational, functional and structural form”13 currently operat-ing in Poland and it is on its basis that he proposed the further construc-tion of the SBN. It would aim to organise legal regulations, as well as 

				
					8  National Security System Development Strategy of the Republic of Poland 2022, Warsaw 2013, p. 3, http://mon.gov.pl/z/pliki/dokumenty/rozne/2013/09/SRSBN_RP_przyjeta090 413.pdf (accessed: 5 May 2014).

					9  Ibidem, p. 4.

					10  National Security Strategy..., p. 5.

					11  Ibidem, pp. 21–22.

					12  Already in 2007, the National Security Bureau created a draft law on na-tional security, but it was not adopted by the Sejm.

					13  W. Kitler, Bezpieczeństwo narodowe RP..., op.cit., p. 254.
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				bodies and institutions responsible for ensuring security in Poland, and to create systemic links between them.

				According to the Strategic National Security Review, the aim of which was, among other things, to formulate conclusions on the preparation of the NSS, the National Security System is understood as: “the entirety of forces (entities), means and resources allocated by the state for the imple-mentation of tasks in the field of security, appropriately organised (into subsystems and cells), maintained and prepared for these tasks. It consists of a leadership subsystem (system) and a number of executive subsystems (systems), including operational subsystems (defence and protection) and support subsystems (social and economic).”14 The leadership subsystem is composed of public authorities and heads of organisational units that are to be in charge of national security tasks. These tasks are carried out by state forces and resources specialised in the field of security (Armed Forces, diplomacy or Special Services).

				The development of national security observed today, based primarily on the globalisation process, is marked by chaos and anarchism (there is no superior authority). It is becoming increasingly difficult to distin-guish stable situations from crises and wars. This results in the disap-pearance of some threats and the intensification of others, in addition to the emergence of new, mainly asymmetric ones. Because of the close interconnectedness in the National Security System, potential attacks no longer affect only individual sectors or areas but affect several simultane-ously. This is how trans-sectoral security areas have developed. Accord-ing to the Sectoral Review of National Security,15 trans-sectoral (trans-subjective) areas of national security (state security) include the parts of integrated national security (and thus the National Security System) dealing with issues specific to different actors, domains and sectors of this security at the same time. They mainly concern contemporary trans-national and asymmetric security phenomena and processes. These in-clude information security, counter-terrorism security, weapons of mass destruction, the combat against organised crime and, last but not least, 

				
					14  National Security Bureau, White Paper on National Security of the Re-public of Poland, Warsaw 2013, p. 250, http://www.spbn.gov.pl/ (accessed: 2 May 2014).

					15  Ibidem, p. 248.
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				cyber-security,16 which is important in view of current processes such as computerisation and computing.

				Cyber threats stand out even among asymmetric risks. Due to the global nature of cyberspace and the evolution of modern civilisation to-wards an information society, virtually all actors depend on cyberspace and everyone is exposed to the negative phenomena associated with it. As a trans-sectoral area, cyber security is fundamental to all areas of national security, and incidents in the cyber sphere can affect both military and ideological security.17 What also matters for the creation of the National Security System is the fact that, due to the global nature of cyberspace, it is becoming less important to distinguish between aspects that are internal and external to state security. The development of the information society has meant that the problems of cyberspace are not only related to infor-mation or ICT security but have extended to the entire integrated Na-tional Security System. Political security is affected by a great many threats from cyberspace. Most notably, it involves, by their very definitions, online activism, hacktivism, hate speech and, above all, cyber-terrorism. Some of the most dangerous examples include: disruption of public administration, paralysing critical infrastructure, attacking public websites, stealing clas-sified information or spreading false information about state authorities.

				The main cyber threats to military security, in turn, include the theft of classified information (regarding space, aviation, weapons or cutting-edge technology), attacks on internal military systems and networks, the destruction of military equipment, the destruction or theft of patents, the disruption of military communication networks, the disruption of opera-tions. A further area, economic security, involves cyber threats resulting from the desire to profit or to damage the reputation of institutions, in-cluding the state. These include: slowing down economic development, the uncontrolled movement of goods, attacks on bank accounts, theft of money, theft of patents, disruption of the flow of information and goods. As regards social security, which aims to ensure the proper functioning of society, there are also many threats in the cyber space. These are mainly related to economic aspects and can include: inhibition of social develop-

				
					16  A. Podraza, op.cit., pp. 25–26.

					17  National Security Bureau, White Paper..., p. 19.
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				ment, theft of money from citizens’ accounts, but also disruption of the Internet or ICT and theft of intellectual property. Threats arising from the development of cyberspace also include aspects of environmental security. These can include: attacks on sewage treatment systems, water supply networks (treatment, purification), computers used for recycling, operation of sewage systems, treatment of coal-fired power plants, or transfer of oil or other raw materials. Cyberspace also has an impact on cultural security. This mainly concerns online discrimination, fake news, the promotion of online violence, or the national identity crisis caused by mass culture and the influx of foreign values. The same applies to ideo-logical security, which is threatened by aggressive ideologies, intolerance and discrimination against national minorities. Cyber threats to another area of national security, i.e. general security, are: the manipulation of control processes in the production of food, the supply of water, the pro-duction of pharmaceutical drugs.18

				Cyberspace also has a significant impact on public security. Cyber threats with relevance to this area include, in particular, cybercrimes that breach public order and public norms and customs. This group fur-ther includes attacks on road, air and sea traffic signalling, water and gas transmission facilities, as well as attacks aimed at disrupting telephone, television and internet communications. Threats to national security posed by reliance on cyberspace make it necessary to counteract them. This is because they represent the most unpredictable means of affecting the functioning and stability of state structures.19 The threats to national security arising from dependence on cyberspace make it necessary to counteract them. In addition, users’ confidence in new technologies and cyberspace itself, against technical failures, fraud and harmful content20 is an indispensable condition for economic and civilisational development.

				As noted in the National Security Strategy: “The primary task and the main concern of every state and its citizens is to ensure their secu-rity under the conditions of sustainable development.”21 Therefore, in the

				
					18  A. Suchorzewska, op.cit., p. 78.

					19  Ibidem, p. 371.

					20  Ibidem, p. 36.

					21  National Security Strategy..., p. 3.
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				face of globalisation, cyber security has become one of the main tasks of modern state institutions. The responsibility for ensuring the security of cyberspace lies with all its users, from ordinary citizens to businesses and public authorities. However, it is the essence of democratic states to undertake security, law enforcement and internal order,22 so the imple-mentation of cybersecurity tasks is one of its constitutional duties.

				1. Responsibility in cyberspace as a public task

				The number of Internet users is steadily growing in Polish society, with businesses using new technologies and public institutions becoming increasingly computerised. The security of cyberspace is important for everyone, be it states, institutions or ordinary citizens. For individuals, it is important to feel secure, to protect privacy and personal data. Com-panies seek to ensure the availability of vital business functions and the protection of confidential data. For public institutions, it is necessary to guarantee the security of citizens, the smooth functioning of public ad-ministration, the protection of state computer systems and the protection of critical infrastructure. The last appears to be particularly important, as disruptions to its operation (in particular to energy and ICT systems, banking and financial systems, transport systems, food and water supply and health care) can directly affect national security and state stabili-ty.

				In countries committed to building an information society, including Poland, cybersecurity is considered one of the most serious challenges in the national security system. It refers both to the security of the entire state institution and individual citizens. The proper functioning of pub-lic administration is essential to ensuring cybersecurity. In recent years, there has also been an evolution in the understanding of the concept of national security in terms of its subject matter. Not only military or politi-cal aspects, but also economic, cultural, ecological and ideological ones, among others, have been recognised. The Polish state, acknowledging these changes, began the process of building the National Security Sys-tem, the main task of which is to ensure broadly understood integrated 

				
					22  W. Kitler, Bezpieczeństwo narodowe RP..., op.cit., p. 248.
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				national security, in which cybersecurity occupies a very important area, encompassing all other aspects of social life.

				As the incidents of attacks carried out in other countries have shown, cyber threats pose real challenges for modern states. Therefore, public tasks for the security of cyberspace hold an important place in the Na-tional Security System of the Republic of Poland. The responsibility for ensuring cybersecurity lies with all network users, but a prominent role is played by state administration bodies, one of the primary tasks of which is to act to ensure public safety and order. The Council of Ministers, standing at the head of government administration, fulfils its constitu-tional duties by performing tasks for the protection of cyberspace, and it is this body that is mainly responsible for providing an appropriate level of security for cyberspace and the citizens functioning in it.

				Public tasks are behaviours defined by statute, carried out for the ben-efit of the public interest, which are the responsibility of government and local government administration bodies and other state authorities. The concept of public tasks has not been defined by law. There is no legal definition of public tasks in Polish legislation. However, there are many such definitions in academic works. P. Schmidt proposes the definition of public tasks as “a set of activities, actions and organisational and ex-ecutive undertakings carried out in order to serve the public interest by various entities, bodies and institutions on the basis of legal acts and in the forms specified by law.”23 T. Kocowski, in turn, defines the concept of public tasks as “a legal obligation to achieve or maintain a specific state by an entity explicitly indicated in legal norms, and which is important and desirable from the point of view of public interest.”24 Both definitions, al-though they differ in wording, have a number of common features. Public tasks are an umbrella term for the tasks performed by the state through public administration and the private sector. Public tasks are carried out 

				
					23  P. Schmidt, Prywatyzacja zadań publicznych w zakresie zapewnienia do-stępu do kultury, [in:] Prawne aspekty prywatyzacji, J. Blicharz (ed.), Wrocław 2012, p. 137.

					24  T. Kocowski, Prywatyzacja zarządzania majątkiem publicznym, prywa-tyzacja majątkowa, prywatyzacja zadań publicznych i prywatyzacja wykonania zadań publicznych, [in:] Prawne aspekty prywatyzacji, J. Blicharz (ed.), Wrocław 2012, pp. 48–49.
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				through planned and rational activities aiming at a specific goal on the basis of binding regulations.25

				According to J. Zimmermann, the basic criterion for considering a task as public is the fact that the state or local government is legally responsible for its implementation.26 In M. Stahl’s view, the definition of a “public task” is associated with the public objectives (of public utility) to be achieved by the administration and, in turn, these objectives are identified with the public interest.27 According to E. Knosala, at present a public task does not have such clearly drawn contours as in the past, and the reason for this state of affairs is the lack of unambiguous criteria allowing for the demarcation between what is public and what is private.28 What is characteristic of public tasks is that their performance is a duty of the public authority and not a right. The concept is determined by legal norms, regarded as imprecise with limited relevance. Such views are un-derpinned by the fact that it is the state itself that decides independently and ultimately what is and what is not a public task, and these assess-ments can be challenged politically rather than legally.29 It is not neces-sary for public tasks to be carried out within the public administration structure (e.g. privatisation of the performance of public tasks).

				Public tasks serve the purpose of satisfying collective needs, the needs of a specific community, and in principle the state, which, under the in-fluence of political factors, decides which tasks it will carry out through its organs on an exclusive basis, which can (or even must) be transferred to other public authority entities, and which can be done by private sec-tor entities.30 We then speak of the privatisation of the performance of 

				
					25  A.K. Mikicka, Partnerstwo publiczno-prywatne jako prywatyzacja sensu largo zadań publicznych jednostek samorządu terytorialnego, [in:] Prawne aspek-ty prywatyzacji, J. Blicharz (ed.), Wrocław 2012, p. 407.

					26  J. Zimmermann, Prawo administracyjne, Warsaw 2008, p. 261.

					27  M. Stahl, Cele publiczne i zadania publiczne, [in:] Koncepcja systemu pra-wa administracyjnego, J. Zimmermann (ed.), Warsaw 2007, p. 95.

					28  E. Knosala, Zarys nauki administracji, Kraków 2006, p. 77.

					29  L. Zacharko, Prywatyzacja zadań publicznych gminy, Warsaw–Kraków 1994, p. 29.

					30  J. Dobkowski, Struktura interesu publicznego a zasady rozdzielenia odpo-wiedzialności publicznoprawnej w administracji, [in:] Jednostka, państwo, admi-nistracja. Nowy wymiar, E. Ura (ed.), Rzeszów 2004, p. 106.
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				a public task – the choice of a particular model for the execution of public tasks does not shape the question of responsibility as such, because the state will always be responsible. The issue of the performance of public tasks by local and regional self-governments follows a similar pattern. The Constitutional Court, in its resolution of 27 October 1994,31 stated that all the tasks of the territorial self-government have the nature of public tasks in the sense that they serve to satisfy the collective needs of local communities, as well as those of the state as a whole. According to the CT, public tasks are both own tasks of the local self-government and tasks commissioned by the government administration.

				Cybersecurity as a public task is all the more important as threats oc-curring in cyberspace can negatively affect national needs, and fulfilling these needs is the essence of public duties. The most important national needs include: political needs (e.g. strengthening the socio-economic sys-tem and legal order), economic needs (e.g. national development, eco-nomic growth), social needs (ensuring health protection, social security or counteracting all manifestations of discrimination), environmental needs (protecting the natural environment) and cultural needs (cultivat-ing national heritage, respecting ideological and ethnic differences).32 Cyber threats can negatively impact each of these national needs, which explains why cyber security is so important for the proper functioning of the state. Public tasks in the field of cybersecurity are mainly carried out through the cooperation of public bodies and services, responsible for cy-ber security, both at the national (private sector, NGOs) and international level (NATO, European Union, UN, transnational associations).33 Another important element of these tasks is legislative action, i.e. the preparation of appropriate laws to protect cyberspace and thus reduce the risk of con-ducting potential attacks.34 According to the Strategic National Security Review, the following should be considered strategic tasks in the field of cyberspace security: fighting threats in cyberspace; protecting the state’s information systems; cooperation with the private sector in providing in-formation on cyber threats; preventive and precautionary activities in the 

				
					31  W 10/93, “Orzecznictwo Trybunału Konstytucyjnego” 1994, No. 2, item 46.

					32  W. Kitler, Bezpieczeństwo narodowe..., op.cit., p. 37.

					33  P. Bączek, op.cit., p. 244.

					34  A. Suchorzewska, op.cit., p. 21.
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				field of citizens’ security against cyber threats; tracking cybercrimes and prosecuting their perpetrators; carrying out both offensive and defensive information activities in cyberspace, as well as cooperation with other entities of the National Security System of the Republic of Poland.35 Pur-suant to Article 6(1) of the Crisis Management Act, critical infrastructure protection tasks include: collecting and processing information on critical infrastructure threats; developing and implementing procedures in the event of critical infrastructure threats; restoring critical infrastructure; and cooperation between the public administration and the owners and owners-in-ownership and owners-dependent of critical infrastructure fa-cilities, installations or equipment with respect to its protection.

				The Crisis Management Act establishes a crisis management system in the event of the occurrence of threats requiring special measures to be taken, in particular by the public administration bodies and the Armed Forces of the Republic of Poland, in situations that do not meet the pre-requisites for the introduction of one of the states of emergency (martial law, state of emergency or state of natural disaster), but the implementa-tion of special mechanisms to ensure that threats are effectively moni-tored and measures are taken to eliminate them or at least significantly reduce them is already required. The Act is an important element of na-tional security governance. The regulations contained therein are aimed at improving the state of universal security by increasing the efficiency of public administration bodies in crisis situations. The area of universal se-curity comprises the protection of critical infrastructure. An instrument for public administration bodies to achieve a proper level of preparedness for actions in crisis situations is a whole set of planning activities defined as “civil planning.” This regulation refers to the tasks of public adminis-tration, the Armed Forces and the owners and holders of critical infra-structure executed in crisis situations, which are understood as a state of rising destabilisation, uncertainty and social tension, posing a threat, in particular, to territorial integrity, life, health, property, cultural heritage, environment or critical infrastructure, including those caused by a terror-ist event, with the potential for loss of control over the course of events or escalation of the threat. The current legal order provides for the ways 

				
					35  National Security Bureau, White Paper..., p. 250.
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				of functioning of public administration bodies, services, inspections and guards in the so-called normal situations and states of emergency provid-ed for in the Constitution of the Republic of Poland. The crisis manage-ment system includes government and local government administration bodies, the Armed Forces and selected private sector entities (owners and holders of critical infrastructure). The Act defines the role and tasks of the Prime Minister, the Council of Ministers, individual ministers and provincial governors, starosts (for the purposes of this Act obtaining the status of authorities, analogous to the provisions of the Act on the state of natural disasters) and commune heads, mayors and city presidents.

				Under the Act, opinion and advisory teams were established at the provincial, district and municipal levels, the primary task of which is to support the performance of crisis management tasks by relevant public administration bodies. The implementation of the provisions of the Crisis Management Act improved the functioning structure of the teams com-petent in crisis response matters, established on the basis of the provi-sions which regulate the functioning of public administration bodies also in the case of threats in cyberspace. Based on Article 8(1) of the Crisis Management Act, the Government Crisis Management Team was estab-lished. It consists of ministers in charge of strategic and “vulnerable” areas of social and economic life, heads of special services and other entities (Article 8(2–4)). The Crisis Management Act also provides for the estab-lishment of Crisis Management Centres at each level of public adminis-tration (voivodes, starosts, commune heads/mayors/city presidents).

				Public tasks in the field of cybersecurity are mainly carried out through the cooperation of public bodies and services, responsible for cyber security, both at the national (private sector, NGOs) and interna-tional level (NATO, European Union, UN, transnational associations).36 Another important element of these tasks is legislative action, i.e. the preparation of appropriate laws to protect cyberspace and thus reduce the risk of conducting potential attacks.37 According to the Strategic National Security Review, the following should be considered strategic tasks in the field of cyberspace security: fighting threats in cyberspace; 

				
					36  P. Bączek, op.cit., p. 244.

					37  A. Suchorzewska, op.cit., p. 21.
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				protecting the state’s information systems; cooperation with the private (especially banking) sector in providing information on cyber threats; preventive and precautionary activities in the field of citizens’ security against cyber threats; tracking cybercrimes and prosecuting their perpe-trators; carrying out both offensive and defensive information activities in cyberspace, as well as cooperation with other entities of the National Security System of the Republic of Poland.38 With regard to the aforemen-tioned tasks, the NIS Directive, which formulates obligations to ensure the cyber security of information systems in service sectors critical to the maintenance of critical socio-economic activities, i.e. energy, transport, banking, financial institutions, the health sector, water supply and digital infrastructures, is relevant.39

				With the obligation to implement the directive, work has been un-dertaken to regulate the national cybersecurity system. In April 2017, a strategic document on cybersecurity in the form of the National Cy-ber Security Policy Framework of the Republic of Poland for 2017–2022 (hereinafter the National Framework) was adopted by Resolution No. 52/2017 of the Council of Ministers. It was developed as a result of the work of an inter-ministerial team led by the Ministry of Digitalisation. One of the main tasks identified in the National Framework is to achieve a high level of resilience of national ICT systems used to provide key ser-vices, digital services and public administration services. To this end, the national cybersecurity system was set to be developed in such a way that it is geared towards building capabilities for ongoing threat monitoring and integrated cybersecurity management on a national scale.

				The Polish legislator’s response to the directives contained in the EU document is the Act on the National Cybersecurity System. Directive 2016/1148 is the first piece of EU legislation on cybersecurity, intro-ducing cross-sectoral regulation. The content of the directive revolves around three pillars: firstly, the definition of institutions to be established in all Member States, secondly, cooperation at the European level and, thirdly, obligations in the field of network and information security.

				
					38  National Security Bureau, White Paper..., p. 63.

					39  Digital infrastructure consists of Internet traffic exchange points, domain name system service providers, top-level domain name registries.
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				2. Public authorities responsible for cybersecurity

				In the Republic of Poland, tasks in the area of cybersecurity, like other security tasks, are performed by the public authority and administrative bodies subordinate to it. In accordance with the constitutional separation of powers, public authority includes the legislative, judicial and execu-tive branches.40 The tasks stem from general public responsibilities for ensuring national security. W. Kitler lists among them: “the protection of the constitutional order understood as the activity of state bodies and institutions and the system of legal rules guaranteeing the continuity of the constitutional system of the state, including the protection of the state as a legal and political organisation, as well as the protection of freedoms and rights of man and citizen, the protection of classified information, personal data; the protection of human life and health, as well as goods and the environment from the negative effects of human actions, techni-cal failures and forces of nature.”41 It must be noted that all these values may be affected by the threats arising from the use of cyberspace. The role of the legislature, which includes the Sejm of the Republic of Poland and the Senate, with regard to cyberspace security is derived mainly from the legislative function, including legislation. This should include legislat-ing and determining the fundamental lines of the state’s activities,42 which is related to the effectiveness of the Polish legal system and the activities that are performed by other administrative authorities. Public authority also includes the judiciary. Its main tasks, which it also carries out in the field of cybersecurity, include the exercise of criminal justice. They often concern national security in general, as well as its trans-sectoral area, i.e. cyber security, which is subject to norms setting out rules of conduct.

				However, a key role in the area of cybersecurity is played by the execu-tive branch. Its powers relate to directing cybersecurity by: “influencing and supervising the behaviour of others, but also by taking certain mea-

				
					40  Article 10(1) of the Constitution of the Republic of Poland of 2 April 1997 (Journal of Laws 1997, No. 78, item 483).

					41  W. Kitler, Bezpieczeństwo narodowe RP..., op.cit., pp. 76–77.

					42  Ibidem, p. 195.
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				sures, disposing of tools and managing goods related to the achievement of objectives.”43 The Constitution of the Republic of Poland44 stipulates that the executive power in Poland is exercised by the President and the Council of Ministers.45 According to Article 126(2) of the Constitution of the Republic of Poland: “The President of the Republic shall ensure observance of the Constitution, safeguard the sovereignty and security of the State as well as the inviolability and integrity of its territory.”46 This provision is general, but a more specific function follows from Article 230(1), which states that: “In the case of threats to the constitutional or-der of the State, to security of the citizenry or public order, the President of the Republic may, on request of the Council of Ministers, introduce for a definite period no longer than 90 days, a state of emergency in a part of or upon the whole territory of the State.” This is important because, ac-cording to the law on the state of emergency, these threats may be caused by actions in cyberspace.47

				The cybersecurity system in Poland is decentralised. Cybersecurity is also handled by CSIRT teams established by telecommunications op-erators, banks, energy companies and the scientific and research com-munities. The above-mentioned entities perform cybersecurity tasks in the civilian sphere, combatting cybercrime, preventing terrorist incidents and in national defence. Pursuant to Article 146(4)(7) and (11) of the Constitution of the Republic of Poland, the Council of Ministers ensures the internal security of the state and public order and exercises general control in the field of national defence. The Act of 4 September 1997 on government administration divisions defines the sections of government administration (including the “internal affairs” section covering internal security and public order and the “national defence” section), which are then assigned to individual ministers. With the amendment of the Act of 4 September 1997 on government administration divisions in December 

				
					43  Ibidem, p. 207.

					44  Constitution of the Republic of Poland of 2 April 1997 (Journal of Laws of 1997, No. 78, item 483 as amended).

					45  Article 10(2) of the Polish Constitution.

					46  Article 126(2) of the Polish Constitution.

					47  Article 2(1) of the Act of 21 June 2002 on the state of emergency (Journal of Laws consolidated text of 2017, item 1928).
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				2015, assigning cybersecurity competences to the “information technol-ogy” department, the Ministry of Digitalisation undertook to regulate cyber security for the administration, as well as for the entire civilian part of the country.

				The National System Act does not regulate issues specified in other Acts, e.g. concerning states of emergency or crisis management. The Act of 21 June 2002 on the state of emergency, the Act of 29 August 2002 on the state of war and on the competences of the Commander-in-Chief of the Armed Forces and the principles of his subordination to the consti-tutional bodies of the Republic of Poland and the Act of 18 April 2002 on the state of natural disasters regulate the functioning of the state in conditions of states of emergency. According to the legislator, the Act sanctioned the three entities existing and operating for years within their jurisdiction at the national level, which deal with computer incident re-sponse as part of their activities. In line with the terminology adopted in Directive 2016/ 1148, they were referred to as CSIRTs (Computer Secu-rity Incident Response Teams) and in Poland these are CSIRT GOV, i.e. Government Computer Incident Response Team CERT.GOV.PL, CSIRT MON, i.e. Computer Incident Response System of the Ministry of Na-tional Defence, and CSIRT NASK, i.e. NC Cyber.

				The Council of Ministers, consisting of the Prime Minister and ministers, has a special role in ensuring cybersecurity. As pointed out by W. Kitler: “The Council of Ministers is the ‘leader’ among public administration,”48 since its competences include the execution of laws and the control and coordination of government administration bodies. The Council of Ministers is responsible for the external security, inter-nal security of the state and public order, which includes the execution of tasks for cybersecurity. Other tasks related to cybersecurity are: ex-ercising crisis management on the territory of the Republic of Poland, acting for the protection of critical infrastructure and, in situations of a particular threat, including those arising from cyberspace, which cannot be removed by ordinary constitutional means, the Council of Ministers may adopt a resolution to submit a request to the President to introduce a state of emergency or martial law, and in certain cases it may itself 

				
					48  W. Kitler, Bezpieczeństwo narodowe RP..., op.cit., p. 212.
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				introduce a state of natural disaster.49 The Council of Ministers is also responsible for the protection of the state’s security. The leading role in in the Council of Ministers is played by the Prime Minister, who performs managerial, coordination and control tasks with respect to it. The sec-ond organ of the Council of Ministers is the ministers themselves, who head individual departments. They determine the principles, methods and ways of carrying out public tasks, in offices and organisational units subordinate to them. The provisions of the Act also introduce the power of the Prime Minister, on the basis of the College’s recommendation, to issue binding guidelines and to seek information from the minister in charge of internal affairs, the Minister of National Defence, the minister in charge of information technology, the Head of the Internal Security Agency, and the Director of the NASK – National Research Institute in order to coordinate activities in the area of cybersecurity. The Prime Min-ister is also empowered to issue binding guidelines to the CSIRT team on handling critical incidents, including identifying the CSIRT responsible for handling a critical incident.

				It should be observed, however, that cybersecurity as a trans-sectoral area concerns all administrative bodies. Public tasks to ensure it are car-ried out by various types of state entities, guards, services and inspec-tions subordinate to the Prime Minister or a particular minister. The leading role among them, because of their competences, is played by the Internal Security Agency, the Minister of Digitalisation, the Minister of the Interior and Administration and the Minister of National Defence. There are many other public authorities responsible for this area, such as the Inspector General for Personal Data or the President of the Office of Competition and Consumer Protection. The most important authori-ties responsible for cybersecurity include the Internal Security Agency (ABW, Agencja Bezpieczeństwa Wewnętrznego), the head of which reports directly to the Prime Minister. The ABW is competent in matters of inter-nal security of the state and its constitutional order.50 These responsibili-ties also include cybersecurity, the tasks for which the ABW carries out 

				
					49  Articles 228–232 of the Polish Constitution.

					50  Article 1 of the Act of 24 May 2002 on the Internal Security Agency and the Intelligence Agency (Journal of Laws of 2023, item 1136).
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				through the Department of Information and Communication Security and the Department for the Protection of Classified Information. Within the former, there is the Government Computer Incident Response Team, which is the main state entity responsible for recognising, combatting and neutralising cyber threats.51 It was established on the model of European and American units operating in the sphere of computer incidents. One of its primary tasks, as set out in the National Security System Devel-opment Strategy of the Republic of Poland 2022,52 was to acquire new competences enabling the implementation of technologically advanced functions, including computer forensics and active response to cyber-at-tacks. This process is taking place in a manner linked to the development of the Government Computer Incident Response Team and the building of strategic coordination competencies in the Ministry of Digitalisation, which is responsible for the IT department.53

				It should be emphasised that the authorities responsible for, among other things, determining the status of the key service operator pursuant to Article 41 of the National System Act are:

				1) for the energy sector – the minister in charge of energy;

				2) for the transport sector with the exclusion of the water transport subsector – the minister in charge of transport; and the minister in charge of transport.

				
					51  P. Borkowski, Polska wobec zjawiska cyberterroryzmu, http://www.psz.pl/Piotr – Borkowski-Polska-wobeczjawiska-cyberterroryzmu (accessed: 4 Decem-ber 2014).

					52  Resolution No. 67 of the Council of Ministers of 9 April 2013 on the adop-tion of the “National Security System Development Strategy of the Republic of Poland 2022” (M.P. of 2013, item 377).

					53  The main activities are: further expansion of cooperation with other na-tional teams and organisations consolidating international CERT structures, in-cluding the newly established EU CERT team; the establishment of a National Computer Incident Response System allowing for a rapid response to threats from the Internet; the existence, within the Internal Security Agency and the Ministry of National Defence, of strong, technologically equipped response teams (including Rapid Reaction Teams), which will improve the implementation of international cooperation and enable the achievement of new operational ca-pabilities in the tasks of responding to information and communication security incidents and command and control in cyberspace.
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				3) for the water transport sub-sector – the minister in charge of mari-time economy and the minister in charge of inland navigation;

				4) for the banking sector and financial markets infrastructure – the Financial Supervision Commission;

				5) for the health sector excluding entities referred to in Article 26, paragraph 554 – the minister in charge of health matters;

				6) for the health sector including the entities referred to in Article 26, paragraph 5 – the Minister of National Defence;

				7) for the drinking water supply and distribution sector – the minister in charge of water management;

				8) for the digital infrastructure sector excluding the entities referred to in Article 26, paragraph 5 – the minister in charge of informa-tion technology;

				9) for the digital infrastructure sector including the entities referred to in Article 26, paragraph 5 – the Minister of National Defence;

				10) for digital service providers excluding the entities referred to in Article 26 (5) – the minister in charge of informatisation;

				11) for digital service providers including the entities referred to in Article 26 (5) – the Minister of National Defence.

				A key role for cyber security is played by the Ministry of Defence, one of the main tasks of which in peacetime is to lead the Armed Forces of the Republic of Poland. Not only are the Armed Forces responsible for cybersecurity, but they themselves can become a potential attack, which can lead to losses for the entire country. Along with the development of other spheres of life, the Armed Forces have also become computerised and digitalised, which has led to the emergence of hotspots vulnerable to 

				
					54  The tasks of the CSIRT MON include the coordination of handling inci-dents reported by: 1) entities subordinate to the Minister of National Defence or supervised by him/her, including entities the ICT systems or networks of which are covered by the uniform list of objects, installations, devices and services constituting critical infrastructure referred to in art. 5b par. 7 item 1 of the Act of 26 April 2007 on crisis management; 2) entrepreneurs of special economic and defence importance, in relation to whom the organising and supervising body for the performance of tasks for state defence within the meaning of Art. 5 item 3 of the Act of 23 August 2001 on Organising Tasks for State Defence Performed by Entrepreneurs (Journal of Laws of 2011, No. 122, item 1320 and of 2002, item 1571) is the Minister of National Defence.
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				attacks from cyberspace.55 New technologies and networks are increas-ingly used in operational reconnaissance,56 or information warfare. These developments are intensifying with the development of nanotechnology and automated and robotic devices. Military operations are also pen-etrating into cyberspace, resulting in more countries deciding to develop offensive capabilities aimed at deterring potential aggressors.57 Changes related to digitalisation have led to the creation of special units within the structures of the Polish Armed Forces to deal with cybersecurity. In 2013, the Information Systems Inspectorate was established, which merged the individual ICT support units that had been in place until 1 October 2013. Based on Decision No. 212/MON of the Minister of Defence of 24 July 2013 on the formation of the Inspectorate of Information Systems and the deformation of the Department of Information Technology and Telecommunications.58 The Inspectorate became the legal successor of the Department of Information Technology and Telecommunications. Its tasks included the computerisation of the Ministry of National De-fence and responsibility for the ICT security management system in cy-berspace, which is the competence of the Minister of National Defence. The Inspectorate existed from 2013 to 2017 and was reformed into the Information Technology Inspectorate (I2) in 2018. I2 was deformed in 2019 and its units were transferred to the National Cybersecurity Centre.

				The National Cybersecurity Centre (NCBC) is an expert unit of the Ministry of Defence that ensures the ICT security of the entire minis-try. The centre is responsible for key areas related to cryptology, cyber security and the construction and operation of IT systems. The NCBC also performs the function of the CISIRT MON (Computer Security In-cident Response Team) by monitoring RON networks. The Centre is also responsible for the establishment of the Cyber Defence Force, which is 

				
					55  P. Bączek, op.cit., p. 136.

					56  M. Sadlok, Cyberterroryzm, cyberprzestępczość – wirtualne czy realne za-grożenie?, http://www.racjonalista.pl/kk.php/s,846 (accessed: 4 May 2014).

					57  M. Grzelak, K. Lidel, Bezpieczeństwo w cyberprzestrzeni. Zagrożenia i wy-zwania dla Polski – zarys problemu, “Bezpieczeństwo Narodowe” 2012, No. 22, p. 128.

					58  (Official Journal of the Ministry of Defence 2013, item 194).
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				expected to reach full operational capability by the end of 2024. On 1 Jan-uary 2022, the National Centre for Cyberspace Security was renamed the National Centre for Cyberspace Security – Component Command of the Cyber Defence Forces in Legionowo, and subsequently renamed the Component Command of the Cyber Defence Forces in Legionowo under MON Decision No. 117/MON of 22 August 2022.

				Chapter 10 of the National System Act specifies the tasks of the Min-ister of Defence. In Article 51, the Act defines the tasks of the Minister of National Defence in its military dimension. The main tasks of this body are indicated as cooperation with relevant entities of NATO, the Euro-pean Union and other international organisations, ensuring the ability of the Polish Armed Forces to defend themselves in cyber space, con-ducting specialised training, developing cryptologic and cybersecurity assurance capabilities, directing incident handling activities, assessing cy-bersecurity threats during martial law, assessing the impact of incidents on the national defence system and running the National Contact Point for cooperation with NATO. The introduction of a separate chapter in the proposed law on the tasks of the Minister of National Defence was aimed at taking into account their role in the process of overseeing the state’s cyber defence, regulating the responsibility for the military sphere of the national cyber security system and taking into consideration the functioning of this system during martial law.59

				The dynamic development of the ICT networks of the Ministry of De-fence with various clauses and their increasing use for data transmission, as well as for command and management, naturally led to the necessity of guaranteeing security for the functioning of the networks themselves, as well as for the information transmitted in them. Therefore, a Computer Incident Response System of the Ministry of Defence was established – analogous to CERT.GOV.PL functioning for the government admin-istration in the civil sphere – with the main task of ensuring the imple-mentation and coordination of the processes of prevention, detection and response to computer incidents in ICT systems and networks of the Ministry of Defence, as well as cooperation in the area of counteracting 

				
					59  Draft no. 2505 Government bill on the national cyber security system. Date of letter: 30 April 2018.
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				cyber-attacks with the Government Computer Incident Response Team CERT.GOV. PL and CERT-POLSKA.

				Another important body that performs tasks to ensure the security of cyberspace is the Minister of Digitalisation. According to the current legal status, the Minister of Digitalisation is responsible for ensuring minimum requirements for ICT security in the public administration – the Act of 17 February 2005 on informatisation of the activity of entities performing public tasks and the Regulation of the Council of Ministers of 12 April 2012 on the National Interoperability Framework, minimum requirements for public registers and information exchange in electronic form, and minimum requirements for ICT systems. The requirements for interoperability, availability and security are contained in Articles 13–16 of the Act, while § 20 of the Regulation sets out the requirements for an information security management system ensuring confidentiality, avail-ability and integrity of information. In 2015, the Minister of Digitalisation also approved the Guidelines for controlling the operation of ICT systems used for the implementation of public tasks. The purpose of the Guide-lines is to provide support for conducting control of the operation of ICT systems used to perform public tasks, including the above-mentioned requirements in the area of information security.

				The Office of Electronic Communications, which is subordinate to the Ministry of Digitalisation, is notified in accordance with the Act of 16 July 2004 – Telecommunications Law about major incidents in telecom-munications networks. The Telecommunications Law and implementing acts issued on its basis also contain provisions related to issues of security or integrity of telecommunications networks and services, continuity of operations, personal data security, fulfilment of obligations for defence, state security and public security and order. The Minister of Digitalisa-tion, in accordance with the Act on trust and electronic identification services, also ensures the functioning of the national trust infrastructure and supervises trust service providers.

				The Act defines new roles for the minister responsible for IT within the national cyber security system. Article 45 of the Act imposes a set of organisational and reporting tasks on the Minister in charge of IT. The minister in charge of informatisation is responsible for monitoring the implementation of the Cybersecurity Strategy of the Republic of Poland 
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				and implementing action plans for its implementation. The minister in charge of informatisation prepares annual reports on serious incidents reported by key service operators and major incidents reported by digi-tal service providers, being responsible for monitoring cybersecurity at the national level in the strategic dimension. On the other hand, in per-forming the function of the Single Point of Contact (Article 48–50), the minister in charge of IT will be responsible for receiving and forwarding, at the request of the relevant CSIRTs and sectoral cybersecurity teams, reports of a serious or major incident concerning two or more Member States of the European Union, ensuring representation of the Republic of Poland in the Cooperation Group, exchange of information for the benefit of public authorities, competent authorities in Poland and abroad, CSIRTs, fulfilment of reporting obligations to the Cooperation Group and the European Commission.

				At the same time, the Act obliges in Article 46 the minister in charge of informatisation to ensure the development or maintenance of an ICT system to support cooperation within the national cybersecurity system, the generation and transmission of recommendations for actions to im-prove the level of cyber security and warning of cyber security threats, incident reporting and handling, risk estimation at the national level. The Act creates opportunities to use the system by CSIRT teams, sectoral cybersecurity teams and the President of the Office of Electronic Com-munications on the basis of an agreement with the Minister. The agree-ment is also to specify the scope and terms of use of the ICT system. The provisions of Article 47 of the Act make it possible to delegate the implementation of tasks of an organisational and technical nature to units subordinate to or supervised by the minister in charge of informatisation.

				The Minister of Interior and Administration also plays an important role for cyber security. Within the Ministry of the Interior and Admin-istration, there is the Department of Information and Communication Technology and the Office for the Protection of Classified Information. However, the key function is performed by the Chief Police Commander, a body subordinate to the MIAA. It performs its tasks with the help of an organisational unit, the Police Headquarters. What is important for cybersecurity, it includes the Cybercrime Suppression Support Division, which is a separate organisational unit. The Division’s tasks include de-
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				tecting cybercrimes, analysing cyber incidents, exchanging information and cooperating with both national and international entities.

				The Act on the national system introduced a regulatory model in-volving the expansion of the competences of sectoral bodies in the field of cybersecurity, instead of establishing a single national cybersecurity entity at central level. Responsibilities of an administrative, regulatory and control nature were assigned to the competent ministries for the sec-tors listed in Directive 2016/1148, namely energy, transport, banking and financial institutions, healthcare, water supply, digital infrastructure and digital service providers (Article 41). In the case of the health care, digital infrastructure and digital service providers sectors, the distinctiveness of entities subordinated or supervised by the Minister of Defence is taken into account. Article 42 indicates the catalogue of tasks to be performed by the competent authorities. These tasks include carrying out analyses, issuing administrative decisions in terms of recognition as a key service operator, expiry of decisions on recognition as a key service operator, monitoring the application of the provisions of the Act by key service operators and digital service providers in their respective sectors.

				In recent years, there has been a growing interest in cybersecurity, with an increasing number of units and organisations dealing with this problem. However, in order to perform public tasks in this area more effectively, cooperation and information exchange between administra-tive, military and civilian areas is necessary. Cross-sectoral cooperation and public-private partnerships are the answer to the question of how to organise cybersecurity.

				In response to the above need, Article 5 of the Act on the national system introduced a new category of entity, the key service operator, into the Polish legal order. The legislator followed the definition from Direc-tive 2016/1148 and, accordingly, it is an entity that meets all of the fol-lowing conditions: it is one of the entities listed in the annex to the Act; it provides a key service included in the list of key services; the provision of this service will depend on information systems – in a situation where an incident would have a significant disruptive effect on its provision. An administrative decision on recognition as a key service operator will be issued against such an entity by the competent authority. The list of key services and the thresholds of materiality of the disruptive effect on the 
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				provision of these services will be defined by a regulation of the Council of Ministers. The legislator has also provided for an administrative deci-sion procedure in the event that an entity ceases to meet the conditions for a key service operator (Article 5(6)). The party to the rights and ob-ligations set out in the Act is the operator of the key service, regardless of whether it has entrusted part or even all of the activities concerning the provision of the key service to a private entity, e.g. a general contrac-tor, and this to further subcontractors. It should be pointed out that the operator can be either a public sector entity or a private sector entity that provides the key service as part of the privatisation of the performance of a public task. Any issue of the distribution of responsibilities between the various entities should be regulated internally by these entities (e.g. through service contracts). Article 8 sets out the responsibilities of the operators of key services to apply safeguards to the information systems used to provide key services, to assess and manage risks and to imple-ment procedures for incident management. Operators are responsible for ensuring the security of the key services provided and the continuity of their provision. Their principal responsibility is to implement a security management system and Section 2 indicates the minimum scope to be covered. This system consists of safeguards relating to: physical security, the management of continuity of operations, incident handling and man-agement, vulnerability management, the inclusion of information systems used for the provision of the key service in a continuous monitoring sys-tem and the use of communications means to enable proper and secure communication within the national cyber security system. Article 9, on the other hand, contains a closed catalogue of obligations of an organ-isational nature that must be fulfilled by the operator of key services. Among them, the legislator lists the appointment of a person responsible for maintaining contact with the entities of the national cybersecurity system and ensuring that users of the key service have access to knowl-edge to understand cybersecurity threats and apply effective security measures. Article 10 clarifies the responsibilities of key service operators to develop and establish oversight of the cybersecurity documentation of the information systems used to provide key services. The systems used for transmission must meet the relevant security requirements (relevance of secrecy safeguards), as they handle data relevant to the entity and may 
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				even contain legally protected information. If a sectoral cybersecurity team is established, the operator of the key service shall submit a parallel notification to the sectoral cybersecurity team and interact at sectoral or sub-sectoral level with the team. In accordance with Article 13, it is possi-ble to notify the CSIRT of other cybersecurity issues, e.g. threats, vulner-abilities, technologies used. This is an additional voluntary mechanism that will help strengthen the exchange of information between the actors of the national cybersecurity system. It also provides an opportunity for CSIRTs – under Article 32(4) of the Act on the national system – to be able to provide information to key service operators about vulnerabilities to incidents and how to remedy vulnerabilities in the technologies used.

				Article 7 of the Act obliges the minister in charge of informatisation to maintain a list of key service operators. This list will be established tak-ing into account the division into sectors, subsectors and types of entities introduced by the Act. An entry into or deletion from the list is declara-tory in nature and is a material and technical action, carried out on the basis of administrative decisions of competent authorities, with regard to the identification of key service operators in the relevant sectors. This provision also defines the procedure for making information available and the catalogue of entities to which information from the list will be made available. The statutory basis for the administrative procedure re-lated to the identification of key service operators is Annex 1 to the Act, which contains the categories of entities in a given sector or sub-sector from which a key service operator could be identified. Importantly, in the context of accountability, the competent authorities may call upon a key service operator or digital service provider at the request of the compe-tent CSIRT to remedy, within a set period of time, vulnerabilities that led or may have led to a serious, major or critical incident.

				The National Cybersecurity System Act also introduces a new posi-tion in Chapter 12 of the Government Plenipotentiary for Cybersecurity and the Cybersecurity College. Addressing the need to strengthen the coordination of activities and exchange of information at the strategic-political level between the institutions responsible for cybersecurity in the civilian sphere, the military, the key services sectors and the insti-tutions responsible for combatting cybercrime, and the fact that activi-ties to date have been dispersed in nature, the legislator provides for the 
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				establishment of the institution of the Government Plenipotentiary for Cybersecurity. According to Article 62, the Government Plenipotentiary for Cybersecurity is responsible for coordinating at the national level the implementation of tasks concerning cyber security in the Republic of Poland. The Government Plenipotentiary, with the rank of Secretary of State or Undersecretary of State, will be appointed and dismissed by the Prime Minister. Their tasks will include, among others, the analysis and assessment of the functioning of the national cybersecurity system on the basis of aggregated data and indicators developed with the participa-tion of state administration bodies, competent authorities and CSIRT teams, as well as the supervision of the risk management process of the national cybersecurity system using aggregated data and indicators devel-oped with the participation of competent authorities and CSIRT teams. The Government Plenipotentiary will also be responsible for providing opinions on draft legislation and other government documents affecting the implementation of cyber-security tasks, as well as initiating national cybersecurity exercises. The Collegium for Cybersecurity Affairs, on the other hand, will be an opinion-giving and advisory body in matters of planning, supervising and coordinating the activities of CSIRT teams, sectoral cybersecurity teams and competent authorities (Article 64). Arti-cle 65 of the Act defines the scope of matters in which the Collegium for-mulates assessments or expresses opinions, including in relation to tasks performed by CSIRT teams, sectoral cybersecurity teams and competent authorities. The Council of Ministers is headed by the President of the Council of Ministers; in addition, it is composed of the Secretary of the Collegium (appointed by the President of the Council of Ministers from among persons holding security clearance with the ‘secret’ clause) and members who are: the minister in charge of internal affairs, the minister in charge of information technology, the Minister of National Defence (the aforementioned ministers may be represented by their deputies), the Head of the National Security Bureau (if appointed by the President of the Republic of Poland), the minister – the member of the Council of Ministers in charge of coordinating the activities of special services, and if not appointed – the Head of the Internal Security Agency. Meet-ings of the Collegium are also attended by the Director of the Govern-ment Centre for Security, the Head of the Internal Security Agency, the 
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				Head of the Military Counterintelligence Service and the Director of the NASK.

				As already mentioned, cybersecurity requirements have also been ex-tended to digital service providers, i.e. legal persons or organisational units without legal personality, having their registered office or manage-ment in the territory of the Republic of Poland or a representative having an organisational unit in the territory of the Republic of Poland, providing digital services within the meaning of the Act of 18 July 2002 on the pro-vision of services by electronic means, listed in Annex No. 2 to the Act, i.e. Internet trading platforms, cloud computing services and Internet search engines.

				All the tasks listed above do not complete the catalogue of needs for protecting national security in the digital age. This is because the process of threat emergence is continuous, so the list of needs is constantly ex-panding. These needs must be met by an appropriate, innovative selec-tion of legal instruments without negating classic measures. 

				Digital democracy is a form of government action that requires public authorities to counteract any negative tendencies for national security. However, it is worth noting that government administration and bod-ies of local self-government can more efficiently and effectively provide wide-ranging assistance in crisis situations related to ICT infrastructure if they are professionally supported by the private sector, which predomi-nantly owns the infrastructure, as well as third sector organisations.

				The objective of Directive 2016/1148 of the European Parliament and of the Council (EU) (NIS Directive) NIS) was to build cybersecurity ca-pacity across the Union, mitigate threats to networks and information systems used for the provision of critical services in key sectors and en-sure the continuity of such services in the event of incidents, thereby contributing to the security of the Union and the smooth functioning of its economy and society.

				The 2022 review of the Directive showed that it was a catalyst for change in the institutional and regulatory approach to cybersecurity in the Union and caused a significant shift in thinking. The Directive has created a national framework for network and information systems secu-rity through the adoption of national network and information systems security strategies and the identification of national capabilities and the 
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				implementation of regulatory measures covering the necessary infra-structure and actors identified by each Member State. Directive (EU) 2016/1148 has also contributed to cooperation at Union level through the establishment of the Cooperation Group and the network of national computer security incident response teams. Despite these achievements, a review of the NIS Directive revealed inherent deficiencies that prevent it from effectively addressing current and emerging cybersecurity chal-lenges. 

				With the rapid digital transformation and interconnectedness of so-ciety, including in the context of cross-border exchanges, networks and information systems have become an essential part of everyday life. This change has led to an evolving cyber threat landscape, bringing new chal-lenges that require adapted, coordinated and innovative responses across Member States. The review of the NIS Directive found that there are sig-nificant divergences in its implementation by Member States, including in terms of its scope, the determination of which was largely left to the sole discretion of Member States. The Directive also provided Member States with a very wide margin of freedom with regard to the implemen-tation of the security and incident reporting obligations laid down there-in. As a result, these obligations have been implemented very differently at national level. All these discrepancies have entailed fragmentation of the internal market and, ultimately, have led to a greater vulnerability of some Member States to cyber threats, with potential repercussions for the Union as a whole (recitals 2 and 3 of NIS 2).

				To address the issues identified, the European Parliament and the Council (EU) adopted Directive 2022/2555 of 14 December 2022 on measures for a high common level of cybersecurity across the Union, amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972 and repealing Directive (EU) 2016/1148 (NIS 2 Directive).60 NIS 2 sets out minimum provisions for the functioning of the coordinated regula-tory framework, updates the list of sectors and activities subject to cyber-security obligations and introduces effective remedies and enforcement measures, which are key to the effective enforcement of these obliga-tions. It was accepted that Directive (EU) 2016/1148 should be repealed 

				
					60  (Official Journal of the EU L. 333/80 of 27 December 2022).
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				and replaced by a new directive. With the annulment of Directive (EU) 2016/1148, the EU legislator decided to extend the sector-specific provi-sions to a larger part of the economy in order to ensure a comprehen-sive coverage of sectors and services that are essential for key social and economic activities in the internal market. In particular, NIS 2 aims to address the weaknesses arising from the distinction between key service operators and digital service providers, which has proved outdated as it does not reflect the importance of the sectors or services concerned for social and economic activities in the internal market.

				Under Directive (EU) 2016/1148, Member States were responsible for identifying entities that meet the criteria to be considered Key Ser-vice Operators. In order to eliminate significant discrepancies between Member States in this regard and to ensure legal certainty for all regu-lated entities with respect to cybersecurity risk management measures and incident reporting obligations, NIS 2 establishes a uniform criterion for determining which entities fall within the scope of this Directive. This criterion should include the application of a size principle provid-ing that the scope of this Directive extends to all entities which qualify as medium-sized enterprises under Article 2 of the Annex to Commission Recommendation 2003/361/EC or which exceed the limits for medium-sized enterprises set out in paragraph 1 of that Article, and which operate in the sectors subject to this Directive or provide the types of services or activities covered by it. Member States should also ensure that certain small and micro-enterprises, as defined in Article 2(2) and (3) of that Annex, which fulfil specific criteria indicating a key role for society, the economy or specific sectors or types of services, fall within the scope of this NIS 2 Directive (Recital 7 of NIS 2).

				Article 3 provides a definition of key and important actors, aban-doning the notion of key service operator existing under Directive (EU) 2016/1148.

				For the purposes of this Directive, the following entities were deemed to be key entities: a) entities of the kind referred to in Annex I exceeding the limits for medium-sized enterprises set out in Article 2(1) of the An-nex to Recommendation 2003/361/EC; b) qualified trust service providers and top-level domain name registries, as well as DNS service providers, regardless of their size; c) providers of public electronic communications 
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				networks or publicly available electronic communications services which qualify as medium-sized enterprises under Art; (c) providers of public electronic communications networks or publicly available electronic communications services which qualify as medium-sized enterprises in accordance with Article 2(2) of the Annex to Recommendation 2003/361/EC (b) to (e); (f) entities designated as critical entities under Directive (EU) 2022/2557 as referred to in Article 2(3) of this Directive; (g) where a Member State so decides, entities which that Member State designated before 16 January 2023 as key service operators in accordance with Direc-tive (EU) 2016/1148 or national law. For the purposes of this Directive, entities of the type referred to in Annex I or II that do not qualify as key operators in accordance with paragraph 1 of this Article shall be con-sidered as significant entities. The same shall apply to entities that have been designated by Member States as significant entities in accordance with points (b) to (e) of Article 2(2). (3) By 17 April 2025, Member States shall establish a list of key and valid entities as well as domain name reg-istration service providers. Member States shall review and, where ap-propriate, update this list regularly and at least every two years after the aforementioned date.

				NIS2 also regulates the registration of domain names. Recital 32 in-dicates that maintaining and preserving a reliable, resilient and secure domain name system (DNS) is a key factor in maintaining the integrity of the Internet and is essential for its continuous and stable operation, on which the digital economy and society depend. This Directive should therefore apply to top-level domain name registries (TLDs) and DNS service providers, which should be understood as entities that provide publicly available recursive domain name recognition services to Internet end-users or authoritative domain name recognition services for use by third parties. NIS 2 requires that at least the following data be collected as part of the registration process: the domain name itself, the date of registration and basic information about the registrant. NIS2 further re-quires that registration operations have policies and procedures in place to ensure that accurate and complete information is maintained and that these policies and procedures are made public. As a result, NIS 2 imposes a requirement on any company offering domain name registration servic-es. This requirement includes a data collection component, a validation 
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				component and a publication component. Data collection and validation are key components of identity management.

				Another new element is the definition of competent authorities in the cybersecurity system. Article 8 indicates that each Member State shall designate or establish one or more competent authorities responsible for cybersecurity and for supervision tasks. They shall monitor the imple-mentation of this Directive at the national level. Each Member State shall designate or establish a single point of contact. Where a Member State designates or sets up only one competent authority in accordance with paragraph 1, that competent authority shall also be the single point of contact for that Member State. Each point of single contact shall have a li-aison function in order to ensure cross-border cooperation of its Member State authorities with the relevant authorities in other Member States and, where appropriate, with the Commission and ENISA, as well as to ensure cross-sectoral cooperation with other national competent authori-ties in its Member State. Member States shall ensure that their competent authorities and points of single contact receive adequate resources to enable them to perform their tasks efficiently and effectively and thereby achieve the objectives of the NIS Directive 2.

				In addition, under Article 9, each Member State has been obliged to designate or establish one or more competent authorities responsible for large-scale cyber incident and crisis management (cyber crisis manage-ment authorities). Member States shall ensure that these authorities are sufficiently resourced to perform their tasks efficiently and effectively. Member States shall ensure consistency with the existing overall national crisis management framework.

				In Article 11, the EU legislator specified the requirements for the functioning of a CSIRT. CSIRTs shall meet the following requirements: (a) CSIRTs shall ensure high availability of their communication channels by designing them in such a way that shutting down one component of the system does not prevent information from being sent to the recipient, and they shall have different channels through which they can always be contacted and through which they themselves can contact other entities; they shall clearly define the communication channels and inform entities under their jurisdiction and cooperating partners of them; (b) CSIRT premises and supporting IT systems shall be located in secure areas; (c) 
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				CSIRTs shall have an adequate system for the management and routing of reports referred to them, in particular to facilitate efficient and effec-tive further referral of a case; (d) CSIRTs shall ensure the confidentiality and credibility of their activities; (e) CSIRTs shall be adequately staffed to ensure the uninterrupted availability of their services and shall provide appropriate staff training; (f) CSIRTs shall have redundant systems and back-up workspace to ensure the continuity of their services. CSIRTs may participate in international networks.

				What is also novel is the establishment of the European Network of Cybersecurity Crisis Liaison Organisation Network (EU-CyCLONe) under Article 16. With the aim of assisting in the coordinated manage-ment of large-scale cybersecurity incidents and crisis management at operational level, this body will ensure the regular exchange of relevant information between Member States and Union institutions, bodies, of-fices and agencies. EU-CyCLONe shall be composed of representatives of the Member States’ cybersecurity crisis management authorities and, if a potential or ongoing large-scale cybersecurity incident has or is likely to have a significant impact on the services and activities covered by this Directive, also of the Commission. In other cases, the Commission shall participate in the EU-CyCLONe activities as an observer. ENISA shall provide the services of the EU-CyCLONe secretariat and assist in the secure exchange of information and shall provide the key tools to support cooperation between Member States by ensuring the secure exchange of information. Where appropriate, EU-CyCLONe may invite represen-tatives of relevant stakeholders to participate in its work as observers. EU-CyCLONe shall have the following tasks: (a) raising the level of pre-paredness for large-scale cyber security incident and crisis management; (b) developing common situational awareness of large-scale cybersecu-rity incidents and crises; (c) evaluating the consequences and impact of significant large-scale cybersecurity incidents and crises and proposing possible risk mitigation measures; (d) coordinating large-scale cyberse-curity incident and crisis management and supporting decision-making at the political level regarding such incidents and crises; (e) at the request of the Member State concerned – discussing national plans for respond-ing to large-scale cybersecurity incidents and crises. EU-CyCLONe shall regularly report to the Cooperation Group on large-scale cybersecurity 
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				incident and crisis management and trends, focusing in particular on their impact on critical and important actors. EU-CyCLONe cooperates with the CSIRT network.

				The NIS 2 Directive has assigned new tasks to ENISA, thus enhancing its role. In order to ensure that ENISA has the necessary financial and human resources to carry out its current and new tasks, and to be able to cope with the execution of these tasks at a higher level resulting from its increased role, it was agreed that its budget should be increased accord-ingly. In addition, to ensure an efficient use of resources, ENISA should have more flexibility in the internal allocation of resources in order to effectively carry out its tasks and meet expectations.

				Article 44 of NIS Directive 2 assumes that Directive (EU) 2016/1148 is repealed with effect from 18 October 2024.

				3. Operational activities of selected special services in the fight against cybercrime

				In the Polish legal system, in addition to international cooperation of legal institutions and units prosecuting cross-border cybercrimes, a number of powers in this respect are held by the Internal Security Agency, the Intelligence Agency, the Central Anti-Corruption Bureau and the Central Bureau of Investigation of the Police. These powers are contained in the legal acts concerning these services and are collectively known as opera-tional or operational-technical activities. The concept of operational ac-tivities is not a uniform construction, especially due to the secret nature of the tasks carried out by the above-mentioned services.61 According to T. Hanausek, operational activities may be called a separate system of secret or confidential actions of statutorily authorised bodies, carried out outside the strict criminal process, but intended to serve this process at present or in the future and aimed at combatting other criminogenic phenomena undesirable from the point of view of security.62 This notion

				
					61  M. Bożek, M. Czuryk, M. Karpiuk, J. Kostrubiec, Służby specjalne w struk-turze władz publicznych. Zagadnienia prawno ustrojowe, Warsaw 2014, pp. 109––110.

					62  T. Hanausek, Kryminalistyka. Zarys wykładu, Kraków 2009, p. 96.
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				has been extended by S. Pikulski, who defines operational activities as all activities defined by law, concealed activities of law enforcement bodies, as well as means and methods of their application, outside the boundar-ies of criminal proceedings, with regard to combatting crime.63 These are activities the direct aim of which is to obtain information essential for the performance of tasks related to ensuring security and public order at the state level, and information thus obtained may be of significance in the political, economic and criminal-procedural sense, and may assist in car-rying out preventive actions aimed at preventing further crimes from be-ing committed.64 The most comprehensive definition of what operational activities are was provided by A. Taracha. According to him, operational activities of the special services are activities of state bodies (special ser-vices), carried out secretly or confidentially, based on statutory grounds, fulfilling an informative, detecting, preventive and evidential function.65

				Operational and reconnaissance activities are non-procedural in na-ture. This limits judicial control over their conduct. The practice of the investigation service has shaped them as complementary or executive activities in relation to procedural activities and pre-trial tasks.66 Their non-trial character is an essential feature.67 These activities are not con-ducted “according to specific procedures contained in the code of crimi-nal procedure” and although the information obtained in this way “con-stitutes important primary material, it must be transformed into evidence in compliance with the requirements of the criminal trial.”68 An impor-tant feature of operational activities is also their confidential or secret character,69 which is of particular importance when the suspicion that 

				
					63  S. Pikulski, Działania operacyjne policji, “Wojskowy Przegląd Prawniczy” 1996, No. 2, p. 52.

					64  J. Widacki (ed.), Kryminalistyka, Warsaw 2002, p. 137.

					65  A. Taracha, Czynności operacyjno-rozpoznawcze. Aspekty kryminalistycz-ne i prawnodowodowe, Lublin 2006, p. 25.

					66  L. Szaff, O niektórych problemach dotyczących zakresu postępowania przy-goto-wawczego, “Nowe Prawo” 1957, No. 12.

					67  B. Hołyst, Kryminalistyka, Warsaw 1983, p. 23.

					68  A. Żebrowski, Czynności operacyjno-rozpoznawcze. Regulacje prawne, Kraków 2000, p. 17.

					69  T. Hanausek, op.cit., p. 130.
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				a crime has been committed is still very thin,70 and which is a precondi-tion for effectiveness, but which at the same time makes the interested party, unaware of the operational control conducted against them, un-able, for purely factual reasons, to trigger the procedures and guarantees to which they are entitled by virtue of their constitutional rights related to the right to privacy (Article 47 of the Constitution of the Republic of Poland) and information autonomy (Article 51 of the Constitution of the Republic of Poland).

				The collective definition proposed by A. Taracha captures well the na-ture of activities expected of special services also when it comes to com-batting cybercrime. The functions – operational activities of the special services have been divided into four basic roles: detection, prevention, evidence and information. The special services and other bodies estab-lished to fight cybercrime and traditional crime are primarily concerned with the detection of undesirable activities. The detection function or, to put it more simply, reconnaissance activities should enable the detec-tion of cybercrimes. Identifying, detecting and collecting information on cybercrimes is a key role in further ensuring security in this area. This in-formation should be used to understand the phenomenon of cybercrime, how it works and how it may evolve. Every piece of information obtained in the process of detection and reconnaissance activities is intended to enable the identification of criminogenic factors and related criminal en-vironments in a comprehensive manner.71

				The evidential function is directly connected to the preventive func-tion. In both cases, information should be collected on crimes committed in order to detect, prove and eliminate them. From the perspective of cy-bercrime, these functions are of key importance in the process of prose-cuting cybercriminals. Cyberspace does not make it possible to physically collect evidence in a case. It is not possible to “show” a computer virus that has been acquired, the evidence is often not tangible, but it also has effects in the real world. Gathering evidence in cybercrime cases is one of the key actions the secret services should take when fighting them. The collection of evidence and prevention are key to ensuring the creation of 

				
					70  S. Waltoś, Podstawy prawa i procesu karnego, Warsaw 1999, p. 221.

					71  M. Bożek, M. Czuryk, M. Karpiuk, J. Kostrubiec, op.cit., p. 113.
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				appropriate legislation on cybercrime, as it is impossible to describe the phenomenon without obtaining information about it.72

				Operational activities reflect the need to ensure security, to which the special services are obliged. It should be borne in mind that the acquisi-tion of information by them is a process closely related to the rights and freedoms of the individual, which is inevitably linked to the previously described right to privacy online. The secret services must obtain the information necessary to fight crime, and they do so precisely by means of the operational activities they have obtained in the form of statutory powers. Above all, the principle of proportionality as well as social justice must come into play here.

				The Internal Security Agency (Agencja Bezpieczeństwa Wewnętrzne-go, ABW), the Intelligence Agency (Agencja Wywiadu, AW), the Central Anti-Corruption Bureau (Centralne Biuro Antykorupcyjne, CBA) and the Central Bureau of Investigation of the Police (Centralne Biuro Śledcze Policji, CBŚP) have a number of powers enabling them to combat mani-festations of cybercrime. The Internal Security Agency and the Intelli-gence Agency are special services that carry out tasks concerning internal state protection and the protection of the country’s interests on the inter-national arena, respectively. Both these agencies play a significant role in ensuring the digital security of the state.

				Under the Act of 24 May 2002 on the Internal Security Agency and the Intelligence Agency and the Act of 10 June 2016 on anti-terrorist activities (hereinafter referred to as the “Anti-Terrorist Activities Act”), the ABW is responsible for identifying, preventing and detecting threats to ICT networks vital to the state; conducting security assessments of systems, identifying vulnerabilities; requesting “blocking accessibility;” maintaining a register of security incidents; analysing breaches and issu-ing recommendations. The Police carry out tasks in the field of combat-ting cybercrime (there is an Office for Combatting Cybercrime within the structure of the Police Headquarters). The scope of the ABW’s ac-tivities can be divided into three main groups:73 information-analytical: 

				
					72  Ibidem, pp. 113–114.

					73  S. Zalewski, Służby Specjalne w państwie demokratycznym, Warsaw 2005, p. 49.
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				they include obtaining, processing and using information on security threats, process-investigative: they concern the prevention and detection of crime, protection-control: they focus on the protection of classified information. Further specific tasks are defined in Article 5 of the Act. This catalogue covers a number of different tasks, but for the purposes of this discussion, the relevant ones are those related to the fight against cybercrime, i.e. the identification, prevention and combatting of threats to the security of the state and its constitutional order, and in particular to the sovereignty and international position, inviolability and indivisibil-ity of its territory, as well as to the defence of the state, the identification, prevention and detection and prosecution of the perpetrators of crimi-nal offences: terrorism, espionage, violation of state secrets and other crimes undermining state security, detrimental to the economic basis of the state, corruption of persons holding public functions (…) in the field of production and trade in goods, technologies and services of strategic significance for the state, illegal production, possession and trade in am-munition and explosives, weapons of mass destruction and narcotic drugs and psychotropic substances; in international trade, obtaining, analysing, processing and transmitting to competent authorities information which may be of significant importance for the protection of the security of the Republic of Poland and its constitutional order, undertaking other activi-ties specified in separate acts and international agreements.74

				The above-mentioned catalogue provides for a broad interference in activities undertaken by both public administration bodies and business activities, as well as in individual activities directly performed by natural persons – users of the network. Such a broad catalogue shows that the ABW carries out classic counterintelligence tasks, which, in the era of dy-namically developing cyberspace, may transfer to the digital ground. The agency’s powers allow it to control network users to the extent established by law (in accordance with Article 31(3) of the Polish Constitution).

				In addition to the Internal Security Agency (AW), the legislator es-tablished the Intelligence Agency to cover tasks focusing on two basic areas: the identification of threats and obtaining relevant information 

				
					74  Article 5 of the Act of 24 May 2002 on the Internal Security Agency and the Intelligence Agency (Journal of Laws of 2023, item 1136).
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				in the field of the external security of the state and the widely defined protection of diplomatic representations of the Republic of Poland. This implies that the AW is to protect the interests of the Polish State in the international arena, and the subject of this protection is also any cyber activity of the state, as well as the service systems of embassies and diplo-matic representations. A detailed catalogue of tasks is presented in art. 6 of the Act on the ABW and the AW, and includes the following tasks related to ensuring digital security:75 obtaining, analysing, processing and transmitting information which may be of significant importance for the security and international position of the Republic of Poland, its economy and its economic and defence potential, recognising and counteracting external threats detrimental to the security, defence, independence and territorial integrity of the Republic of Poland, protecting foreign repre-sentations of the Republic of Poland and their employees against actions of foreign special services and other actions which may bring harm to the interests of the Republic of Poland, recognising international terror-ism extremism and international organised crime groups, the identifica-tion of international trade in arms, ammunition and explosives, narcotic drugs and psychotropic substances, as well as in goods, technologies and services of strategic significance to the state, also the identification of international trade in weapons of mass destruction and threats related to the proliferation of these weapons and their means of delivery, the car-rying out of electronic intelligence, undertaking other activities specified in separate laws and international agreements. It should be emphasised that these tasks relate to social, political and economic phenomena which are referred to as global threats, as they may affect more than just the interests of the Polish State.76 According to S. Zalewski, “the catalogue outlined (...) firstly encompasses the scope of tasks of the secret service with particular regard to its informational and analytical role in the state, and secondly differentiates the scope of tasks executed for the benefit of national security in its internal aspect and tasks undertaken in relation to allied needs.” All of these tasks are inseparably linked to the provision of security at the digital level and protection against cyber threats.

				
					75  Ibidem, art. 6.

					76  S. Zalewski, op.cit., p. 54.
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				The Central Anti-Corruption Bureau (CBA), on the other hand, is a specialised special service, designated to carry out a specific range of activities. The CBA detects and fights corruption and crimes of an eco-nomic nature committed by economic law entities. These crimes, in the age of computerisation, are increasingly shifting to the ICT network. The circulation of virtual money, databases and patents, transactions between subjects of economic law, all this is already taking place in the sphere of cyberspace. The powers of the Central Anti-Corruption Bureau con-tained in the Act and encompassing:77 recognition, prevention and detec-tion of crimes against:

				activity of state institutions and local self-government, defined in Articles 228–231 of the Act of 6 June 1997 – Penal Code;

				administration of justice, as defined in art. 233, elections and refer-endum, as defined in art. 250a, public order, as defined in art. 258, reliability of documents, as defined in art. 270–273, property, as defined in art. 286, economic turnover, as defined in art. 296–297, 299 and 305, trading in money and securities, as defined in art. 310 of the Act of 6 June 1997 – Penal Code, and those referred to in Articles 585–592 of the Act of 15 September 2000 – Commercial Companies Code;

				financing of political parties;

				tax obligations and settlements of subsidies and grants;

				the rules of sports competition;

				trading in medicines, foodstuffs for special nutritional purposes and medical devices;

				and prosecution of their perpetrators;

				disclosing and counteracting cases of non-compliance with the pro-visions of the Act of 21 August 1997 on restrictions on the conduct of business activities by persons exercising public functions;

				documenting the grounds for and initiating the implementation of the provisions of the Act of 21 June 1990 on the return of benefits wrongfully obtained at the expense of the State Treasury or other State legal persons (Journal of Laws, No. 44, item 255, as amended);

				
					77  Article 2 of the Act of 9 June 2006 on the Central Anti-Corruption Bureau (Journal of Laws of 2022, 1900).
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				disclosure of cases of non-compliance with procedures, defined by law, for taking and implementing decisions concerning: privatisa-tion and commercialisation, financial support, public procurement, disposal of property of entities or entrepreneurs, as well as granting concessions, permits, personal and material exemptions, conces-sions, preferences, quotas, tariff ceilings, sureties and credit guar-antees;

				verifying the correctness and truthfulness of asset declarations or declarations on the conduct of business activities by persons per-forming public functions referred to in Article 115 § 19 of the Act of 6 June 1997 – Penal Code, submitted on the basis of separate regulations, carrying out analytical activities concerning phenom-ena occurring in the area of the CBA’s competence and presenting information in this respect to the Prime Minister, the President of the Republic of Poland, the Sejm and the Senate;

				undertaking other activities specified in separate acts and interna-tional agreements.

				This catalogue can, for the sake of simplicity, be divided into two main parts. In the first part, the CBA’s tasks include revealing crimes and prose-cuting their perpetrators, which ultimately boils down to the performance of investigative tasks. Thus, it can be said that the CBA detects perpetra-tors of corruption-related offences and ensures that they suffer the pen-alties provided for. These activities can also be carried out in the digital field. This detection has the character of interfering with the activities and rights of the individual concerned in order to ensure digital security.

				The second part is anti-corruption prevention, in which the CBA pre-vents any manifestation of behaviour that has corrupt characteristics but does not yet qualify as an indictable offence. Nowadays, corruption can also take digital forms in the form of providing access to specific informa-tion in exchange for corrupt offences.

				The three special services mentioned above counter specific crimino-genic phenomena through their statutory powers. By their nature, these activities have either a secret or confidential status depending on the de-gree of investigation. For this simple reason, operational tasks are a key element in the functioning of the above-mentioned special services in the fight against cybercrime.
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				The legislator, amending the provisions of the Act of 6 April 1990 on the Police,78 established the Central Bureau of Investigation of the Police (CBŚP). It is an internal organisational unit of the police established and specialised in combatting organised crime of a cross-border, criminal, drug and economic nature, as well as related to terrorist acts. It should be pointed out that all areas in which the CBŚP conducts its operations may manifest themselves in cyberspace. The Central Bureau of Investigation of the Police is authorised to obtain information on connections made and information exchanged in the virtual sphere, which is expected to significantly help in the detection of crimes ranging from ordinary data theft, trade in prohibited goods to acts of cyberterrorism.79 As already mentioned, cyberterrorism can manifest itself in the form of computer sabotage, criminal actions concerning the economic sphere, and all forms of such crimes are most often cross-border, global in nature. The Cen-tral Bureau of Investigation of the Police has the following tasks in this respect:

				the identification of criminal groups carrying out criminal activities with a high degree of brutalisation of acts – committing homicides, crimes with firearms, extortion with robbery, debt collection;

				combatting offences related to trafficking in weapons and ammuni-tion, illegal trafficking in firearms and explosives;

				suppression of organised criminal groups that carry out kidnapping for ransom and racketeering offences;

				combatting organised criminal groups committing crimes related to vehicle theft, smuggling and legalisation, burglary;

				combatting crime linked to prostitution, prevention of human traf-ficking;

				the implementation of tasks arising from the fight against criminal terror, terrorism and extremism;

				identifying and neutralising organised criminal structures domi-nated by representatives of ethnic minorities.

				
					78  Act of 6 April 1990 on the Police (Journal of Laws 2023, item 171 as amended) – hereinafter the Police Act.

					79  Article 20c of the Police Act.
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				Drug-related tasks include:

				combatting organised criminal groups active in the production and circulation of narcotics both domestically and internationally;

				uncovering and liquidating synthetic drug production sites (labo-ratories), co-operation with international institutions and services in combatting drug crime;

				identifying and neutralising organised criminal structures domi-nated by representatives of ethnic minorities.

				Crimes of an economic nature are covered by the following tasks of the CBŚP:

				counteracting customs and tax fraud offences committed by organ-ised groups, related to the turnover of excise goods and extortion of VAT and income tax;

				combatting organised crime groups profiting from illegal fuel trad-ing;

				counteracting illegal activities related to the misuse and distribu-tion of funds coming directly from the European Union;

				identification and prevention of money laundering;

				combatting fraud in the sphere of financial transactions against fi-nancial institutions, banks, insurance companies, stock exchanges, leasing companies, investment and economic funds to the detri-ment of entrepreneurs;

				combatting corruption in the area of ongoing cases related to the activity of organised criminal groups.

				Pursuant to the Act of 17 December 2021 amending certain laws in connection with the establishment of the Central Bureau for Combatting Cybercrime,80 the Central Bureau for Combatting Cybercrime (CBŚP) was established as an organisational unit of the Police, a service com-petent to combat cybercrime. A new type of service, i.e. the service for combatting cybercrime, was singled out in the Police. The justification for the Act indicates that it will be a nationally uniform organisational unit of the Police, based in Warsaw, combatting cybercrime, responsible for the implementation of tasks in the whole country in the field of recogni-

				
					80  (Journal of Laws, item 2447).
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				tion, prevention and combatting crimes committed with the use of an IT system, an ICT system or an ICT network.

				Until the Central Bureau for Combatting Cybercrime was established, offices for combatting cybercrime operated within the structures of the Police Headquarters and provincial commands. The ease of access to new technologies and their wide-spread use made the area of cyberspace also a tool for criminal activities.81 The legislator recognised that the current structure of the Police, the level of staffing and the forces and resources at its disposal were not suited to effectively combat cybercrime. By the Act of 17 December 2021, the number of full-time posts provided for police officers directly combatting cybercrime and persons with specialist IT knowledge and training, thus adapting the structure to the Police’s tasks of ensuring citizens’ safety online.82

				The tasks of the Central Bureau for Combatting Cybercrime are to identify, prevent and combat crimes committed with the use of an IT sys-tem, an ICT system or an ICT network, as well as to detect and prosecute the perpetrators of such crimes, and to support, to the necessary degree, organisational units of the Police in identifying, preventing and combat-ting crimes committed with the use of an IT system, an ICT system or an ICT network. The Commander of the CBŚP also cooperates with other organisational units of the Police and with competent authorities and in-stitutions, including those of other countries. The detailed organisational structure, mode of management and tasks of the organisational units of the CBŚP were specified in Order No. 1 of the Commander-in-Chief of the Police of 12 January 2022 on the provisional organisational regula-tions of the Central Bureau for Combatting Cybercrime.83 The CBŚP’s organisational structure, mode of management and tasks of the organ-isational units were specified in Order No. 1 of the Commander-in-Chief of the Police of 12 January 2022 on the provisional organisational regula-tions of the Central Bureau for Combatting Cybercrime.

				
					81  A. Gobeo, C. Fowler, W.J. Buchanan, GDPR and Cyber Security for Busi-ness Information Systems, Gistrup 2018, p. 99.

					82  A. Choromańska, P. Łabuz, I. Malinowska, Ustawa o Policji. Komentarz, Warsaw 2022, Legalis/art. 5d.

					83  (Official Journal of the Police Headquarters of 2022, item 45).
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				All the tasks outlined above entail the need to include them in the digital sphere. As has been repeatedly highlighted in this work, organised crime is constantly looking for new avenues of expansion and unlawful gain.

				The fight against cybercrime by the authorities described above is a new challenge that they have to face due to the powers they have. When equipping the special services with authority to combat crime, the Polish legislator did not directly provide for combatting cybercrime, but cre-ated a catalogue which, to a certain extent, makes it possible to fight it. However, it should be stressed that it is difficult in the operational activi-ties of the services to identify the perpetrator, the place of the prohibited activity, and finally the jurisdiction. Another significant problem is the anonymity of the perpetrators, as well as the speed of the network as a tool of the prohibited act. Difficulties also arise in the qualification of acts that take hybrid forms, often variations of defined crime. Here, the prohibition of the presumption of competence may be an institution that hinders the work of the services. However, there is no legal solution that provides the possibility of comprehensive and rapid operational action in the prosecution of cybercriminals in cyberspace.

				4. Online anonymity vs. access to private data to combat

				cybercrime

				Cyberspace seems to be ubiquitous, coexisting together with reality with-out being reality per se, although it may even be more real than reality itself. It should be pointed out that, more often than not, the phenom-ena characteristic of cyberspace also permeate the real world (e.g. in the field of entertainment, computer games are reflected in so-called escape rooms). Cyberspace allows us to be where we would find it difficult to be in the real world; it facilitates work, interpersonal contacts and obtaining information. It takes away privacy. Online anonymity is as permanent as a footprint in the sand picked up by the tide – it may stay in place, but it will no longer be what it was before the sea swept it away. Even more, modern technology means that a footprint can give away our personal characteristics forever. It is technically impossible to remain anonymous on the Internet. Every action leaves an electronic footprint. The diffi-culty of maintaining privacy online in the face of criminal identity theft 
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				or the use of our data for financial gain in the broader sense of Internet marketing is one side of the problem. Yet another is the use of network user information for the operational activities described above to fight cy-bercrime. Here, there will always be a struggle between the fundamental rights of individuals and the public interest expressed by the objectives dictated by the need for security.

				Anonymous, according to the Polish PWN dictionary, means:84 not re-vealing one’s name or unknown by name, one the author or perpetrator of which is unknown, involving unknown or undistinguished people. Tech-nically speaking, every computer that accesses the network has its own unique identifier – the Internet Protocol address. Of course, it is possible to camouflage the IP address by using appropriate encryption software or by using a network using so-called onion routing (TOR). This term describes the multidimensional encryption of data and its transmission through intermediary servers called network nodes. Such measures are designed to secure data about the sender of the information, its recipient, as well as the content itself. It should be emphasised, however, that hid-ing an IP address is not a perfect method.85 Neither is anonymity in the network explicitly guaranteed by law in the Polish legislation. And at the same time, the IP number itself is not a basis for recognising its holder as the perpetrator of an act. Of course, the user may claim their rights if these are violated, they have the right to do so under the constitutional provisions, but the Polish legislator, in normatively established condi-tions, has imposed a legal obligation on telecommunication enterprises with regard to the collection of data on network users. These provisions are contained in Articles 180a and 180d of the Act of 16 July 2004 Tele-communications Law. The operator of a public telecommunications net-work and the provider of publicly available telecommunications services are obliged to:86

				retain and store data concerning the end device initiating the call and the device to which the call is directed, data on the location 

				
					84  http://sjp.pwn.pl/szukaj/anonimowo%C5%9B%C4%87.html (accessed: 5 May 2016).

					85  http://www.benchmark.pl/testy_i_recenzje/routing-cebulowy.html (ac-cessed: 5 October 2018).

					86  Art. 180a, 180b 180d t. l.
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				of these devices, as well as on the date and time of the call and its duration (data retention);

				making the data available to entities entitled to do so, as well as to Customs Service, court and public prosecutor’s office in accordance with separately agreed rules;

				the protection of the data they are obliged to obtain against acci-dental or unlawful interference, processing or disclosure.87

				It should also be noted that these data can only be made available on the basis of a legitimate request, i.e., for example, through legal proceed-ings for which they are relevant. This access must, as a rule, take place on the basis of a warrant or request from the subject concerned. The data is to be retained under the provisions of the Act for a period of 12 months from the date of its acquisition. The process of collecting and retaining telecommunications data, commonly referred to as data reten-tion, is highly controversial as it is inevitably associated with the notion of online anonymity. Data retention is referred to as the process by which a telecommunications service provider is obliged by law to store infor-mation about the calls made by a user. This data, by law, must be made available to authorised authorities as necessary in order to detect and combat cybercrimes.88

				The above-mentioned regulations concern various aspects and meth-ods of the executive authority’s interference with an individual’s privacy, within the scope of their constitutionally regulated freedoms of com-munication and protection related to the private sphere, exercising its competences through operational and exploratory activities. These ac-

				
					87  Pursuant to Article 180a t. l., the operator of a public telecommunications network and the provider of publicly available telecommunications services shall, at their own expense: 1) retain and store the data referred to in Article 180c t. l., generated in the telecommunications network or processed by them, on the ter-ritory of the Republic of Poland, for a period of 12 months, counting from the date of connection or unsuccessful connection attempt, and on the expiry of this period, destroy the data, with the exception of those which have been secured, in accordance with separate provisions; 2) provide access to the data referred to in item 1 to authorised entities, as well as to the Customs Service, the court and the public prosecutor, pursuant to the principles and in the manner specified in separate provisions.

					88  Art. 180 t. l.
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				tivities are by their very nature secret (also with regard to the person concerned), carried out in conditions giving the police a wide margin of discretion, with limited guarantees for the rights of the person subjected to these activities, as well as limited external scrutiny, including judicial. The transparency of operational activities would make them ineffective. The contemporary state, obliged to ensure security (which is also a con-stitutional duty), faces a difficult task in view of the threats of terrorism and crime (including organised crime). Technical facilities, affecting the speed of communication and movement, can be used as much to protect the security of the state as by criminals. The operational activities of the police, regulated by ordinary legislation and carried out under conditions of secrecy, are in natural, irremovable conflict with certain fundamental rights of the individual. In particular, this concerns one’s right to pri-vacy, the constitutional freedom of communication and the related pro-tection of the secrecy of communication, the protection of information autonomy (which in Poland is defined by Articles 49 and 51 of the Pol-ish Constitution), as well as with the constitutional guarantee of judicial protection of individual rights. This conflict is widespread and known in all democratic legal states, as well as in the practice of international bodies, where – against the background of Article 8 of the Convention for the Protection of Human Rights and Fundamental Freedoms – uni-versal standards have been developed to assess proportionality between interference by the authorities and individual rights. The experience of contemporary democratic states shows that the executive authority re-sponsible for security and public order, including its subordinate entities carrying out operational and exploratory activities, has at its disposal measures the use of which – in the name of defending public order – may lead to the destruction of democratic institutions and harm human and civil rights and freedoms. In order to prevent this from happening, it is essential that these actions be constantly monitored. Legal instruments defining the degree and limits of such interference appear to be necessary here. Public security, as a good that in principle justifies restrictions on the exercise of civic freedoms by the legislator, thus requires proportion-ality in the permitted interventions in the name of protecting security, as well as an efficient system for monitoring the maintenance of this propor-tionality in practice. Otherwise, the means of protecting this security, in 
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				the form of legally acceptable operational activities, itself poses a threat to these freedoms. This will be the case when – firstly – the introduced restrictions are arbitrary, disproportionate to the possible threats and – secondly – when they are excluded (whether legally or factually) from the control exercised by democratic institutions. The Constitutional Court in its ruling of 15 December 200489 indicates that Article 31(3) of the Con-stitution of the Republic of Poland is a precise definition of permissible limitations on the exercise of individual freedoms and rights.

				These include:

				a) the statutory form of the restrictions;

				b) the existence of the necessity of the restriction, in the absence of other means effectively serving that purpose;

				c) the functional connection of the restriction with the implementa-tion of the values enumerated in Article 31(3) of the Constitution of the Republic of Poland (state security, public order, protection of the environment, health and public morals, freedoms and rights of other persons);

				d) the prohibition on infringing the essence of a given freedom or right.

				The conflict between the necessity for the existence of lawful, legally empowered operational activity and the threat to the constitutional free-doms and rights of the individual thus requires, above all, a balancing of the proper proportion in the legal protection of the two disputed spheres.

				In democratic states, even those which introduce restrictions on the constitutional freedoms of the individual because of the need to combat crime and terrorism, the general legislation regulating operational-detec-tion activities is constitutionally anchored. Article 31(3) of the Constitu-tion of the Republic of Poland formulates the general principle of preserv-ing the proportionality of possible limitations of constitutional freedoms/rights whenever they are (regardless of their subject matter) restricted by ordinary legislation. This principle applies both to the situation when the Constitution itself provides for the creation of exceptions by statutes, and to the situation when the ordinary legislator, regulating a different matter, 

				
					89  Judgment of the Constitutional Court of 15 December 2004, K 2/04, “Orzecznictwo Trybunału Konstytucyjnego” 2004, No. 11, item 117.
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				comes into collision with constitutional freedoms/rights of the individual (including also those that have been formulated strictly at the constitu-tional level, such as in Article 47 or Article 51 par. 4 of the Constitution, and thus when the Constitution itself does not provide for an ordinary statute to co-define the scope of this constitutional right or freedom). Going beyond the proportionality of the restriction will be decisive in determining whether the interference by the ordinary legislator has been exercised in an excessive and thus unconstitutional manner.

				The operational activity of the police, while infringing on privacy as such, thus requires a differentiated evaluation as to the proportionality of the intrusion, depending on which aspect of privacy, as defined and protected by the Polish Constitution, is affected. Directive 2002/58/EC on privacy and electronic communications regulates issues directly re-lated to the protection of security of EU citizens. It covers several issues concerning the security of data processing, ensuring the confidentiality of communications, the security of the processing of personal data and the provision of advertising services, the identification of Internet activities and the protection of databases regarding location (traffic) data. They must be erased or made anonymous when they are no longer needed for the purpose of the transmission of a communication or billing, unless the subscriber has given their consent to other uses.

				The regulation emphasises the need to ensure the confidentiality of communications over the public communications network. In particular, it is forbidden to listen to, record or store a communication by persons other than the users, without the consent of the users concerned. The subscriber or user whose data is stored must be informed in advance of the purposes of the processing. The obligation to delete traffic or anima-tion data when they are no longer needed for the purpose of the transmis-sion of a communication does not interfere with procedures, such as the interception of IP numbers in the domain name system, of unauthorised use of electronic communication systems. Data retention is specifically intended to be used for the detection of offences directed against defence, state security, public safety and order, and fiscal offences. According to I. Lipowicz, the provisions granting the services access to telecommunica-tion data do not meet the criterion of specificity required by Article 49 of the Polish Constitution. The author is of the opinion that “this lack 
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				results in the fact that the services may actually reach for data covered by secrecy in any case determined by them and not in the situation specified in the law.”90 The provisions of the Code of Criminal Procedure (Article 219 of the Code of Criminal Procedure) allow for the seizure of computer equipment or other media during a search of a room. On the other hand, they do not provide for the specific means, mentioned in Article 19(3)(b), (c), (d) of the Cybercrime Convention, by which the procedural authori-ties may carry out a search and seizure of data by copying and blocking them. In turn, Article 195 of the Code of Criminal Procedure states that it is possible to appoint a person to act as an expert who has specialised knowledge of passwords, codes and keys that would facilitate access to computer systems or data. Article 218a of the Code of Criminal Proce-dure indicates that offices, institutions and entities conducting telecom-munication activities are obliged to immediately secure, at the court’s or prosecutor’s request contained in the order, for a specified period of time, not exceeding 90 days, computer data stored in devices containing such data on a carrier or in a computer system. The provision of Article 218a of the Code of Criminal Procedure does not specify the manner in which this security is to be provided. This issue is left to be regulated by the regulation referred to in Article 218b of the Code of Criminal Procedure.

				According to W. Grzeszczyk, IT data may be secured in the manner which the Convention on Cybercrime defines in Article 19, concerning the search and seizure of stored IT data, namely by: a) seizing an IT sys-tem or a part thereof or a medium used for storing IT data, b) making and preserving a copy of IT data, c) preserving the entirety of the relevant stored IT data (blocking), d) making the IT data unavailable or deleting the IT data from a given IT system.91 The problem of identifying the data of the person using the IP address is indicated by M. Górtowski.92 The au-thor points out that Internet providers often use a technique that enables the assignment of an IP address in a dynamic manner. This is based on 

				
					90  I. Lipowicz, Między wolnością a bezpieczeństwem, “Rzeczpospolita,” 15 March 2011, supplement “Prawo co dnia,” thesis no. 2.

					91  Cf. W. Grzeszczyk, Zmiany prawa karnego wprowadzone ustawą z dnia 18 marca 2004 r., “Prokuratura i Prawo” 2004, No. 7–8, pp. 77.

					92  M. Górtowski, Poczta elektroniczna w postępowaniu karnym, “Prokuratu-ra i Prawo” 2004, No. 7–8, p. 201, thesis no. 2.
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				the fact that a given user does not have a permanent IP address assigned to them, but at the moment of booting a computer connected to the network the user identifies themself using the username and password assigned to them on the ISP’s server and – after successful verification – is assigned a random IP address, at that moment not used by anyone else, from a pool made available to them by the ISP. This way of assigning IP addresses means that the disclosed IP address of the sender of the e-mail may no longer point to the perpetrator, but to another person who drew the address. It is therefore essential to state the exact date and time when the e-mail was sent, as only on this basis is the ISP able to determine who was in possession of the IP address at the time.

				The issue of data retention was addressed in the judgment of the Constitutional Court of 30 July 2014 ref. K23/11. This judgment directly concerns two key features of online anonymity. Firstly, the collection of data on the user, the extent and manner of its acquisition, i.e. retention, and secondly, the type of data collected and its destruction if it does not correspond to the profile of the ongoing case.93 In addition, the need to inform the web user of the ex-post check carried out, i.e. when it has al-ready been completed, was stated. The Court highlighted the importance of the Internet and other modern forms of communication between indi-viduals but explained that the protection of constitutional freedoms and rights in relation to the use of the Internet and other electronic means of remote communication is no different from that concerning traditional forms of communication or other activities. Consequently, the scope of constitutionally protected privacy (Article 47 of the Polish Constitution) and the secrecy of communications (Article 49 of the Polish Constitu-tion), as well as the requirements to be met by regulations governing the secret acquisition of information about individuals, became the subject of necessary interpretation. Privacy constitutes a constitutionally protected freedom with all the consequences that follow from it. Most importantly, it implies the freedom of individuals to act within the framework of free-dom as long as no law defines its limits. Only an unambiguous statutory regulation can impose restrictions on engaging in certain behaviour that 

				
					93  Judgment of the Constitutional Court of 30 July 2014, K23/11 (OJ 2014, item 1055).
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				falls within a particular freedom. However, not every regulation is accept-able in the light of constitutional norms, principles and values. Constitu-tional protection under Articles 47, 49 and 51(1) of the Constitution of the Republic of Poland covers all means of communication, in any form of communication, regardless of its physical carrier (e.g. personal and telephone conversations, written correspondence, fax, text and multi-media messages, electronic mail, transmission of messages by means of Internet portals). According to the Constitutional Court, it is irrelevant whether the exchange of information relates to one’s strictly private life or one’s professional, including business, activities. There is no sphere of a person’s personal life the constitutional protection of which would be excluded or self-limited. The Constitutional Tribunal established the inconsistency of art. 27 sec. 1 in connection with art. 5 sec. 1 item 2 let-ter b of the Act of 24 May 2002 on the Internal Security Agency and the Intelligence Agency (uniform text: Journal of Laws of 2010, No. 29, item 154 as amended) with art. 2, art. 47 and art. 49 of the Constitution of the Republic of Poland in connection with art. 31 sec. 3 of the Constitution of the Republic of Poland, as the questioned provisions do not make it possible to decide in what cases the ordering of an operational control is permissible. The judgment refers directly to the provisions contained in the Telecommunications Act, laws concerning the special services, the police and the Military Police, which treat the possibility of obtaining data on a subject against whom the services are conducting operational activities aimed at establishing the commission of an offence. So far, the law has not provided for the need to inform the controlled entity about the control process it has been subjected to. The Constitutional Court identified a number of key points:94 a law cannot be freely created that interferes with constitutionally protected freedoms and rights, the con-cept of “operational control” is too vague in terms of restrictions on how data can be obtained and what data can be obtained, provisions should be made to guarantee independent control over the release of retention data, immediate certified destruction of data covered by evidentiary prohibi-tions should be guaranteed by commission and protocol.

				
					94  Ibidem.
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				The provision of Article 180a t.l. is part of the implementation into the national legal order of the EU Directive on the retention of telecom-munications data. This article indicates that data retention will specifi-cally serve the detection of offences against defence, state security, public security and public order, and fiscal offences. The provision of Article 180a(1)(2) imposes an obligation on the operator of a public telecom-munications network and the provider of publicly available telecommu-nications services to retain and store data for a period of 12 months. The justification for this regulation emphasises that such a need arises from the fact that Poland is or may be used as a logistics base or transit point for terrorist groups. Article 180c(1) t.l. specifies the information which is subject to the obligations resulting from the provision of Article 180a t.l. The obligation referred to in Article 180a(1) covers the data necessary to: 1) to determine the network termination, telecommunications terminal equipment, end user: a) initiating the call, b) to whom the call is directed; 2) to determine: a) the date and time of the call and its duration, b) the type of call, c) the location of the telecommunications end device.

				Pursuant to Article 1(2) of the Act of 15 January 2016 amending the Act on the Police and certain other acts, Article 20c(1) of the Act on the Police of 6 April 1990 introduced the rule that for the purpose of prevent-ing or detecting crime or for the purpose of saving human life or health or supporting search and rescue operations, the police may obtain data that do not constitute the content of, respectively, a telecommunication transmission, a postal consignment or a transmission within the frame-work of a service provided electronically, as defined in: 1) Article 180c and Article 180d of the Act of 16 July 2004. – Telecommunications Law, referred to as “telecommunications data,” 2) Article 82(1)(1) of the Act of 23 November 2012 – Postal Law (consolidated text Journal of Laws of 2018, item 1529 and of 2015, item 1830), hereinafter referred to as “postal data,” 3) Article 18(1)-(5) of the Act of 18 July 2002 on the provi-sion of services by electronic means (Journal of Laws of 2013, item 1422 and of 2015, item 1844), hereinafter referred to as ‘Internet data’ – and may process them without the knowledge and consent of the person to whom they relate. According to the new wording of Article 19(12) of the Police Act, the telecommunications entrepreneur, the postal operator and the provider of electronic services are obliged to provide, at their own 
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				expense, the technical and organisational conditions enabling the police to conduct operational checks. The telecommunications entrepreneur, postal operator or service provider offering services by electronic means shall make data available free of charge to: 

				1) to a police officer indicated in a written application of the Police Commander-in-Chief, the Commander of the CBŚP, the Provincial Police Commander or a person authorised by them;

				2) upon an oral request of a police officer having written authorisation from the persons referred to in item 1;

				3) through the telecommunications network to a police officer holding a written authorisation of the persons referred to in item 1.

				Making the data, referred to in section 1, available to the Police may be effected through the telecommunications network if: 

				1) the telecommunications networks used ensure:

				a) the possibility to determine the person obtaining the data, their type and the time when they were obtained,

				b) technical and organisational security preventing an unauthorised person from accessing the data;

				2) it is justified by the specificity or scope of the tasks performed by the organisational units of the Police or the activities conducted by them.

				The Commander-in-Chief of the Police, the Commander of the CBŚP and the Provincial Police Commander shall keep registers of requests to obtain telecommunications, postal and Internet data containing informa-tion which identifies the organisational unit of the Police and the Police officer obtaining the data, their type, purpose of obtaining them and the time when they were obtained. The records shall be kept in electronic form, in compliance with the provisions on the protection of classified information. Data which are significant for criminal proceedings shall be forwarded by the Commander-in-Chief of the Police, the Commander of the CBŚP or the Voivodeship Police Commander to a public prosecu-tor with local or material competence. The public prosecutor decides on the scope and manner of use of the provided data. Data which are not relevant for criminal proceedings shall be destroyed without delay, by a commission and protocol. Under Article 20ca(1) of the Police Act, con-trol over the obtaining of telecommunication, postal or Internet data by 
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				the Police shall be exercised by the district court having jurisdiction over the seat of the Police authority to which the data was made available. The Police authority shall provide, with due observance of the provisions on the protection of classified information, to the district court on a semi-annual basis, a report including:

				1) the number of cases of obtaining telecommunication, postal or In-ternet data in the reporting period and the type of such data; 

				2) legal qualification of the acts in connection with the occurrence of which telecommunication, postal or Internet data were requested or information on obtaining data in order to save human life or health or to support search and rescue operations. The district court shall inform the Police authority of the outcome of the control within 30 days of its completion. The control shall not apply to the acquisition of data pur-suant to Article 20cb(1) of the Police Act. Under Article 20cb(1) of the Police Act, for the purpose of preventing or detecting crimes or for the purpose of saving human life or health or supporting search and rescue operations, the Police may obtain data:

				1) from the list referred to in Article 179(9) of the Act of 16 July 2004 – Telecommunications Law (electronic list of subscribers, users or network terminations);

				2) referred to in Article 161 of the Act of 16 July 2004 – Telecommu-nications Law (telecommunications secret);

				3) in the case of a user who is not a natural person, the number of the network termination point and the seat or place of business activity, company or name and organisational form of that user;

				4) in the case of a fixed public telecommunications network, also the name of the town and street where the network termination point made available to the user is located – and may process them with-out the knowledge and consent of the person to whom they pertain.

				Pursuant to Article 159(1) of the Telecommunications Act, the con-fidentiality of communications covers: data concerning the user, the content of individual communications, transmission data, which means data processed for the purpose of transmitting communications in tele-communications networks or billing for telecommunications services, including location data, which means any data processed in a telecom-munications network indicating the geographical location of the end de-
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				vice of a user of publicly available telecommunications services, location data, which means location data going beyond data necessary for the transmission of a communication or billing, data on attempts to obtain a connection between specific ends of the telecommunications network). Thus, data concerning a user who is a natural person and subject to pro-tection are: surname and forenames, parents’ forenames, place and date of birth, address of permanent residence, PESEL registration number. In the case of a citizen of the Republic of Poland, also the name, series and number of documents confirming identity (other data are required in the case of foreigners, e.g. passport number). These are also data contained in documents confirming the ability to fulfil an obligation (e.g. a certifi-cate of employment or earnings) to the provider of publicly available telecommunications services, arising from a contract for the provision of telecommunications services (most often these are obligations to pay for the services provided). The protected content of individual commu-nications includes the subject matter of the communication between the sender and the recipient of the communication. This includes any information exchanged or transmitted between users through publicly available telecommunications services. Such services include a pre-paid service provided in a mobile network (so-called pre-paid) or a telephone subscription in a fixed network.

				It should be emphasised here that, pursuant to Article 43 of the Act of 10 June 2016 on anti-terrorist measures,95 Article 60b t.l. introduces information obligations. Under this provision, a subscriber, with the ex-ception of a subscriber using publicly available telephone services pro-vided by means of a public telephone or by dialling the service provider’s network access number, and a subscriber to prepaid services involving the distribution or broadcasting of television programmes by terrestrial, cable or satellite, shall submit the following data to the service provider:

				(1) in the case of a subscriber who is a natural person:

				(a) first and last name;

				(b) their PESEL number, if they have one, or the name, series and number of their identity document, or, in the case of a for-eigner who is not a citizen of a Member State or of the Swiss 

				
					95  (Journal of Laws of 2016, item 904).
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				Confederation, the number of their passport or residence card;

				2) in the case of a subscriber who is not a natural person: 

				(a) the name;

				(b) the REGON or NIP identification number or the number in the National Court Register or the register of business activity or other relevant register.

				The subscriber shall provide data upon conclusion of the contract in written or electronic form. A subscriber who is a party to a contract for the provision of prepaid services on a public telecommunications net-work shall provide the data of the service provider. The data may also be given electronically or in any other way specified by the provider of such services. The provision of the service shall commence upon verification of the data provided.

				Location data, on the other hand, refers to the latitude, longitude and altitude of the user’s terminal (the geographical location of the end de-vice in the service provider’s mobile network), the direction of transmis-sion, the level of accuracy of the information for a given location and the identification of the network cell in which the terminal is located at a given time. They may also include the format in which the message is carried over the network. This will also be the nature of the IP address. The protection of telecommunications secrecy set out in the t.l. has been constructed through the introduction of an order to refrain from certain activities that violate telecommunications secrecy (Article 159(2) t.l.) and the definition of activities that violate the obligation to maintain telecom-munications secrecy (Article 159(3) t.l.).

				The judgment of the Constitutional Court touches on a very sensitive matter of privacy and the fight against crime carried out by the secret services. The gap between what the services can do to fight crime and how they do it has always been a source of controversy. On the one hand, the legislator has equipped the special services with a number of tools to carry out their tasks in the sphere of crime detection, while on the other hand, the Constitutional Court has stated that the powers conferred are contrary to the Polish Constitution. It should be borne in mind that spe-cial services and other units of a police nature, as it were, automatically operate within the limits and on the basis of the law. They rely on laws 

			

		

	
		
			
				

			

		

		
			
				V. State responsibility for cybersecurity

			

		

		
			
				and restrictive clauses created specifically for them96. This conflict as a subject for consideration taken up by the Constitutional Court, in ad-dition to the legal aspect, also concerns the very delicate sphere of ethics of action. Ethics and public morality itself, as well as the public interest in the face of changes in the conditions of functioning of a human being – a network user, an Internet user, an entity providing digital services, as well as a cyber victim of criminal activities in the network – is a topic for consideration anticipating any strategies or new legal regulations con-cerning the sphere of cyberspace.

				A border-free and multi-layered ICT network has become one of the most powerful instruments to enable global progress – so far – without special oversight and regulation by government administrations. In ac-cordance with the principle of proportionality, the measures taken should ensure a level of security appropriate to the degree of risk, taking into account the state-of-the-art in technology and the costs of implement-ing these measures. Cyberspace is subject to European regulation. The private sector continues to play a leading role in the creation and day-to-day management of the Internet, but at the same time the need for taking measures to limit the full freedom of these services is becoming increasingly apparent. With the development of networked systems come problems of misuse. The growth of information technology brings not only new opportunities, but also new risks associated with so-called cy-berspace. As cyberspace becomes a virtual reflection of reality, negative human behaviour also permeates it. An advisory body, ENISA, has been set up to coordinate action on online threats. Nowadays, a significant part of the economy depends on the smooth functioning of computer systems, which can become an area of overexploitation. As is well known, cyberspace is a sphere of open communication through interconnected computers and computer memories that work in every part of the world. It can therefore be assumed that cyberspace is synonymous with the web, and the easy accessibility of the Internet offers many opportunities to act beyond the boundaries of social acceptance. The Telecom Rules and the 

				
					96 See M. Bożek, Aspekty normatywne systemu bezpieczeństwa państwa w sy-tuacjach nadzwyczajnych zagrożeń o charakterze polityczno-militarnym, Lublin 2004.
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				National System Act regulate issues related to the tasks and obligations of telecommunications enterprises. In particular, these entities are obliged to apply technical and organisational measures to ensure the security and integrity of the network, services and message transmission in connec-tion with the services provided. This also applies to so-called key services. For these reasons, measures such as data retention, for example, become permissible. The procedure of access to telecommunication data and, in particular, the issue of retention of the data referred to in Article 180c and Article 180d t.l. in the context of obligations to obtain consent to make them available in accordance with the principles of personal data pro-cessing, is constantly the subject of deliberations and analyses, including judicial ones. Not all types of data cause the same intensity of interference with human freedoms and rights. At the same time, it is not conclusively determined whether the existence of prior control is necessary in the case of data retention, or whether follow-up control may be sufficient. The concept of network security or cyber security consists of the protection of resources: data, information and generally digital content, the protec-tion of information and communication networks and the protection of the transmission of content via networks, i.e. the communication process itself. It follows from the specifics of network operation – if one assumes theoretically that anti-virus software and firewalls do their job – that, like a vaccine for a virus, they will not work in the event of the emergence of new threats or modifications to those already known.

				Under the first pillar, each Member State is obliged to establish NIS competent authorities responsible for monitoring the application of its provisions in the sectors covered by its scope. Due to differences in na-tional governance structures, Member States may designate more than one national competent authority responsible for performing cyber-se-curity-related tasks of key service operators and digital service providers.

				In the above context, the new responsibilities of so-called key service operators require attention. A key service means a service that is essential for the maintenance of a critical social or economic activity, as listed in the list of key services. A key service operator is an entity referred to in Annex 1 to the National Cyber Security System Act, having an organ-isational unit on the territory of the Republic of Poland, for which the authority competent for cyber security has issued a decision on recogni-
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				tion as a key service operator. Sectors, subsectors and types of entities are set out in Annex No. 1 to the Act. The authority competent for cyber security shall issue a decision on the recognition of an entity as a key service operator if: 1) the entity provides a key service; 2) the provision of that service depends on information systems; 3) the incident would have a significant disruptive effect on the provision of the key service by that operator.

				The subject matter scope of the NIS Directive is covered in two for-mulas: key service operators and digital service providers. Different re-quirements are to apply to the operators identified in each annex. For digital service providers (Annex III), it is intended to be a lenient and reactive approach involving ex post supervisory action, i.e. after an inci-dent has occurred and only by the country in which the service provider is established. Thus, Annex III entities will not be subject to either the identification or reporting process described earlier as in the case of key service operators. This approach is due to the international dimension of operators providing digital services and thus the fear of fragmentation of the EU Digital Single Market. As a result of the negotiations, it was agreed that shopping services, search engines and cloud services would be regulated. The annex to the Act lists all potential categories of entities in the various sectors of the state’s economy and activities from which key service operators may be selected by administrative decision.

				In Poland, the Act on the National Cyber Security System has given specific tasks to existing entities that deal with computer incident re-sponse as part of their activities.

				It can be said that the process of regulating cyberspace is a multi-stage task requiring constant monitoring of various socially undesirable activi-ties by various bodies at different levels of public authorities. 

			

		

	
		
		

	
		
			
				Conclusions

				Within fifty years, a computer weighing several tons has miniaturized and transformed itself into a handheld mobile terminal with computing power a million times greater than its prototype. New technologies are fulfilling mankind’s dreams of time travel to the most remote corners of the world (e.g., with the help of goggle sets specially constructed for this purpose). The Internet user has already become enthralled with virtual being (e.g. in online games). Thus, a kind of transcendence is taking place. The more we are absorbed by virtuality and the digital, the less we realize that the world we are heading for does not bring only positive aspects of such a life. The world of machines brings real dangers, loss, and risks. D. Suarez, in his book titled “Demon”, describes a computer program that exerts a concrete influence on reality through network connections. A computer program that is able to find a particular user on its own, obtain information about them, and further process it in such a way as to take specific actions seems to be an excellent technical solution for ensuring security, but carries the risk of surveillance. Most disturbing, however, is the fact that cyberspace is a place where many actions still get away with impunity due to its multifaceted nature.

				Cyberspace offers numerous opportunities for action. Seeing the teleinformatics network as a place for the realization of various aspects of daily life also requires taking into account its undesirable phenomena. Cybersecurity brings into light a series of very interesting issues for the future regulator. For cybersecurity regulations should not be the same as those that already exist, but they should regulate behavior in the real world. These laws were created to regulate the legal situation of entities outside cyberspace, however, they are not sufficient for the sphere of is-sues that deviate from the standards set by the human experience to date. In Polish law, there is no unified set of legal norms in the field of cyber-crime. These provisions are part of various legal acts and cover different areas of the functioning of the information society.
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				In view of the difficulty of creating a unified legal system, specific ques-tions arise related to the basic purpose of legal regulation – defining the norms of ought behavior and the scope of responsibility for their violation. Current regulations in the field of cyberspace and the related phenomenon of cybercrime are only a substitute for regulatory needs. The diagnosis of legal solutions carried out in the course of this study gives the impression of significant gaps that will soon require the development of new formu-las. Translating legal norms into the digital realm, as is commonly done and promoted by international regulations and strategies, is not an easy task, especially if we take into account the special nature of cyberspace and cybercrime. Criminal sanctions, which are contained in the Criminal Code, as well as in other laws, should be given significant importance from the information protection’s point of view. Criminal liability is one of the types of responsibility that relates to the sphere of information processing and, at the same time, the need to ensure its protection.

				Criminalization is imposed not only to a prohibited action in relation to the information itself, but also to illegal interference in the system or network within which the information functions. At the same time, it should be borne in mind that this type of (criminal) responsibility is extremely burdensome for the addressee, so it is necessary to prove not only the causative action, but also to attribute to it the strictly specified by the legislator features of the crime. It is one thing to regulate behavior occurring in the real world such as prohibition, compulsion, enforce-ment, and another to regulate behavior that does not have its material reference to already established phenomena. Legislators, in creating a law suitable for cyberspace, try to adapt already developed regulations to the needs of the digital world and the circulation of information in virtual form. They are attempting to superimpose the framework they know from the real world onto the boundless, multicultural, multigenerational and multidimensional virtual world. Seeing cyberspace as a place with its own boundaries, in which the user’s existence is no different from the traditional one, is insufficient. This is because several phenomena have grown up on the ground of new technologies, which so far have not been the subject of legislative disputes or considerations of a wider forum. Technology has become such an indispensable part of reality that we have stopped noticing it. It has become our commonplace.
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				Countries affiliated with specific national organizations may set goals for ensuring a secure and open cyberspace, but for the average user this has little meaning. Today’s perception of cyber responsibility in the vari-ous pieces of legislation cited in this work, but also omitted for obvious reasons, may seem naive. However, the basis of regulation, if only in the ancient finding of civil liability that: “Whoever, through his fault, caused damage to another, is obliged to compensate for it”, will seem to be always valid1. At the same time, this approach is only partially in line with what a well-regulated and managed cyberspace should look like. As mentioned earlier in this book, cybersecurity and related cyber responsibility should be forged across a wide range of actors from the user to the state as over-seer. The state should stimulate the development of cyberspace in such a way that the user themself feels responsible for it. This seems to be the main goal and task of public authorities in an area where territorial boundaries and geography do not matter. Forms that are a kind of guide-lines, directives and ethics are the future level of regulation in law. The principle of proportionality is a key rule that the State should take into account in justifying the interventions taken. It is a process of legislating more on the basis of observed phenomena occurring in the cyberspace, rather than bending the activities of network users to regulations made in the age of multi-ton computing machines.

				The history of legislation on the Internet and cyberspace shows that the creation of relevant norms is a process that is perceived negatively by its addressee. Users simply feel under attack when it comes to their free-dom in cyberspace. However, this does not mean that the only solution is impunity and lack of accountability. It should be noted that none of the legal acts analyzed in the work explicitly defines the catalog of behavior, or crimes related to cyberspace, specific to it.

				Most of the regulations relate to information, and they are reasonable, but not sufficient, e.g., the right to privacy should be included not only at the time of a crisis situation, but also in everyday life. There are no spe-cialized regulations on cybercrimes in the Polish legal system, but they are detected and prosecuted by law and under the provisions of various 

				
					1  I am grateful to Prof. Ewa Nowińska for the discussion on responsibility and inspiration.
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				situations involving the use of computers or ICT networks. There are also no regulations related to machine (AI) liability. These current regulations no longer include the premises of various configurations of negative be-havior that should be criminalized or entail tort liability. Thus, questions remain about singling out regulations covering only aspects of cybersecu-rity and cybercrime. The creation of a law on cybersecurity is a complex process, but it cannot take place in the negation of proven and known instruments of law (e.g., registries, concessions in the area of rationing).

				Cyberspace poses a real danger of surveillance by criminals, as well as by services responsible for ensuring security and protecting important state interests and public order. Of course, the line between the need for security and interference with individual rights and freedoms is very thin. Users of the network are very sensitive to attempts to track their activities, while at the same time they demand security, which is to be provided by the state as a responsible public authority. The ruling of the Polish Constitutional Court on data retention normalizes the important issue of information of interested parties about the control undertaken against them from the point of view of natural law. The intelligence agen-cies and other organizations set up to combat cybercrime derive their powers from the possibilities given to them to undertake operational ac-tivities in this regard. However, current law does not provide clear and specified mechanisms for these bodies to fight cybercrime. Cybersecurity is a trans-sectoral field encompassing all areas of the National Security System of the Republic of Poland. As a public task, it involves ensuring the proper functioning of cyberspace, through organizational, legal, tech-nical, physical, and educational measures. It implies both the protection of individuals – citizens, businesses, as well as ICT networks and systems against cyber threats. Only very clear rules of cyber responsibility can be-come an essential element of a cyber security system in this environment. The law may simply not keep up with the needs of virtual reality. This gives rise to the very undesirable phenomenon of imperfect law, a legal pathology in which it is impossible to enforce sanctions against one who simply deserves them.
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